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Introduction

1.1

Overview and Motivation
With the advancement of telecommunication technologies, wireless networking has
become ubiquitous owing to the great demand for pervasive mobile applications. The
convergence of computing, communications, and media will allow users to communicate with each other and access any content at anytime, anywhere. The future, beyond
5G wireless networks, will support various services such as high-speed access, augmented reality, smart transportation, video conferencing, real-time Internet games, Internet of Things services, smart homes, automated highways, and disaster relief. However,
many technical challenges remain to be addressed to make this wireless vision a reality.
One prominent issue is devising distributed, self-organizing, and dynamic algorithms for
optimizing the performance of the network over time-varying channels and within dense
and heterogeneous environments. Examples of such environments in future wireless
networks are abundant and they range from dense deployments of small cell networks to
massive Internet of Things systems. Therefore, to support tomorrow’s wireless services,
it is essential to develop efficient mechanisms that provide an optimal cost–resource–
performance tradeoff and that constitute the basis for next generation ubiquitous and
self-organizing wireless networks.
Game theory provides a formal framework with a set of mathematical tools to study
the complex interactions among interdependent rational players. For more than a half
century, it has led to revolutionary developments in economics and has found important applications in a multitude of disciplines, such as politics, sociology, psychology,
and transportation. More recently, there has been a surge in research activities that
employ game theory to model and analyze wireless communication systems. Combining
game theory with the design of efficient distributed algorithms for emerging wireless
networks is desirable and challenging. On the one hand, in a large-scale wireless network, devices will be inherently selfish as they seek to optimize individual qualityof-service (QoS) metrics. For instance, distributed mobile devices tend to maximize
their own performance, regardless of how this maximization affects the other users in
the network, subsequently giving rise to competing scenarios. Such interdependence
and selfishness become more pronounced in large-scale and dense systems such as the
Internet of Things or small cell networks. On the other hand, in many practical networking scenarios, cooperation is required among wireless network users for performance
enhancement. These situations recently motivated researchers and engineers to adopt
1
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game-theoretic techniques for characterizing competition and cooperation in wireless
networks. Recently, game theory has been applied to solve many problems in wireless
systems, such as power control, resource management, network formation, admission
control, and traffic relaying. Game theory provides solid mathematical tools for analyzing competition and cooperation situations between multiple players having individual self-interests that are also coupled across the system. Various solution concepts
from game theory provide adequate solutions for communication and networking problems, such as equilibrium solutions that are desirable in competition scenarios because
they allow designs that are robust to the deviations by any player. There are many
popular wireless and communications applications that have recently explored gametheoretical techniques, including 5G networks, network virtualization, software defined
networks, cloud computing, data center, Internet of Things, context-aware networks,
green communication, and security-related issues. It has been shown that by using gametheoretical tools, new network design features and properties (e.g., with cooperative
and noncooperative behaviors of the wireless entities) can be properly investigated with
accurate solution concepts.
Existing game theory books mostly focus on standard game-theoretic constructs, such
as static noncooperative games, and as such, they cannot cope with recent networking
paradigms such as the Internet of Things or large-scale 5G systems. Therefore, there
is a need to develop a comprehensive and useful reference work that can provide a
comprehensive treatment of how to adequately apply game theory to the design of
wireless communications and networking. The first book, Zhu Han, Dusit Niyato, Walid
Saad, Tamer Başar, and Are Hjørungnes, Game Theory in Wireless and Communication
Networks: Theory, Models and Applications, Cambridge University Press, UK, was
published in 2011, which was very well received in both academia and industry.
Since the publication of this first book, there has been significant progress in both
game-theoretic approaches and networking applications. In this regard, we have decided
to write this second book to cover new advances pertaining to the application of
game theory in the context of communications and networking. The book also covers
the unprecedented changes in the wireless and communications landscape that have
occurred since 2011. The topics range from new concepts from game theory to the stateof-the-art of analysis, design, and optimization of dynamic game-theoretic techniques
for wireless networks. The main objectives of this book are as follows:
1.

2.

The book introduces new frameworks and tools from game theory while providing an engineering perspective. In particular, we include seven chapters that cover
a diversity of new game-theoretic tools that were not covered in our earlier 2011
book. In particular, we provide a clear description of the main game-theoretic
entities in a wireless communications environment with a focus on recent and
emerging applications (e.g., what are the players, their strategies, utilities, and
payoffs, and what is the physical meaning, in a wireless network environment, of
different game-theoretic concepts such as equilibria).
The book provides an extensive overview of the very recent applications of
game theory to wireless communications and networking. Using this overview
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of applications, readers can easily understand how game theory can be applied
to different wireless systems as well as acquire an in-depth knowledge of the
recent developments in this area. In this context, the book provides tutorial-like
chapters that explain, clearly and concisely, how game-theoretical techniques
can be applied to solving state-of-the-art wireless communication problems.
In particular, we study different new scenarios, such as 5G networks, network
virtualization, software defined networks, cloud computing, data centers, Internet
of Things, context-aware networks, green communication, and security-related
issues. The target audiences for this book are the researchers, engineers, undergraduate, and graduate students who are looking for a source to learn game
theory from and apply it to solve various multiplayer decision-making problems
that arise in wireless and other engineering systems.
We believe that this follow-up book will be useful to a broad spectrum of readers,
particularly from the wireless communications and networking field. The material from
the book can be used to design and develop more efficient, scalable, and robust communication protocols.
To summarize, the key features of this book are
1.
2.
3.
4.
5.

1.2

An extensive overview on the recent advances in game theory, that have occurred
in the recent past.
A unified view of novel game-theoretical approaches for wireless networks
Comprehensive treatment of state-of-the-art distributed techniques for today’s
wireless communication problems
Coverage of a wide range of techniques for modeling, design, and analysis of
wireless networks using game theory
Identifying the key research issues related to wireless game theory applications

Intended Book Audience
Given the incessantly increasing popularity of game theory in the wireless communications and networking research community, reference works that provide a comprehensive introduction to the analytical aspects and the applications of game theory are
needed. Notably, engineers and researchers in the wireless communication community
seek a reference that can integrate the notions from game theory and wireless engineering, while emphasizing how game theory can be applied in wireless networks from an
engineering perspective. The primary audience for this book will comprise
1.
2.

Communications engineers interested in studying the new tools of distributed
optimization and management in wireless networking systems
Researchers interested in the state-of-the-art research on distributed algorithm
design, cooperation, and networking for a wide range of wireless communication
applications

4
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3.

1.3

Graduate and undergraduate students interested in acquiring comprehensive
information on the design and evaluation of game-theoretical approaches to find
suitable topics for their dissertations

Organization
The design, analysis, and optimization of distributed wireless networks require multidisciplinary knowledge, namely, knowledge of wireless communication and networking,
signal processing, artificial intelligence, decision theory, optimization, game theory,
and economics. Therefore, a book covering the basic concepts/theories for designing
dynamic spectrum access methods, the state-of-the-art of technologies, and the related
information will be very useful in designing future wireless communication systems and
services. These are the primary motivations for writing this book.
Accordingly, there are two main objectives for writing this book. The first objective is to introduce novel game-theoretic techniques and their applications for designing distributed and efficient solutions for a number of diverse wireless communication
and networking problems. The second objective is to present the state-of-the-art gametheoretic schemes in networking. This includes classifications of different schemes and
the technical details for each scheme. To achieve the preceding objectives, the book will
comprise two parts, as described next:

Part I: Theory
Before discussing how to apply game theory to different wireless network problems, the
choice of a design technique is crucial and must be emphasized. In this context, this part
presents different new game-theoretic techniques, which can be applied to the design,
analysis, and optimization of wireless networks.
Chapter 2. Matching Games: The goal of Chapter 2 is to demonstrate the effectiveness
of matching theory, a powerful game-theoretic and operational research framework, for
solving a wide range of wireless resource allocation problems in a distributed manner.
Matching theory, as a Nobel Prize-winning framework, has already been widely used
in many economic applications. More recently, matching theory has been shown to
have a promising potential for modeling and analyzing wireless resource allocation
problems due to following reasons: (1) it offers suitable models that can inherently
capture many features of various wireless communication problems; (2) it has the ability
to use notions, such as preference relations, to model complex system requirements; (3)
it provides low-complexity and near-optimal matching algorithms while guaranteeing
system stability. Specifically, in this chapter, an overview of basic concepts, classifications, and models of matching theory is provided. Furthermore, comparisons with
existing centralized/distributive mathematical solutions of resource allocation problems
in wireless networks are conducted.
Chapter 3. Contract Theory: The aim of Chapter 3 is to introduce the framework
of contract theory as an effective approach for designing incentive mechanisms for a
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wide range of application scenarios in wireless networks. In contract theory, participants
are offered properly designed rewards based on their performances to encourage better
participation. Particularly, contract theory is an efficient tool in dealing with asymmetric
information between employer/seller(s) and employee/buyer(s). In wireless networks,
the employer/seller(s) and employee/buyer(s) can take on different roles depending on
the scenario under consideration. Thus, there is a great potential to utilize the ideas,
methods, and models of contract theory to design efficient wireless network mechanisms. An overview of basic concepts, classifications, and models of contract theory
is provided. Furthermore, comparisons with existing methods of economics in wireless
networks are conducted.
Chapter 4. Stochastic Games: Stochastic games are games in which the decisions and
outcomes of the game are governed by uncertainty in the environment. In our first book
(2011), we provided only a very brief overview on stochastic games. In Chapter 4, we
expand substantially on this discussion and delve into the details of various types of
dynamic, stochastic games that include basic stochastic games as well as more advanced
constructs such as mean-field games, which enables the analysis of massive networks
with an infinite number of players.
Chapter 5. Games with Bounded Rationality: Most existing game-theoretic techniques, such as those covered in our first book, typically focus on players that are
completely rational. In other words, players always conform to the rules of the game and
are not influenced by real-world behavioral considerations or computational/cognitive
limitations. However, there has been a sizeable recent literature that revisits gametheoretic solutions while relaxing the rationality assumption and assuming that players
may not conform to prescribed game rules due to irrational behavior, their limited cognitive or computational capabilities, or other environmental factors. The study of such
situations is typically carried out using games with bounded rationality. In Chapter 5,
we cover the main tenets of game theory with bounded rationality, with a focus on the
Nobel Prize-winning framework of prospect theory.
Chapter 6. Learning in Games: Learning (in the context of games) refers to the process
that game-theoretic decision makers can use to interact and reach the sought equilibria,
in a distributed manner. The main goal of learning in games is to study the behavior
of the players and to understand when, or whether, play might converge to equilibrium.
In Chapter 6, we cover a broad range of learning algorithms that range from simple
best response dynamics and fictitious play to more advanced reinforcement learning
and neural network approaches.
Chapter 7. Equilibrium Programming with Equilibrium Constraints: An equilibrium problem with equilibrium constraints (EPEC) is a new class of mathematical programs that often arise in engineering and economics applications. In our 2011 book,
the well-known Stackelberg game (single-leader-multi-follower game) was formulated
as an optimization problem called a mathematical program with equilibrium constraints
(MPEC), in which followers’ optimal strategies are solutions of complementarity problems or variational inequality problems based on the leader’s strategies. In Chapter 7,
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we study how to utilize the existing results for formulating a variety of networking
problems.
Chapter 8. Miscellaneous Games: Beyond the previously mentioned new types of
game theory approaches, there are other, miscellaneous types of games. In Chapter 8,
we briefly overview some special types of games such as zero-determinant games and
social choice theory.

Part II: Applications
This part of the book deals with the modeling, design, and analysis of game-theoretical
schemes in communication and networking applications. Different game models that
were applied to solve a broad range of major problems in wireless and communication
networks are discussed. Moreover, in this part, major research issues and challenges
are also identified. This second part is comprised of seven chapters, whose descriptions
follow.
Chapter 9. Applications of Game Theory in the Internet of Things: The Internet
of Things (IoT) is an emerging concept and paradigm that allows a number of devices
to be connected through the Internet. IoT has a great potential for improving resource
efficiency and utilization, increasing revenue and profit, and enhancing service quality
of many applications including logistics, manufacturing, transportation, and healthcare.
The devices or objects can be sensors to collect sensing data. The sensing data will be
transferred for storage or processing to support IoT applications and services. IoT is
designed by integrating several technologies including sensor networks, wired/wireless
communications and networking, and data center and cloud computing to meet business
needs and user requirements. Additionally, multiple parties and entities are involved in
IoT systems. In Chapter 9, game theory is used to address various IoT resource management issues such as sensing task allocation, sensing service pricing, QoS provisioning for IoT wireless communication, congestion control, and crowd-sensing incentive
mechanisms.
Chapter 10. Applications of Game Theory in Network Virtualization: Network virtualization and software defined networks (SDNs) are emerging approaches to improve
network service quality, efficiency, reliability, and security. In SDNs, network functions
are separated into control plane and data plane. Therefore, the controller can dynamically adjust network operations according to the system environments and user requirements. Additionally, the concept of network virtualization allows network resources to
be virtualized and used adaptively. In Chapter 10, game theory has been applied to
address various issues, especially bandwidth allocation, optimal routing, and pricing
of the virtualized resources. Moreover, wireless network virtualization and wireless
SDNs are introduced. Several novel game-theoretic approaches are developed to analyze
competition in wireless systems with virtualization and SDN capabilities.
Chapter 11. Applications of Game Theory in Cloud Networking: Cloud Networking
considers the network beyond the data centers with the aim of providing both on-demand
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computing and network resources. With cloud networking, resources and services can
be provisioned from interconnecting distributed data centers owned by one or multiple
providers, called cloud data center networking. The cloud resources and services can
also be integrated with mobile networks, i.e., mobile cloud networking. Moreover, edge
computing models are deployed in cloud networking to bring the cloud resources and
services close to users, and thus minimize overall costs, jitter, latencies, and network
load. In Chapter 11, game theory has been used to optimize pricing strategies of cloud
providers, bandwidth and task allocation in cloud data center networking, mobile cloud
computing, edge computing, and cloud-based multimedia services.
Chapter 12. Applications of Game Theory in Context-Aware Networks and
Mobile Services: Context-aware Networks are networks that are able to acquire
and utilize context information extracted from mobile devices and mobile users to
improve data transfer performance and mobile service satisfaction. User context
information such as type of applications can be used along with location information. Context information can be obtained more easily from a smartphone that is
equipped with numerous sensors, e.g., accelerometers, video, and camera. A major
application of context-aware networks is mobile social networks in which mobile users
utilize social tie information to help information dissemination. Moreover, contextaware networks allow the customization of mobile services to suit the need and
requirements of distinct users, increasing the network utility and resource utilization.
In Chapter 12, game theory is used to address, for example, competitive resource
allocation issues for quality-of-experience (QoE) support, resource allocation of small
cell networks taking social metrics into account, and social learning for community
detection.
Chapter 13. Applications of Game Theory for Green Communication Networks:
Green Communications pertains to the design of wireless communication systems
that are energy efficient. It has been estimated that worldwide telecommunication
networks account for close to 1000 Terawatt-hours of electricity annually only for
the network infrastructure, and thus energy management is one of the significant
costs for network operators. Energy challenges become more crucial for mobile
devices whose battery energy supply is very limited. In Chapter 13, a number of
approaches have been proposed to reduce the energy consumption of the network
infrastructure and mobile devices, many of which are related to transmission control.
While optimization is a typical approach for minimizing energy consumption of wired
and wireless networks, due to the presence of multiple decision makers, game-theoretic
approaches are also apropos. For example, noncooperative games can provide a suitable
framework to study energy-efficient interference management problems. Meanwhile,
cooperative base station approaches whose goal is to minimize the energy consumption
at the wireless infrastructure level can also be studied using game theory. Moreover,
game-theoretic frameworks are also suitable to study energy harvesting scenarios in
which base stations or devices use alternate forms of renewable energy to power their
systems.
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Chapter 14. 4G, 5G, and Beyond: Modern wireless cellular networks have witnessed an unprecedented evolution from classical, centralized, and homogenous
architectures to a mix of heterogeneous technologies, in which the network devices
are densely and randomly deployed in a decentralized architecture. This shift in
network architecture requires network devices to become more autonomous, which
causes noncooperative behaviors. To cooperate with one another, the need for smart
and autonomic network designs has become a central research issue in a variety
of applications and scenarios. In Chapter 14, we include examples such as nextgeneration heterogeneous dense cell networks, LTE-Unlicensed networks or deviceto-device communication networks, in which the mobile devices must be able to
interact, co-exist, meet stringent QoS requirements, and self-adapt to uncertainties
and time-varying environments. Incorporating self-organizing capabilities in heterogeneous wireless systems motivates the development of innovative analytical
techniques, such as game theory, which is expected to play a critical role toward
deploying intelligent, distributed, and flexible networked systems in which devices
can make independent and rational strategic decisions, smartly adapting to their
environment.
Chapter 15. Security: Security is one of the major challenges of tomorrow’s wireless
networks. Given the adversarial nature of security scenarios, it is natural to model
security problems using game theory. In Chapter 15, we study a number of emerging
security problems for future wireless networks. First, we analyze the problem of security for cyber-physical drone delivery systems, while focusing on games with bounded
rationality. Then, we analyze the emerging paradigm of moving target defense in wireless networks, using stochastic games. We conclude the discussion on security with an
overview on how contract theory can be used for critical infrastructure protection.
In a nutshell, this book constitutes a complete and comprehensive reference on a
plethora of advanced game-theoretic frameworks and their applications in wireless communications and networking. Furthermore, with the aforementioned structure of the
book, which separates theory from applications, the material in the book will be easy to
follow and understand.

Part I

Theory

2

Matching Games

Matching theory is a Nobel Prize-winning framework with mathematically tractable
solutions for the specific combinatorial problems from two distinct matching player
sets [2, 3], depending on preference of each player and the individual information.
Nowadays, matching theory has become increasingly popular for wireless resource
allocations [1] with the following advantages: (1) The general definition of “preferences” can handle the complex heterogeneous QoS considerations; (2) suitable models
well characterize interactions between the heterogeneous nodes with their own type,
objective, and information; (3) stable and near optimal solutions can accurately reflect
various system objectives; and (4) simple algorithmic complexity is inherently selforganizing (Figure 2.1).
In this chapter, our goal is to provide a matching-based framework for various
resource allocation problems over 5G wireless networks. We demonstrate how to
apply suitable matching models for specific wireless communication problems through
the illustration examples. For each matching scenario, the matching game modeling,
solution discussion, and performance evaluations are provided.
The rest of this chapter is organized as follows. In Section 2.1, the fundamental definitions of matching theory are introduced, including the stable (SM) marriage problem,
the conventional matching models, and the wireless-oriented matching models. First in
Section 2.2, the resource allocation problem in the LTE-Unlicensed is modeled and
solved using the student project allocation matching. Second, Section 2.3 discusses
the LTE-assisted V2V communications, solved by modeling it as the stale fixture (SF)
game. Finally, the concluding remarks are included in Section 2.4.

2.1

Fundamentals of Matching Theory
In economics, matching theory is a mathematical framework that studies the formation
of mutually beneficial relationships over time. Before Gale and Shapley first studied the
college admission and stable marriage problems in 1962, many matching problems were
solved by the “free for all market,” which refers to the period before matching theory
came into application. Since then, many decades of efforts of matching algorithms have
been well developed and widely used in many situations, such as the national resident
matching program in the United States, placement of high school freshman in public
11
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Figure 2.1 A future wireless network with a mixture of small cells, cognitive radio devices, and

heterogeneous spectrum bands. © 2017 IEEE. Reprinted, with permission, from Zhang et al.
2017

schools in New York and Boston, college admissions, the incompatible kidney exchange
market, the partnership formation in a peer-to-peer (P2P) network, and so on.

2.1.1

Preliminaries
First, we discuss the classical model of stable marriage (SM) [4] as an illustrative example. We consider a set of men and a set of women, each of whom is called a matching
agent. A preference list of each agent is an ordered list according to the preferences over
the other set of agents. For example, a woman prefers Brad Pitt over George Clooney
over Johnny Depp, etc. A matching consists of (man, woman) pairs. One fundamental
solution concept for any matching problem is the so-called stable matching notion,
which captures the case in which no blocking pair (BP) exists in a matching. Here a
BP is defined as a (man, woman) pair, who both have the incentive to leave their current
partners and form a new marriage relation with each other, i.e. a divorce is inevitable.
A stable matching without a BP can be obtained by the Gale–Shapley (GS) algorithm,
which has been adopted in various types of matching problems [4].
The GS algorithm is an iterative procedure, where players in one set make proposals
to the other set, whose players in turn must decide on whether to accept or reject
these proposals. Players make their decisions based on their individual preferences. This
process admits many distributed implementations that do not require the players to know
each other’s preferences [4]. The GS algorithm stops if no further proposals are made,
and the algorithm flowchart is shown in Figure 2.2.

2.1.2

Conventional Matching Models
Matching game models can be classified in different ways. One typical classification [2]
is illustrated in Figure 2.3 and explained as follows:
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Figure 2.2 The Gale–Shapley algorithm. © 2017 IEEE. Reprinted, with permission, from Zhang

et al. 2017.

Bipartite matching with
two-sided preferences

Stable Marriage (SM);
Hospital Resident (HR);
Worker–Firm (WF);

Bipartite matching with
one-sided preference

Housing allocation (HA);
Assigning paper to reviewers;
DVD rental markets;

Nonbipartite matching
with preferences

Stable roommate (SR);
Forming chess tournament pairs;
Creating P2P partnerships.

Figure 2.3 Conventional classification of matching theory.

•

•

Bipartite matching problems with two-sided preferences: Here the participating
agents are divided into two disjoint sets, and each member of one set ranks a
subset of the members in the other set in the order of its preference. Example
applications include assigning pupils to schools, junior doctors to hospitals, and
school leavers to universities.
Bipartite matching problems with one-sided preferences: The participating agents
are still partitioned into two disjoint sets. However in this case only one set
of players ranks the subsets of the members in the other set in the order of
its preferences. The other side does not have preferences. Example applications
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•

include DVD rental markets, campus housing allocation, and assigning reviewers
to conference papers.
Nonbipartite matching problems with preferences: In this case, all the participating agents form a single set, and each agent ranks a subset of the others in the
order of its preferences. Example applications include finding kidney exchanges
involving incompatible (patient, donor) pairs, forming pairs of agents for chess
tournaments, and creating partnerships in P2P networks.

On the other hand, if the capacity/quota allowed for each agent is considered, the
other type of classification is shown as follows:
•

•

•

2.1.3

One-to-one matching: Here, each member of one set is able to be matched to at
most one player from the opposite set. Examples include forming roommate pairs,
the SM problem, and so on. The one-to-one matching can be bipartite matchings
with two-sided preferences (e.g., the SM problem), or nonbipartite matchings
with one-sided preferences, or nonbipartite matchings (e.g., the stable roommate
problem).
Many-to-one matching: Here, each agent from one set can be matched to more
than one member from the opposite set up to the capacity, but agents from the
opposite side can only be matched to at most one agent. Examples include assigning students to universities, allocating residents to hospitals, and so on. The manyto-one matching can still be a bipartite matching with two-sided preferences
(e.g., the hospital resident allocation problem), a bipartite matching with onesided preferences (e.g., the student housing allocation problem), or non-bipartite
matchings.
Many-to-many matching: Here agents from both matching sets are able to be
matched to more than one agent up to their capacities. Examples include creating
partnerships in P2P networks and assigning workers to firms. A many-to-many
matching can be a bipartite matching with two-sided preferences (e.g., the finding
kidney exchange problem), or bipartite matchings with one-sided preferences, or
a nonbipartite matching.

Wireless-Oriented Matching Models
To employ matching theory for wireless resource allocation scenarios, we assume the
wireless users and resources to be the matching players. To capture the different wireless
resource management features, we categorize the very rich matching literature into three
classes, shown in Figure 2.4, as follows.
•

Class I: Canonical matching: Here any resource (user) preference depends only
on the information available at this resource (user) and on the users (resources)
to which it is seeking to match. This is useful to investigate the resource management such as within a single cell or for allocating orthogonal spectrum resources.
Some applications discussed in the book belong to this category, e.g., Section 2.3.
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Figure 2.4 Wireless-oriented classification of matching theory. © 2017 IEEE. Reprinted, with

permission, from Zhang et al. 2017.

•

•

•

Class II: Matching with externalities: This class tries to find desirable matchings if the problem exhibits “externalities,” which means the interdependencies
between players’ preferences. For example, in interference limited networks, if a
user is associated with a resource, the preference of other users changes because
this allocated resource can create interference to other users. Consequently, one
player’s preference depends not only on the information available at this player,
but also on the entire matching. We define two types of externalities: conventional externalities and peer effects. For conventional externalities, the dependence of the preferences means the performance changes because of the interference between the matched (user, resource) pair. In peer effects, the preference of
a user on a resource will depend on the identity and the number of other users
matched to the same resource. We will investigate how to address the external
effect in Section 2.2.
Class III: Matching with dynamics: It fits the scenarios where one must adapt
the matching processes to environment dynamics such as fast fading, mobility, or
time-varying traffic. Over time, the preferences of the players might change, and
consequently the time dimension must be considered for the matching solution.
At a given time, the matching problem can belong to either Class I or II.
Class IV: Matching with transfers: It corresponds to matching situations in which
there exist transactions among the matched agents. This transfer can be credit,
money, service, resource, etc. For example, in cognitive radio spectrum trading,
the primary users (PUs) offer spectrum resources to the secondary users (SUs) in
exchanged for monetary gains or relay services.

In Class I, the preferences of one player set depend only on the other player set. In
Class II due to externalities, the preferences depend not only on the matched player
set, but also on the entire matching. In Class III, a time-dependent state variable can be
introduced in the matching to achieve dynamic stability. As a result, the preferences are
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time and state dependent, when the problem has both dynamics and externalities. The
transition among states depends on the studied applications.

2.1.4

Stability and Information Exchange Discussions
We can model the basic wireless resource management as a matching game between
resources and users. Depending on the scenarios, the resources can have different
abstraction levels, such as representing base stations, power, time-frequency chunks,
or others. Users can be stations, devices, or smartphone applications. Each user and
resource have a quota defining the maximum number of players with which it can be
matched. The main objective of matching is to optimally match resources with users,
given both their individual objectives and also their self-learned information. Each
user (resource) constructs a ranking of the resources (users) using the preference. A
preference can simply be defined in terms of a utility function, which quantifies the QoS
requirements obtained by a certain matching. Nevertheless, a preference is much more
generic than a utility function because it can include additional qualitative measures
extracted from the information available to users and resources. For example, it can use
fuzzy logic instead of a utility function. In wireless resource optimization, the matching
stability means the robustness to deviations, which can benefit both the resource owners
and users. In fact, an unstable matching can potentially lead to undesirable cases in
which a base station can swap its least preferred user with another base station because
this swap is beneficial to both the resource and the user. Having such network-wide
deviations can lead to unstable network operations. This concept is very important in
matching problems and is widely applicable to all classes.
The information exchange during the matching is implemented in a semi-distributed
way, which means some of the operations are made based on the players’ locally collected information, while some other decisions may need a centralized agent (e.g., a
base station). To implement any matching algorithm, the first step is to construct the
preference lists of all players. The preference list is constructed based on the local
information collection by each player. The collected/exchanged information includes
player location, channel state information (CSI), or any other information that interests
the player. After information collection, players rank the other type of players, based
on their preferences, into descending/ascending orders. As a result, the preference list
is constructed distributively. For the information exchange during the actual matching
algorithm implementations, first we clarify the major operations that involve message
distributed exchange during a matching. Consider the GS algorithm as an example, most
operations taken by the players are the proposing, accepting, and rejecting operations.
To implement these operations, the players need to maintain their preference lists and
the temporary matching matrix. The proposing information is sent from one type of
player to the other type through communication with a certain overhead that indicates
the proposing operation. Those users are received the proposal signals and then decide
who to keep and who to reject based on their preference lists and capacity requirements,
Then they update their temporary matching matrices. The reject/accept operations are
implemented by sending the reject/accept overheads to the players. The players received
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such signals, will update their matching matrices and then decide whether to start new
proposals or not. As a result, the GS algorithm can be implemented in a semidistributed
way. Nevertheless, there are still some operations requiring the assistance from the centralized agents in certain types of matching algorithms. For example, in the interchannel
cooperation (ICC) algorithm in Section 2.2, each iteration needs the detection of a BP.
Such detection needs the computation from the centralized agents (e.g., eNBs), who
have access to all players’ preference lists. Once a BP is detected, the centralized agent
informs the involved players in this BP of the BP status through signaling. Next the
informed BP players take the divorce and remarry actions with the related users. The
divorce and remarry actions are implemented by the rejecting and accepting operations.
In a nutshell, most operations in a matching algorithm can be implemented distributively, while a small part of the operations require the assistance from centralized agents,
thus making our matching framework a semidistributed one.

2.2

Example 1: Student Project Allocation Model for LTE-Unlicensed
Advanced mobile telecommunication technology LTE is providing mobile broadband
traffic nowadays. To utilize the unlicensed spectrum to boost LTE performance, significant efforts have been made to the LTE-Unlicensed technique. In this section [5],
the carrier aggregation of licensed and unlicensed spectrum is studied using micro-cell
base stations with the unlicensed spectrum, to provide reliable and efficient transmission
for cellular users. The unlicensed resource allocation problem is modeled as a studentproject allocation matching game. Moreover, we introduce a postmatching procedure
of resource re-allocation to guarantee unlicensed users’ QoS and system-wide stability. The simulation evaluation shows the efficiency and effectiveness of the proposed
matching-based approach.

2.2.1

LTE-Unlicensed Introduction
A pressing demand for additional spectral resources is needed for cellular networks
due to the ever increasing mobile broadband traffic load. Growing interest for cellular
network operators (CNOs) is shown to exploit unlicensed spectrum to further enhance
the network capacity. Some CNOs have deployed Wi-Fi access points (APs) to offload
certain cellular traffic to unlicensed spectrum. Nevertheless, such efforts do not always
have network performance improvement and cost reduction. The reasons can be the
inferior performance of Wi-Fi technology, the investment on backhaul and core network
in addition to the existing cellular systems, and the lack of good coordination between
Wi-Fi and cellular systems. One way to enhance the LTE capacity to meet the traffic
demands is to study the unlicensed carriers into the LTE system. This technology has
been referred to in literature as LTE-Unlicensed (LTE-U) [6, 7].
However, there are some design challenges that need attention, such as the regulation
restriction in the unlicensed system, the availability of candidate unlicensed bandwidth,
and the interference brought by unlicensed and licensed carrier aggregation [8]. Beyond
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the interference due to the coexistence of LTE-U and Wi-Fi, the coexistence of multiple
CNOs in the same unlicensed band can also cause interoperator interference. Such
coexistence challenge needs to be investigated for the future LTE-U design.
There are many works in literature for LTE-U design. In [9], the Wi-Fi performance
in a LTE and Wi-Fi coexisting systems has been investigated through simulation results.
Wi-Fi users achieve from 70 percent to almost 100 percent performance degradation
because of the interference by the coexisting LTE transmissions. In [10] several mechanisms are studied to enable the coexistence of LTE and Wi-Fi users including channel
selection, spectrum sharing, transmit controls, and blank subframes. Channel access
strategies are constructed for dualband femtocell-based network systems simultaneously
serving users in both unlicensed and licensed subbands.
In this section, we discuss implementation of a matching-based approach to handle
the coexistence issue of unlicensed users and cellular users (CUs) in the unlicensed
spectrum market [5, 11]. We investigate a resource allocation framework using carrier
aggregation to offload the mobile broadband traffic to LTE-U. The key issues are summarized as follows.
•

•

•

We study a cellular networking system reusing the unlicensed resource to enhance
transmission by deployed base stations (BSs). Under the QoS and system stability
constraints, the resource allocation problem is to optimize the objective of both
CUs and unlicensed users’ throughput, which turns out to be a mixed integer
nonlinear programming (MINLP) problem.
We solve the formulated resource allocation problem as the student-project allocation (SPA) matching game. The SPA-(S,P) algorithm is designed to find a
match between unlicensed and CUs subbands. In addition, to handle the external
effect, a subroutine called interchannel cooperation (ICC) strategy is introduced
to reallocate the resources to ensure QoS and network stability.
The proposed SPA-(S,P) and ICC mechanisms are compared with two other
algorithms through simulations. The optimality and stability analysis is also
performed.

The rest of this section is organized as follows. In Section 2.2.2, the system model of
the resource allocation problem is given and the resource allocation problem is formulated. The optimization problem is modeled as a matching game in Section 2.2.3. The
external effect is addressed in Section 2.2.4. Numerical results evaluate the algorithms
in Section 2.2.5. Finally, conclusions are drawn in Section 2.2.6.

2.2.2

System Model and Problem Formulation
A cellular network is considered with CUs subscribed to one CNO as shown in
Figure 2.5. Each CU’s uplink/downlink transmissions are served by its local eNB, using
the allocated licensed spectrum. But because of the time varying traffic flow, certain
transmission requests cannot be satisfied by the allocated subbands. A set of such CUs
CU = {cu1, . . . ,cui , . . . ,cuN } seek to utilize the unlicensed spectrum, and aggregate
with their existing licensed bands to fulfill the downlink transmission tasks. We assume
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Figure 2.5 System model for matching in LTE-U. © 2017 IEEE. Reprinted, with permission,

from Zhang et al. 2017.

that the uplink resources of the unlicensed spectrum are shared by the CUs. A set of
LTE-U BSs BS = {bs1, . . . ,bsi , . . . ,bsK } are deployed by the CNO to help CUs utilize
the unlicensed spectrum W = {w1, . . . ,wi , . . . ,wM }. CUs with unlicensed subbands
C
C
can aggregate with their preassigned licensed subbands W C = {wC
1 , . . . ,wi , . . . ,wN }
to improve the downlink transmission. The capacity of each BS bsk (the largest number
of CUs that each BS can handle simultaneously) is denoted as Qk , and the capacity of
unlicensed band wj is qj .
Some constraints need consideration when aggregating and are categorized into three
types:
1.
2.
3.

The interference that the existing unlicensed users bring to the CUs when sharing
The interference/collision that the CUs bring to the existing unlicensed users in
the unlicensed bands
The performance degradation of the CUs because of coexistence of multiple CUs
in the same unlicensed band

Coexistence constraints
Type I Constraint
A virtual unlicensed user plays as the victim unlicensed user with respect to each unlicensed band offered by each LTE-U BS. For simplification, this virtual unlicensed user
can represent all the possible unlicensed users that are associated with this band, with
respect to the interference between the CUs reusing this band. Such a virtual user (VU)
is denoted as vukj , i.e., any CU that is using the unlicensed band wj through LTE-U BS
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bsk is interfered with this VU vukj . Each VU is associated with an unlicensed AP (U-AP)
apjk ,apjk ∈ AP.
The unlicensed users use CSMA/CA (or listen before talk mechanism) for coexistence. This is different from the way the traditional LTE operates that directly access the
spectrum without waiting. So to address type 1 constraint, the CUs keep their interferences sensed by the VUs (i.e., unlicensed users) to be sufficiently trivial, such that the
channel is treated as “idle” for the VUs. To meet this requirement, a threshold of the
ap
CUs’ interference is set to the thermal noise level, Intfmax . Because the uplink channel
of unlicensed user is reused by the CUs, CUs’ effect on VUs occurs at the receiver APs.
As a result, the constraint is given by
ap

bs
hk,j k ≤ Intfmax,
Pk,i

(2.1)

bs is the transmission power
where hk,j k is the channel gain from BS bsk to U-AP apjk . Pk,i
of BS bsk for CU cui .

Type II Constraint
By restricting the signal to interference plus noise ratio (SINR) for cui no less than a
cu , we can guarantee CUs’ QoS, which addresses the second constraint.
threshold min
cui ’s SINR when reusing the unlicensed band wj through LTE-U BS bsk , is given by
cu
i,j,k
=

bs g
ρ i,j,k Pk,i
k,i
2 + P vu g
σN
j k,i j k,i

(2.2)

,

where ρi,j,k has a binary value, depending cui is or is not reusing band wj through AP
bs and P vu are the transmission power from BS bs to CU cu , and from VU
apk . Pk,i
k
i
j k,i
vukj to cui , respectively. gk,i is the channel gain between bsk and cui , and gj k,i is the
channel gain between vukj and cui .
For the second constraint, we require that:
cu
cu
i,j,k
≥ min
.

(2.3)

Type III Constraint
The inter-CU interference can be alleviated by the schedule of LTE-U BSs. Here the
LTE-U BSs adopt TDMA for CUs that are sharing the same unlicensed subband, and
equal share of time is assumed for each CU. However because more CUs are assigned
to the same unlicensed subband, each CU obtains a smaller share of the resource. As
a result, after being assigned to some unlicensed band, some CUs prefer to switch to
another channel that has less CUs assigned. To avoid such a situation, the ICC strategy
is designed to avoid the system-wide massive switching in Section 2.2.4.
As discussed, CUs that share the same unlicensed band are assigned equal share of
time. Consequently, during each time share, the related VU is influenced by only one
CU. The received SINR of U-AP apjk with respect to each CU is given by
ap
i,j,k

=

Pjvuk,j k hj k,j k
bs
2 +ρ
σN
i,j,k Pk,i hk,j k

,

(2.4)
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hj k,j k is the channel gain between VU vukj and U-AP apjk . By considering both fast
fading and slow fading, the channel gain between vukj and apjk can be written as
hj k,j k = Cβ j k,j k ζj k,j k (Lj k,j k )−α , where C is a constant that determines system
parameter, βj k,j k is the fast fading gain, ζj k,j k is the slowing fading gain, Lj k,j k is the
distance between VU vukj and U-AP apjk , and α is the path loss exponent. Pjvuk,j k is the
transmission power from VU vukj to U-AP apjk .

Problem Formulation
The resource allocation problem is formulated to optimize the system throughput as
⎛
⎞

wj
⎜ C
⎟
cu
max
⎝w i + 
⎠ log(1 + i,j,k )
ρi,j,k
ρ i,j,k
cui ∈CU ,wj ∈W ,
apk ∈AP

cui ∈CU





+

ap

cui ∈CU

wj ∈W

wj log(1 + i,j,k )


cui ∈CU

ρ i,j,k

,

(2.5)

s.t. :
cu
cu
≥ min
,∀cui ∈ CU,
i,j,k
ap
Intfmax,∀apjk

bs
hk,j k ≤
∈ AP,
Pk,i

k
ρ i,j,k ≤ qj ,ρi,j,k ∈ {0,1},∀vukj ∈ VU,

(2.6)
(2.7)
(2.8)

cui ∈CU



ρ i,j,k ≤ Qk ,ρi,j,k ∈ {0,1},∀apk ∈ AP,

(2.9)

cui ∈CU ,wj ∈W

where (2.5) is the system throughput obtained by using the preassigned licensed subbands and sharing the unlicensed subbands. Equations (2.6) and (2.7) are types II and I
constraints, respectively. Equations (2.8) and (2.9) are the capacities for each unlicensed
band and BS, respectively.
The formulated problem is an MINLP problem and is NP-hard to solve [12]. To
address this challenge, a matching-based approach using the student-project allocation
problem is introduced next.

2.2.3

The Student Project Allocation Model
In this subsection, a matching-based solution is provided for the formulated resource
allocation problem. First, the SPA modeling [13] is studied, and the SPA-(S,P) algorithm is constructed to find a matching solution in Section 2.2.3. Then, an interchannel
cooperative strategy is studied to guarantee system stability in Section 2.2.4.

Preference Lists Setup
In university departments, students undertake a project from lecturers. Each lecturer
offers different projects. Each student has preferences to the different projects, while a
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lecturer has certain preferences to his/her projects and/or the students who find them
acceptable. A upper bound is the number of students that can be assigned to a particular
project and the maximal number of students a given lecturer is willing to supervise. One
variant is the SPA problem with lecturer preferences over student-project pairs, referred
to as SPA-(S,P), where each lecturer has a preference list depending not only on the
students who find their projects acceptable, but also on the particular projects that these
students will undertake [2].
The resource allocation problem is modeled as an SPA game, and here LTE-U BSs,
unlicensed bands, and CUs are lecturers, projects, and students, respectively. In the SPA
model, lecturers offer different projects, and then students apply for these projects, LTEU BSs offer available unlicensed bands, and CUs propose to these unlicensed bands for
carrier aggregation. LTE-U BSs make decisions based on the revenue of both unlicensed
subbands and CUs. The stability notion means robustness to deviations, which can
benefit both unlicensed bands and CUs. As matter of fact, an unstable matching can
cause two BSs to swap their matched CUs if this swap is beneficial to both of them. Such
network-wide deviations can lead to an undesirable and unstable network operation. In
the resource allocation problem, the formal stability definition is given by
definition 2.1 Stability: A matching M is stable, where there is no blocking pair
(BP). A pair (cui ,vukj ) is defined as a BP if both following conditions are satisfied:
1.
2.

For cui : either cui is unmatched in M, or cui prefers vukj to M(cui );
For vukj : either vukj is undersubscribed and either of the following three conditions is satisfied:
(a) M(cui ) ∈ vuk , and apk prefers (cui ,vukj ) to (cui ,M(cui ));
/ vuk and apk is undersubscribed;
(b) M(cui ) ∈
/ vuk and apk is full and apk prefers (cui ,vukj ) to its worst pair
(c) M(cui ) ∈
k
(cuw,vuw );
or vukj is full and apk prefers (cui ,vukj ) to the pair (cuw,vukj ), where cuw is the
worst CU in M(vukj ) and either of the following two conditions is satisfied:
/ vuk ;
(a) M(cui ) ∈
(b) M(cui ) ∈ vuk and apk prefers (cui ,vukj ) to (cui ,M(cui ))

where M(cui ) is the partner VU of cui in matching M.
Before conducting any matching algorithm, the preference lists of CUs and BSs,
P LCU , and P LAP , need to be established. To find the acceptable set of subbands,
cu .
each CU search for the group of subbands satisfying the minimum required SINR min
Similarly, each BS checks the interference at the each VU’s U-AP and find the acceptap
able set of CU-VU pairs satisfying the maximum interference requirement I ntfmax . The
preference of CU cui over vukj is based on cui ’s achievable transmission rate (without
considering the effect of other CUs) and is given by
cu
P Lcu
value = wj log(1 + i,j,k ).

(2.10)
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On the other hand, the preference of BS bs k to the user-band pair (cui ,vukj ) is according to the summation of cui and vukj ’s achievable transmission rate (without considering
the effect of other CUs) and is given by
ap

ap

cu
P Lvalue = wj log(1 + j,k ) + wj log(1 + i,j,k
).

(2.11)

SPA-(S,P) Algorithm
Then the SPA-(S,P) algorithm is constructed in Algorithm 1 to find an efficient matching
between subbands and CUs. The basic procedure of the SPA-(S,P) is to follow the
principle of the classical Gale–Shapley algorithm [4]. The final matching is obtained
by a sequence of interactions between the BSs and CUs. In [13], it is shown that every
instance of SPA-(S,P) admits a stable matching, and an algorithm is constructed to find
a student-oriented stable matching.
Notice that a stable matching is guaranteed under the condition of Canonical matching, which means that the preference of any player depends solely on the local information about the other type of players. In other words, one player’s preference does not
depend on the choices/actions of other players. However this assumption might not be
exactly valid because CUs’ performances are affected by the other CUs’ choices. As a

Algorithm 1: SPA-(s,p) Algorithm
Input: CU,BS,W,q,Q,P LCU ,P LBS ,M = ∅;
Output: Matching M.
1: while some CU cui is free and cui has a nonempty list do
2:
for all cui ∈ CU do
k
3:
cui proposes to the first VU vukj in P LCU
i , and remove vuj from
the list;
4:
M ← M ∪ (cui ,vukj );
5:
end for
6:
for all vukj , bsk ∈ BS,wj ∈ W do
7:
while vukj is oversubscribed do
8:
Find the worst pair (cuw,vukj ) assigned to vukj in bsk ’s list;
9:
M ← M/(cuw,vukj );
10:
end while
11:
end for
12:
for all bsk ∈ BS do
13:
while bsk is oversubscribed do
14:
Find the worst pair (cuw,vukj ) in bsk ’s list;
15:
M ← M/(cuw,vukj );
16:
end while
17:
end for
18: end while
19: Terminate with a matching M.
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result, the resulting matching is not necessarily stable, and we need further actions to
reach stability next.

2.2.4

Matching with Externalities
Next, we investigate the postmatching procedure of reallocating resources to guarantee
the stability of the matching proposed in Section 2.2.3.

The External Effect
Because of the interdependence of the preferences of CUs and subbands (i.e., influenced
by the existing matching), the matching obtained by SPA-(S,P) algorithm is not necessarily stable. Because of the conventional assumption, i.e., the preferences of a player
do not depend on the choices of other players, it is unable to be directly applied to solve
our resource allocation problem. The matching framework with such interdependence
is called as matching games with externality [3]. As a result, the cooperation between
BSs to transform the existing matching into a stable one is necessary for matchings with
external effect. Notice that, because BSs can only operate on the channels allocated
to CUs (not VUs), the externality effect can only be handled by making changes to
CUs. In other words, only CUs have the incentive to change partners. Consequently,
we find a new “stability” among CUs, which is different from Definition 2.1 and relies
on the equilibrium among all CUs (i.e., there’s no CU who has incentive to make any
changes). This one-sided “stability” is called “Pareto optimality” in matching theory
[2]. The definition of Pareto optimal is given by
definition 2.2 Pareto Optimal: A matching is Pareto optimal if there is no other
matching in which some player (i.e., CU) is better off, while no player is worse off.
Accordingly, the new BP for one-sided matching problems is defined as
definition 2.3 A BP in the one-sided matching: A CU pair (cui ,cuj ) is defined as a
BP if both cui and cuj are better off after exchanging their partners.

Interchannel Cooperation Strategy
We use the ICC strategy to seek a Pareto optimal matching, illustrated in Algorithm 2.
k2
In the algorithm, vuk1
j 1 = Mt (cui1 ),vuj 2 = Mt (cui2 ). Define the utility of cui as
cu
U (cui ) = wj log(1 + i,j,k ), and U (cui ) = U (cui ) − U (cui ), where U (cui ) is the
utility after exchanging partner with another CU. The optimal BP is given by
(cu∗i1,cu∗i2 ) = argmax

cui1 ∈Mt (vuk1
j 1)

(cui1,cui2 )

U (cui1 ) +



U (cui2 ),

(2.12)

cui2 ∈Mt (vuk2
j 2)

where the CU pair (cui1,cui2 ) is allowed to exchange partners.
The basic idea is illustrated as follows: (1) search all “unstable” CU-CU pairs (that
have the exchange incentive) regarding the current matching; (2) check whether or not
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Algorithm 2: Interchannel Cooperation Strategy
Input: Existing matching M0 ; related preference lists P LCU
0 ;
Output: Stable matching Ms .
1: Mt = M0 and P LCU
= P LCU
t
0 ;
2: while Mt is not Pareto optimal do
3:
Search the set of “unstable” CU-CU pairs BP t based on P LCU
t ;
4:
for all (cui1,cui2 ) ∈ BP t do
k2
5:
if ∃cu ∈ Mt (vuk1
j 1 ) ∪ Mt (vuj 2 ), U (cu) < 0 then
6:
(cui1,cui2 ) are not allowed to exchange partners;
7:
else
8:
(cui1,cui2 ) are allowed to exchange partners;
9:
end if
10:
end for
11:
Find the optimal BP (cu∗i1,cu∗i2 );
12:
cu∗i1 and cu∗i2 switch partners;
13:
Mt ← Mt /{(cu∗i1,M(cu∗i1 )),(cu∗i2,M(cu∗i2 ))};
14:
Mt ← Mt ∪ {(cu∗i1,M(cu∗i2 )),(cu∗i2,M(cu∗i1 ))};
15:
Update P LCU
based on Mt ;
t
16:
t = t + 1;
17: end while
18: Ms = Mt .

the exchange between such a pair is allowed (beneficial to related CUs); (3) find the
allowed pair, which has the greatest throughput improvement, to switch their partners,
and update the current matching; and (4) keep searching “unstable” CU–CU pairs until a
trade-in-free environment is reached. The convergence of this search process is ensured
by the irreversibility of each switch. Finally, ICC terminates with a stable matching and
improves the system throughput simultaneously.

2.2.5

Simulation Results and Analysis
Here, the SPA(S,P) algorithm is evaluated from the perspective of throughput, and then
the proposed ICC strategy is shown to further improve performance. A circle cellular
network has radius of R = 800 (m), consisting of N ∈ [0,300] CUs, K = 3 BSs, and
M = 20 unlicensed subbands. The bandwidth of each subband is 5 MH z. The CUs’
SINR requirement is a uniform random distribution within (20,30) (dB). The maximum
interference for VUs is (−90) (dBm) (the noise level of unlicensed spectrum). Based on
the average the U.S. CUs’ average LTE downlink speeds, we preassign each individual
user with a throughput of (3,6) Mbps. For the propagation gain, the pass loss constant
C is 10−2 , the path loss exponent α is 4, the multipath fading gain is the exponential
distribution with unit mean, and the shadowing gain is the log-normal distribution with
4 dB deviation. The capacity of each subband and BS is 15 and 100, respectively.
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Figure 2.6 Throughput under three resource allocation mechanisms: (a) CUs’ throughput, (b)

VUs’ throughput, and (c) system throughput. © 2017 IEEE. Reprinted, with permission, from
Zhang et al. 2017.

Figure 2.6 compares the throughput of VUs, CUs, and system under three resource
allocation mechanisms: Original, SPA, and Evenly. The Original mechanism refers to
the case in which VUs do not share any resource with CUs. SPA is the SPA-(S,P) algorithm. The Evenly mechanism is the case that evenly randomly assigns the same number
of CUs to each unlicensed subband. CUs’ throughput is shown in Figure 2.6(a), where
both the SPA and Evenly mechanisms outperform the Original mechanism because of
the spectrum reuse. In addition, SPA performs better than Evenly because CUs’ preferences are considered during the matching. VUs’ throughput is shown in Figure 2.6(b),
where the Original mechanism achieves the highest, followed by SPA closely, and both
outperform Evenly. Moreover, VUs’ throughput decreases slowly with the increase of
the number of CUs, because CUs add the noise level of VUs by reusing their spectrum. The system throughput is shown in Figure 2.6(c), where SPA reaches the highest
performance due to the benefit of resource sharing and matching with preferences.
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Figure 2.7 Throughput using resource reallocation schemes: (a) CUs’ throughput, (b) VUs’

throughput, and (c) system throughput. © 2017 IEEE. Reprinted, with permission, from Zhang
et al. 2017.

Next, the performance of our ICC strategy after using SPA is shown with Figure 2.7.
Inspired by [14] that adopts a random partner exchange (two-sided matching), an ICCrandom (ICC-R) strategy is used as a benchmark. The difference between ICC and ICCR is that in ICC the CU pair that has the most throughput improvement is chosen as
the next exchange pair each time, but in ICC-R a random pair (allowed to exchange)
is chosen each time. Figure 2.7(a) shows that ICC outperforms ICC-R and SPA with
respect to CUs’ throughput. For VUs’ performance, ICC and ICC-R have almost the
same performances in Figure 2.7(b). Even though ICC and ICC-R slightly reduce VUs’
throughput compared with SPA, the differences reduce to almost trivial if the CU number reaches 300. The whole system’s performance is further improved by using both
ICC-R and ICC as illustrated in Figure 2.7(c).
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2.2.6

Conclusions
In this example, matching theory is used to solve the resource allocation problem in
LTE-Unlicensed. The student-project allocation model illustrates the relations between
CUs, VUs, and BSs, and the SPA-(S,P) algorithm obtains an efficient matching between
subbands and CUs. Moreover, the ICC strategy studied the external effect on the
resource allocation problem and further enhances the system performance. Through
simulation results, the effectiveness of our SPA and ICC mechanisms is proved in
guaranteeing system stability, QoS requirements, and near-optimal system performance.

2.3

Example 2: Stable Fixture Model in LTE V2X
3GPP TSG RAN #68 “Feasibility Study on LTE-based V2X Services” has drawn much
attention in the future design of the LTE-assisted vehicle-to-vehicle (V2V) and vehicleto-infrastructure (V2I) communications. By deploying the D2D technology into the
V2X communications (including both V2V and V2I communications), vehicular network performance can be improved, such as lower latency, more efficient content sharing, and better reliability. This section studies the content sharing problem in D2Dbased V2X communications. Because both vehicles and eNBs carry different types of
data, this example optimizes the information exchanged within the V2X network. By
jointly considering the communication link quality and data diversity, the interactions
among the vehicles/eNBs are formulated as the stable fixture (SF) matching game.
Different from the traditional D2D communications, vehicles and eNBs set up multiple
link connections to further improve the content sharing in the vehicular ad hoc networks
(VANETs). Then the Irving’s stable fixture (ISF) algorithm is proposed to solve the SF
game.

2.3.1

Basics of LTE V2X
Connected vehicles is a new communication paradigm that can provide increased convenience to drivers, with applications ranging from traffic efficiency to road safety.
In traditional IEEE 802.11p based vehicle-to-vehicle (V2V) communications, efficient
and reliable performance cannot be guaranteed because 802.11p is CSMA/CA based.
Moreover, the high cost of deploying roadside units (RSUs) is another major concern.
As a result, the concept of integrating LTE into V2X communications has been proposed as LTE-V [15] or LTE-based V2X [16]. The goals of LTE V2X study include
the definition of an evaluation methodology and the possible scenarios for vehicular
applications, as well as the identification of necessary enhancements to the LTE physical
layer, protocols, and interfaces. Until 2018, 3GPP has defined 18 use cases in TR 22.885
for the LTE-based V2X services, such as Case 5.1: Forward collision warning, Case 5.8:
Road safety services, Case 5.9: Automatic parking system, and so on [17].
LTE-based V2X solutions allow low-cost and rapid deployment in Intelligent Transportation System (ITS) because LTE-based V2X can fully utilize the existing cellular
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infrastructures. LTE features low-latency and high-reliability communications. Consequently, LTE-based V2X communications are suitable for safety-critical VANET applications. Despite the afore-mentioned advantages, LTE-V is also facing some challenges,
such as the cellular spectrum allocation, the network architecture design, and so on.
When implementing the D2D-based LTE-V, the advantages of D2D communications,
such as extending the network coverage and improving the spectrum efficiency, can
also be extended to V2X communications. As matter of fact, there have been many
existing publications on D2D-based V2X communications. In [18], the problem of
resource allocation for D2D-based V2X communications is discussed for the reliability
and latency challenges by restricting the outage probability to be lower than a threshold,
and the social welfare problem is optimized by the heuristic RBSPA algorithm.
With content sharing, typically the cluster formation method is adopted in the
VANETs. Clusters are formed within multiple vehicles, with a cluster head (CH) to
be selected to be responsible for management and cooperation of all the ordinary
nodes (ONs) within the cluster. In [19], content sharing between RSUs and vehicles is
formulated by using the cooperative coalition formation game among the RSUs.
Motivated by the preceding literature, the content sharing problem is formulated using
a flexible many-to-many matching framework. The global information requirement and
high complexity have made the centralized optimization less efficient in high-mobility
and high-density VANETs. As result, in this example [20], a matching-based approach
is investigated for content sharing in distributed V2X communications.
1.
The V2X framework enables multiple connections for each vehicle, which
improves the network performance over that of the one-to-one communication
case.
2.
The weight factor for different data types is introduced to measure the data
value. By jointly considering the data weight and communication link quality, the
information diversity that circulated within the network is improved with good
throughput performance.
3.
The content-sharing problem is modeled as the SF game, where each node can set
up multiple independent links with other nodes. Such V2X links are more flexible than the many-to-many relationships formed using the traditional clustering
method. The SF game is solved by using the ISF algorithm, which achieves near
optimal performance with the centralized optimization.
The rest of the section is organized as follows. The system model is given in Section 2.3.2, and the content-sharing problem is formulated as a constrained optimization
problem. The SF game is investigated to model the many-to-many relationships between
vehicles, and the ISF algorithm is constructed to find a stable solution in Section 2.3.3.
The performance is evaluated in Section 2.3.4. Finally, conclusions are drawn in Section 2.3.5.

2.3.2

System Model and Problem Formulation
We consider a VANET in Figure 2.8 in which a vehicle can communicate with either
its neighboring vehicles, eNBs, or RSUs through cellular communications. The set of
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Figure 2.8 V2X communication network model. © 2017 IEEE. Reprinted, with permission, from

Zhang et al. 2017.

vehicles is V = {v1, . . . ,vi , . . . ,vN }. For writing consistency, the set of eNBs BS =
{bs1, . . . ,bsi , . . . ,bsM } denotes both RSUs and eNBs because they perform similar
functionalities. Each vehicle is originally carrying a certain amount of data in various data types, such as the entertainment information, the accident information, the
road maintenance information, etc. The data type set is D = {d1, . . . ,dj , . . . ,dK },
where K is the number of all the data types. As a result, the set of data carried by
i }, where q i is the amount of
vehicle vi can be written as Qi = {q1i , . . . ,qji , . . . qK
j
data in type dj carried by vi . A content sharing happens if any two vehicles (or one
eNB and one vehicle) establish a direct link connection, the V2V link (or V2I link).
Because eNBs also exchange information with vehicles, for simplicity, the joint set
of V and BS is written as N = {n1, . . . ,ni , . . . nN+M }. The term node represents
either a vehicle or an eNB. Different data types are in different weights according to
the receiver nodes regarding their current interests. In other words, the data carried
by any node has different values to different receivers. Consequently, each node ni
defines a positive weight value for each data type, W Ti = {wt1, . . . ,wtj , . . . ,wtK }.
Thus, the total information value that ni receives from ni can be represented as vali,i =

i
wtj ∈W Ti wtj qj , where ni ,ni ∈ N ,i = i . The eNBs usually carry more data than the
vehicles.
By the direct communication between any two nodes, the exchanged information
can provide the nodes’ knowledge of the current network. To quantify the exchanged
information within the whole network, we first define the communication link matrix
for all the nodes. We denote the matrix as ρ = {ρ i,j |ni ,nj ∈ N }, where ρ i,j is a
binary value representing whether there is a communication link established between ni
and nj . Each node is allowed to be connected to more than one node up to its capacity
ci .

System Requirements
Latency Requirement
For safety-critical V2X services, a latency requirement is necessary. In cellular communication, SINR is highly related to latency. To satisfy each node latency requirement, its
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received SINR from any other potential node is required to be higher than a threshold
γmin . Each node pair (ni ,nj ) is assigned two subbands, fi,j and fj,i , for information
exchange. In fi,j and fj,i , the noise and interference powers are denoted as σi,j and
σi,j , respectively. As a result, the latency requirement for each link fi,j ,ni = nj can be
satisfied by
pj,i gj,i
γj,i = ρj,i
≥ γmin,
(2.13)
2
σj,i
where γj,i represents ni ’s received SINR from node nj , for ni ,nj ∈ N ,i = j .

Capacity Requirement
Beyond the transmission quality requirement, each node also satisfies the capacity

requirement nj ∈N ρ i,j ≤ ci .

User Utility
When determining who to exchange information with, each node takes into account not
only the information value carried by the potential partner, but also the communication
link quality between them. On one hand, these nodes seek to communicate with the
nodes with higher information value. On the other hand, these nodes try to establish
good communication links to receive more data within a fixed communication period
T . The received transmission rate of ni from nj , is given by
rj,i = fj,i log 1 +

pj,i gj,i
2
σj,i

,

(2.14)

where pj,i and gj,i are the transmission power and channel propagation gain from nj to
−α
, where kp is a constant system parameter, βj,i is
ni , respectively. gj,i = kp βj,i ζj,i dj,i
the fast fading gain, ζ j,i is the slowing fading gain, α is the path loss exponent, and dj,i
is the distance between ni and nj . fj,i is the subband assigned for transmission from nj
to ni . σj,i is the thermal noise power level of band fj,i .
Each node establishes multiple V2X links with other nodes up to its capacity.
Consequently, to measure the overall content sharing, each user’s utility ui is defined as
the total information value it gains from all of its V2X links within the communication
period T . With communication matrix ρ, each vehicle ni ,i ∈ N utility is given by

ui =
ρ i,j · T · ri,j · val i,j ,
(2.15)
nj ∈N

where T is the transmission period, and val i,j is the information value that ni can
receive from nj . The utilities of all the vehicles can be written by the set U = {ui |vi ∈ V}.

Problem Formulation
The goal is to optimize the social welfare, the sum of all vehicles’ received information
values within the communication period T . The problem is optimized subject to the QoS
requirements as
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max:
ρi,j

 

s.t.:
γj,i = ρi,j


ρ i,j · T · ri,j · val i,j ,

(2.16)

vi ∈V nj ∈N

pj,i gj,i
2
σj,i

≥ γmin,

ρ i,j ≤ ci ,∀ni ∈ N,and

(2.17)
(2.18)

nj ∈N

ρ i,j = 0,∀i = j .

(2.19)

Equation (2.16) is the system goal that optimizes all vehicles’ utilities. Equation (2.17)
represents each node’s SINR requirement, while (2.18) indicates each node’s capacity
requirement. Equation (2.19) means that any node cannot be assigned to itself as a V2X
link.
The formulated problem is an MILP problem, typically NP-hard [12]. A centralized
solution needs the global information, and the complexity increases exponentially with
the number of users. Moreover, in V2X communications, the nodes are mobile, and their
channel conditions rapidly change. Thus, there is a need for distributed solutions, e.g.,
matching theory, as explained next.

2.3.3

Stable Fixture Model
The V2X communication problem is solved by modeling it as an SF game. We first
introduce some SF game basics and then construct a distributed matching algorithm.

Preference Lists Setup
In a daily life situation, players play against each other in a chess tournament, where
each player ranks his potential opponents in order of preferences [21]. The goal is to
construct a set of fixtures, which consists of distinct matched pairs. Each pair involves
two players, and each player can be involved in more than one match but cannot exceed
its capacity. In a chess tournament, each competition happens independently. In other
words, if player a first plays with b, and then plays with c, players b and c are not needed
to be involved in the same competition. Similar to the many-to-many relationships
in the chess tournament, in V2X communications each node can establish multiple
independent communications with other nodes up to its capacity.
An SF instance consists of a single set of players A = {a1, . . . ,an }, and n is the
number of all players/agents. Each player first establishes a list containing all the other
acceptable agents. Next each agent ranks its acceptable list of the acceptable agents
based on its preferences list. The matching decisions are made according the preference lists. A matching M in an SF instance is defined as a subset of E, where E =
{(ai ,aj )|ai ,aj ∈ A,i = j }. aj = M(ai ) if pair (ai ,aj ) is in matching M. The stable
matching definition in the SF model is given by
definition 2.4 Stability: Let I be an instance of SF and M be a matching in I . A pair
(ai ,aj ) ∈ E/M blocks M, when the following conditions are satisfied relative to M:
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(1) ai is undersubscribed or prefers aj to its worst partner;
(2) aj is undersubscribed or prefers ai to its worst partner.
A matching M is stable when it admits no BP.
To model V2X communications as the SF game, the nodes (including both eNBs and
vehicles) are assumed to be the chess players. First each node looks for its acceptable set
of nodes, who are able to satisfy the SINR requirement, and next the preference value is
calculated according to the received information value within the communication period
from its acceptable partner. The preferences of node ni over its acceptable set A(ni ) is
P Li (j ) = T · ri,j · val i,j ,∀nj ∈ A(ni ).

(2.20)

Irving’s Algorithm
The ISF algorithm is constructed to solve the SF game. The existence and convergence
of the ISF algorithm are shown in Theorem 2.5, and a similar proof can be found in [21].
theorem 2.5 Given an instance of SF, the ISF algorithm constructs in O(m) complexity, a stable matching, or reports that no stable matching exists, if m is the total
length of all players’ preference lists.
The key idea of the ISF algorithm is to reduce players’ preference lists P L =
{P L1, . . . ,P LN+M } and the construction of player set S. This set S consists of ordered
player pairs, is initially empty, and will be symmetric eventually when it reaches the

stable matching. There are two cases where a stable matching does not exist: (1) i di
is odd, and (2) there’s short list in P L during the execution of the ISF algorithm. di is
the player’s degree and will be discussed later. The step-to-step implementation of the
ISF algorithm is given in Algorithm 3.
There are two phases in the ISF algorithm.
1.

2.

Phase 1 has a sequence of bids from one node to another. These bids help construct player set S and reduce preference lists P L. To begin with, each node ni
bids for its most favorite node that is currently not in Ai and denotes it as nj . ni ’s
target set and bidder set is Ai and Bi , respectively. Ai = {nj |(ni ,nj ) ∈ S},Bi =
{nj |(nj ,ni ) ∈ S}, and ai = |Ai |,bi = |Bi |. Next, S is constructed by adding
the pair ({(ni ,nj )}) into it. Note that all pairs in S are ordered, i.e., ({(ni ,nj )})
and ({(nj ,ni )}) are different in S. Next the target node nj checks whether its
received bids have exceeded its capacity cj . If yes, it deletes the bids that are
worse than cj ’s rank in P Lj . By the deletion of a pair {(ni ,jj )} from P L, it
means the removal of ni from P Lj and the removal of nj from P Li . The bid of
ni continues as long as ai < min(ci ,|P Li |). Phase 1 stops if each node’s target
set size reaches min(ci ,|P Li |).
In Phase 2, because we have achieved a reduced preference list P L and a
constructed set S, we define di as min(ci,|PL1i |), which is the degree of ni .

To start, we check if i di is odd. If yes, we report this instance is unsolvable,
otherwise we continue. The key idea of Phase 2 is to further construct S andfurther
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Algorithm 3: ISF Algorithm
Input: N , c, P L, S = ∅
Output: Stable Matching M
1: Phase 1:
2: while ai < min(ci ,|P Li |) do
3:
nj = the first player in P Li who is not in Ai ;
4:
S = S ∪ {(ni ,nj )};
5:
if bj ≥ cj then
6:
nk = cj th ranked bidder for nj ;
7:
for all successor nl of nk in P Lj do
8:
if (nl ,nj ) ∈ S then
9:
S = S/{(nl ,nj )}
10:
delete (nl ,nj ) from P L;
11:
end if
12:
end for
13:
end if
14: end while
15: Phase 2:

16: if
i di is odd then
17:
report instance unsolvable;
18: else
19:
while there’s no short list in P L do
20:
find a rotation ρ in P L;
21:
P L = P L/ρ;
22:
if some list in P L is short then
23:
report instance unsolvable;
24:
else
25:
S = S(P L);
26:
end if
27:
end while
28:
M = S;
29: end if
30: End of algorithm.

reduce P L. We categorize all players’ preference lists into the short lists and the
long lists. We call P Li short if |P Li | < di and long if |P Li | > di . Within
any time of the execution, if any node has a short list, no stable matching
exists. While no short list occurs, we first find a rotation, which is the key to
further reduce P L. A rotation is defined as a sequence of ordered pairs ρ =
((ni0 ,nj0 ),(ni1 ,nj1 ), . . . ,(nir−1 ,njr−1 )), where for each 0 ≤ k ≤ r − 1, nik = nl(jk )
and njk+1 = nf (xik ) . xl(i) is the last player in P Li , and xf (i) is the first player in
P Li who is not in Ai . To obtain a rotation, we start by any node that has a long
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list and set it as nj0 . Next by the relations between nik , nl(jk ) , and nl(jk +1) , we can
start building rotation ρ. The building process ends if any node is visited twice,
and then we claim a rotation is found. To eliminate ρ from P L, we delete all the
pairs (njk ,nl ), so that njk prefers ng(jk ) to nl , where ng (jk ) is the least favored
member of njk in {Bjk ∪nik−1 }/{nik }. The finding and eliminating rotation process
ends whenever any short list occurs or no rotation can be found, which means
reaching a stable matching.

2.3.4

Simulation Results and Analysis
The ISF algorithm performance are evaluated by comparing with both the centralized
optimization and four other heuristic mechanisms. Both the average user performance
and the social welfare will be studied. Moreover, the existence of stable results and the
network connection ratio will also be investigated. Within a circle VANET with radius of
R = 800 m, there are N = [0,200] vehicles and M = 8 eNBs. The channel bandwidth
allocated to each communication link is 1 MH z. The SINR requirements for both eNBs
and vehicles are uniformly distributed within (20,30) dB. For the propagation gain, the
pass loss constant kp is 10−2 , the path loss exponent α is 4, the multipath fading gain is
the exponential distribution with unit mean, and the shadowing gain is the log-normal
distribution with 0 mean and 4 dB deviation. Each vehicle capacity is 4, and capacities
of the eNBs are randomly distributed within [10,15]. The total number of data type is
K = 10.
To illustrate the effectiveness of the ISF algorithm, four heuristic mechanisms are
compared: (a) Without V2V, (b) ISF-one, (c) Proximity V2X, and (d) ISF-Unweighted.
In the Without V2V method, each vehicle only communicates with its local eNBs. For
the ISF-one method, each vehicle is only allowed to establish one connection. The oneto-one stable matching is also generated by the ISF algorithm with the capacity of each
node as 1. For the Proximity V2X method, each vehicle ni is connected to the c(i) closest
nodes that can meet its SINR requirement. While in the ISF-Unweighted method, the
data weight is not considered in the ISF algorithm.
The information exchanged in one communication period T is evaluated, where N
varies from 20 to 160 with the step of 20. In Figure 2.9(a) using all the five methods,
the total information values exchanged within the network increase as more users join
the network. The Without V2V curve obtains the worst performance, which shows that
the V2X communications can improve system performance. Next, by comparing the
many-to-many V2X communications (i.e., the Proximity V2X, ISF-Unweighted and
ISF methods) with the ISF-one method, by establishing more connections, the network
capacity can be enhanced. In addition, both the ISF-Unweighted and ISF methods outperform the Proximity V2X method. Finally, the ISF algorithm achieves slightly higher
performance than that of the ISF-Unweighted due to the weight factor. Similar conclusions can be drawn from Figure 2.9(b) that evaluates the user average performance. In
Figure 2.9(b), the Without V2V curve decreases as N increases because there is no V2V
communication in the network, while the eNBs’ capacities are limited. As a result, when
more vehicles join the network, the average user performance decreases.
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Table 2.1 Existence of stable matching ratio
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Figure 2.9 Social welfare and individual: (a) system social welfare, (b) average vehicle

performance. © 2017 IEEE. Reprinted, with permission, from Zhang et al. 2017.

Our distributed ISF algorithm is compared with the centralized solution. The number
of vehicles N varies from 1 to 4 and sets the number of eNB at 1. In Figure 2.10(a),
the ISF algorithm can obtain very close-optimal results, while the complexity of the
ISF algorithm is much lower than that of the centralized optimization. The connecting
ratio is studied in Figure 2.10(b). The ISF, ISF-Unweighted, and ISF-one methods
all obtain 100 percent connectivity when N > 20. For the Without V2V method,
because eNBs have limited service capacity, with more vehicles joining the network,
only a certain number of vehicles can be served. Consequently, the average vehicle
performance decreases. The Proximity V2V method has average connectivity around
91 percent.
We have also shown the ratios of solvable SF instances in Table 2.1 regarding different
player numbers. With the increase of N from 20 to 200, the ratio drops from 93.9 percent
to 39.8 percent. Moreover, this decrease becomes slower when N further increases.

2.3.5

Conclusions
This example has shown a novel content sharing approach in the D2D based LTE-V
networks. Specifically, the reliability and communication latency problems that arise in
the 802.11p-based V2X have been studied, and the diversity of data classes is considered
for the optimization problem. The ISF algorithm can have a stable result for the SF game
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Figure 2.10 Performance comparison: (a) optimal results comparison, (b) ratio of connected
vehicles. © 2017 IEEE. Reprinted, with permission, from Zhang et al. 2017.

in a distributed manner. The simulations have shown that the flexible many-to-many
matching relations by the ISF algorithm can enhance the network performance.

2.4

Summary
This chapter has provided an overview on fundamental research problems at the intersection of the Matching Theory and wireless communications. We have mainly developed the chapter from the following four aspects: (1) An overview of the basic concepts,
classifications, and models of matching theory is provided. Moreover, comparisons with
existing centralized/distributed mathematical solutions of resource allocation in wireless
networks have been conducted. (2) Several applications of matching theory for wireless
networks have been investigated, such as the D2D communication, content caching,
and LTE-Unlicensed. (3) Both theoretical and numerical analyses are investigated to
show that matching theory does not only provide suitable models for modeling complex
system requirements and constraints, but also offers distributed and efficient matching
algorithms to obtain stable and close optimal results. (4) The potential and challenges
of matching theory as a powerful tool for designing mechanisms in future wireless
networks have been discussed. Matching theory is clearly a very useful tool for solving
a plethora of distributed resource allocation problems in emerging wireless networks.

3

Contract Theory

In various wireless network scenarios, service providers need to conduct analysis from
the perspective of economics to attract end users or ensure the cooperation of third
parties. At the same time, end users or third parties want to evaluate the benefits of using
the services provided by different service providers or cooperating. In summary, there
is a tight coupling of industry-specific technologies and nontechnology in the current
wireless networks.
Contract theory, which was the topic of the 2014 Nobel Prize in economic sciences,
has been utilized in many industries, from financial business to telecommunications.
In particular, contract theory is a powerful tool for solving information asymmetry
problems between the cooperations of employer/seller(s) and employee/buyer(s). In
wireless networks, the roles of employer/seller(s) and employee/buyer(s) can be altered
depending on the concerning scenarios. Thus, it is promising to design efficient mechanisms utilizing the ideas, methods, and frameworks of contract theory.
Given these facts, this chapter presents an introduction to the basics of contract theory and its relationship with wireless networks. In particular, different contract theory
models are discussed for the concerning wireless networks scenarios. The main topics
of this chapter are as follows.
•

•

•

•

We first provide an overview of basic concepts, classifications, and models of contract theory. Also, we conduct comparisons with existing methods of economics
in wireless networks.
Then we study the applications of contract theory for wireless networks. In particular, three contract theory problems, i.e., adverse selection, moral hazard, and
a mix of the two, are applied into device-to-device (D2D) communication, mobile
crowdsourcing, and cognitive radio networks, respectively.
Numerical simulations are conducted to show that contract theory can be used for
designing efficient mechanisms for emerging wireless network scenarios such as
traffic offloading, mobile crowdsourcing, and spectrum trading.
Last, the potential challenges of contract theory as a tool for designing mechanisms in future wireless networks are discussed.

The rest of the chapter is organized as follows. In Section 3.1, we briefly review
the basics of contract theory. In Section 3.2, we formulate the incentive mechanism
with adverse selection problem in D2D networks. The incentive mechanism with
moral hazard problem in mobile crowdsourcing is discussed in Section 3.3. Third, the
38
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joint adverse selection and moral hazard are investigated in cognitive radio networks
in Section 3.4. Finally, conclusions and directions for possible future research are
presented in Section 3.5.

3.1

Basic Concepts
There is generally a conflict when participating in a cooperation, e.g., third parties would
be reluctant to cooperate because of consumption of their resources such as computation
power and battery capacity [22]. Such a conflict results in reluctance from third parties
to participate and is a major challenge in developing solutions for practically attractive
traffic offloading and mobile crowdsourcing. Therefore, to successfully achieve the
benefits, it is required to design effective incentive mechanisms, so as to stimulate thirdparty participation and to further improve overall operation quality.
Contract theory is widely utilized in information asymmetry economics to design
contracts between employer/seller(s) and employee/buyer(s) by introducing cooperation
[23]. In an asymmetric information scenario, the employer/seller(s) does not know
exactly the characteristics of the employee/buyer(s). By using contract theory, the
employer/seller(s) can efficiently incentivize the self-revealing of its employee/buyer(s)
by offering a set of contracts that include designed performances/items and corresponding rewards/prices.
Because of this property of contract theory, we envision that there is a significant
potential to utilize concepts from contract theory to ensure cooperation and assist the
incentive mechanisms design in wireless networks. In wireless networks, the roles of
employer/seller(s) and employee/buyer(s) can be different depending on the concerning
scenarios. An employer/seller(s) can be a service provider (SP), a base station (BS),
or an authorized spectrum owner. An employee/buyer(s) can be a user, a small cell,
a smart device, or some other third party, which is not part of the current traditional
wireless networks. The utilization of contract theory to design incentive mechanisms in
wireless networks is shown in Figure 3.1.
In this chapter, we mainly concentrate on how to design incentive mechanisms to
stimulate users’ cooperations in wireless networks, such as heterogeneous networks
and mobile crowdsourcing. We adopt contract theory to design incentive mechanisms
in the aforementioned wireless networks. For each type of the contract models, the
basic concepts, classifications, and models are presented in Section 3.1.1. Followed
by a self-contained survey on the contract theory concepts, the design of incentive
mechanisms are further studied in Section 3.1.2, especially focusing on the rewards
design. Moreover, both analytical techniques and novel application scenarios are
covered in Section 3.1.3.

3.1.1

Contract Theory: Fundamentals and Classification
Basic Contract Concepts
Contract theory studies the interactions between employee(s) and employer(s). The
rewards of employees tend to be better when they are working harder. On the other hand,
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Figure 3.1 An example model for cooperation in wireless networks: (1) data offloading through

heterogeneous networks (small cell, cognitive radio, and D2D communication); (2)
location-based data uploading through mobile crowdsourcing. © 2017 IEEE. Reprinted, with
permission, from Zhang et al. 2017.

if an employee’s rewards are not related to the working performance, the employee will
prone to put less effort be into its work [23]. It is critical to design proper mechanisms
by addressing the problem of employee incentives.
In contract theory, the obtained solution is a menu of contracts for employee, and the
objective is to maximize the employer’s utility or payoff if behaving truthfully. Usually,
this problem is formulated as maximizing the employer’s utility function, subject to the
constraint, which is incentive compatibility, so that the employee’s utility can be maximized when signing the intended contract with its true preference, and the constraint,
which is individual rationality, so that the employee’s utility under this contract is larger
than or equal to its reserved utility when not participating.

Classification
Adverse Selection
In an adverse selection problem, some relevant employees’ information, such as their
distaste for certain tasks and their levels of competence/productivity, is unknown from
the employer. One common problem in adverse selection is the screening problem, in
which the uninformed party (i.e., the employer) offers the contract. The uninformed
party typically solves the adverse selection problem by the revelation principle, which
forces the informed party (i.e., the employee) to choose the intended contract that reveals
its true status. By using the revelation principle, the employer can offer multiple contracts (t,r) intended for employees with different skill levels, where t is the employee’s
outcome required by the employer, and r is employee’s rewards paid by the employer
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if the given target is achieved. The outcome the employer wants from the employee can
be working duration, a required goal, or some other outcome.

Moral Hazard
In a moral hazard problem, the employee’s actions, e.g., whether the employees work
or not, how hard they work, and how careful they are, are hidden from the employer.
Different from adverse selection, the information asymmetry scenario in moral hazard
arises after the two parties sign the contract. In moral hazard, the contract is a set of
action-reward bundle (a,r), where a is the effort or action offered by the employee after
being hired, and r is the employee’s reward paid by the employer.

Mixed Contract Models
Sometimes, it is typically hard to tell which of the two problems is more appropriate to
model a certain scenario, i.e., to decide whether it is an adverse selection problem or
a moral hazard problem. Actually, most incentive problems are a combination of both
adverse selection and moral hazard.

Models
Bilateral or Multilateral
Bilateral contracting is a basic one-to-one contracting model, in which one employer
and one employee trade goods or services with each other. In contrast, in a multilateral model, the problem is typically a one-to-many contracting one, where there
is one employer contracting with multiple employees. There is a larger number of
participants in the multilateral contracting than the participant number in the bilateral
one. Consequently, the interactions between the two parties, such as cooperation or
competition, make the multilateral contracting model more complicated and present the
potential of solving more complicated problems.

One-Dimensional or Multidimensional
In a one-dimensional contract model, only one characteristic or task is considered.
For instance, in a one-dimensional adverse selection model, the employer evaluates
only one capability of employee, and in a one-dimension moral hazard model, there
is only one task assigned by the employer to the employee. In contrast, the employer
can evaluate an employee’s multidimensional characteristics, or assigns multiple tasks
to the employee in the multidimensional contracting scenario. As an extension of onedimensional contracting, multidimensional contracting models can also be investigated
by adapting solutions analogous to the one-dimension ones.

Static or Repeated
One-shot trading between two parties is considered static contracting, where a take-it-orleave-it contract is provided by the employer, and the employee(s) offer the acceptance
or rejection. Every contract is treated as a new one, i.e., the previous trading histories
will not influence the next new contract. Different from the static one, in a repeated contracting scenario, the trading histories will influence the next new contract. The repeated
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one needs to solve the problems that arise with the renegotiation and design of long-term
contracting because of the impossibility of contracting parties to commit to long-term
contractual agreements. The repeated iteration between the involved parties causes new
incentive problems and thus produces more complexity compared to static contracting.

Comparisons
Market Equilibrium
In a market equilibrium, a participant plays its own strategy in response to the actions of
the other players, in each iteration, until they reach a market equilibrium. After repeated
interactions and renegotiations, all parties can come to an agreement. Thus, we can see
that the market equilibrium is equivalent to the repeated contracting model in contract
theory, and different scenarios can be formulated as either adverse selection or moral
hazard.

Auction Theory
In auction theory, usually there is one seller who has an item to sell and several bidders
with reservation prices competing for this item. At the same time, in a multilateral
adverse selection scenario, there are one seller and several buyers who have their own
private information, which is the same case as the bidder’s reservation prices in auction
theory. As a result, we see that there is a link between auction theory and the multilateral
adverse selection contracting problem in contract theory.

3.1.2

Contract Theory: Reward Design
In contract theory, the objective of an employer is to motivate employees by offering
a reward, in trading with a level/quality of service, performance, outcome, or target.
Consequently, whether the employees can be fully stimulated by the incentive mechanisms is largely dependent on the offered rewards. Observing a large number of formulations in contract theory, the reward design is different in various contracting scenarios.
The design and classification of reward are shown in Figure 3.2 and will be elaborated
in detail in this subsection.

Dimension of Rewards
From Section 3.1.1, there can be one-dimensional or multidimensional contract theory models, relying on how many capabilities or how many tasks the employer evaluates/assigns on/to the employees. Most existing research on incentive mechanism design
utilize a one-dimensional reward model. For instance, in [24], the authors design a
reimbursing scheme that is a usage-based reward scheme to stimulate subscribers to
operate as mobile Wi-Fi hotspots and provide others with Internet connectivity.
One-dimensional models will be inappropriate when employees are required to have
multiple capabilities, or requested to work on multiple tasks. First, the employee’s action
set becomes larger than what the one-dimensional model can describe. Second, there is
a risk that one-dimensional reward will properly stimulate employees to overwhelmingly concentrate on the aspect that is rewarded and to neglect the other parts. Given
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Figure 3.2 Designing of reward in contract theory. © 2017 IEEE. Reprinted, with permission,

from Zhang et al. 2017.

different capabilities to evaluate, by assigning multiple dimensional weights of rewards,
the employer can guide the employee’s concentration on perusing certain capabilities,
which in return can enhance the employer’s utility. One multidimensional reward application is Karma [25], which is an Internet service provider in the United States. Karma
offers 100MB to new guest users for free and rewards users who introduce new users.

Rewards on Absolute or Relative Performance
The problem of how to determine the reward in accordance with the employee’s performance needs to be properly investigated. For example, in the reward designs in job
markets, sports, and games, there are generally two methods: evaluate the employee’s
absolute performance or the relative performance.
•
•

Absolute performance related reward: The reward is positively dependent on the
employee’s absolute performance.
Relative performance related reward: The reward is determined on the basis of
the ranks that the employees achieved by listing all the employees’ performance
in an ascending or descending order.

Absolute performance-related reward is a widely used incentive mechanism in real
economics because it captures the fundamental nature of providing necessary and sufficient incentives for employees. Piece rate, efficiency wages, and stock options are
widely used forms of absolute performance reward in job markets. Except the previously mentioned usage-based reward mechanism in [24], in [26] the authors also
derive the performance and reward-dependent function to attract a large amount of
sensing data from participants in wireless networks. Another example is [27], where
the authors develop incentive mechanisms to encourage cooperations among mobile
terminals (MTs) in cellular networks and further to reduce the energy consumption.
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The MT who helps will receive a price consistent with its contributed transmitting
rate.
Nevertheless, the absolute performance related reward mechanism has two disadvantages. The first is that the employer, in order to pay less reward, is prone to
claim that employees provide poor performances. The second is that the absolute
performance-related reward mechanism is vulnerable to common shock that is originally
used to denote macroeconomic conditions such as economic boost or depression
[28]. If there is a positive/negative mean that affects employees’ performances at
the employer’s observation, it will lead to an abnormal increase/decrease of reward in
the end.
It has been proven that this common shock problem can be filtered out by using a
relative performance-related reward mechanism [28]. The winners receive the rewards
according to the achieved rank, which is feasible to measure and hard to manipulate
[23]. Moreover, the employer doesn’t need to cheat because it has to offer the fixed
rewards no matter who wins. It is widely known that the winner of a tournament is
rewarded by the relative ranks. The one with better performance has a higher rank,
and it will be rewarded more. Moreover, there are two other special forms of ROT:
the Multiple-Winners (MW) and Winner-Take-All (WTA). In the MW tournament, the
rewards are equally shared by several top winners. In the WTA tournament, the highestranked winner will take the entire reward. This can be considered as a special case of
MW with only one winner.

Reward in Bilateral or Multilateral Contracting
In contract-theoretic settings, different trading models also influence the incentive mechanism design, e.g., the reward. In the sequel, we will discuss how to design reward in
bilateral and multilateral contracting models.

Contract with Single Employee
When the employer signs a contract with a single employee, the reward can be
designed based on this single employee’s absolute performance instead of considering
others. Examples in wireless networks are [24, 26, 27]. However, even if there is no
other employee to compare with, the relative performance-related reward scheme
can also be employed. Using the relative performance-related reward scheme, a
specific threshold and a reward of the targeted performance can be set for a single
employee model. If the employee’s absolute performance can reach the given threshold,
a designed reward will be given to the employee. Otherwise, the employee will
not be rewarded. Actually, it can be regarded as the employee competes with the
threshold.

Contract with Multiemployee
When the employer contracts with multiple employees, the absolute performance related
reward can still be applied and is widely accepted in real economics. Moreover, some
other forms of absolute performance-related reward mechanisms exist. One widely utilized method is to divide employees into groups first, and then reward employees in each
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group by evaluating their aggregated performance. There is a disadvantage in using this
mechanism, i.e., there may be free riding of some employees on the other employees’
efforts. Typically, the absolute performance-related reward mechanism is commonly
seen in the multi-employee scenario. As in a tournament, the employees can compete
with each other and achieve higher rewards by working harder.

3.1.3

Example Scenarios in Wireless Networks
In this subsection, we will present three applications of contract theory models in wireless networks. In order to remain consistent with the classification of contract theory
discussed in Section 3.1.1, the following three subsections are the applications in wireless networks from adverse selection, moral hazard, and a mix of the two, respectively.

Adverse Selection in Wireless Networks
The models of one-dimensional, bilateral, and static adverse selection in wireless networks are the most widely seen applications. This model is first applied to solve the
spectrum-sharing problem in cognitive radio networks (CRN) [29]. In this example,
an employer, i.e., a primary user (PU) who designs the spectrum trading contract as
(qualities, prices), and the employee, i.e., secondary users (SUs) determine which one
to sign. Another application in CRNs can be referred in [30], which models the SUs and
PU as the employees and employer, respectively. Then the paper designs the (relaying
power, spectrum accessing time) in contract as (performance, reward).
With a similar model, authors in [31] propose a different application area in designing
incentive mechanisms for smartphone users’ collaboration on both data acquisition and
computing distribution. The SP is considered as an employer and smartphone users act
as the employees. The rewards are designed according to the amount of data collected
and distributed computing users made. In the OFDM-based cooperative communication scenario, authors in [32] use contract theory to solve the relay node’s selection
problem. The contracts consist of a set of required signal-to-noise ratios (SNRs) at the
destination and the corresponding payments. In Section 3.2, we will use the adverse
selection model, by offering contracts to encourage content owners to cooperate with
other devices in data traffic offloading, with the aid of D2D communications. The BS
will be modeled as an employer, and the D2D users will be modeled as employees,
designing the contracts with a demanding performance and an absolute performancerelated reward. The performance is defined as a certain demanding data rate that the
user equipment (UE) must guarantee during D2D communications.

Moral Hazard in Mobile Crowdsourcing
In contrast to the wide utilizations of the adverse selection models, the moral hazard
problem has rarely been adopted in wireless networks by now. Having predicted a great
potential of adverse selection model, some preliminary research has been done in mobile
crowdsourcing. As discussed earlier, there are certain concerns for users to participate
in mobile crowdsourcing, which leads to serious impediment in realizing location-based
services. By utilizing the moral hazard model where the SP “employs” users to upload
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location-based data and provides rewards based on users’ performances, we can design
the incentive mechanism in this scenario. As a result, this application can be modeled as
the multidimension moral hazard problem. Users are encouraged to take multiple tasks
in mobile crowdsourcing as we have mentioned in Section 3.1.2. It is natural to study
a multidimensional reward design mechanism that considers different components of
users’ contributions and places different reward weights based on their performance as
in Section 3.3. Considering a large group of users as employees, the multilateral moral
hazard model can be employed.

Mixed Problem in Cognitive Radio Networks
After addressing the two basic problems: adverse selection and moral hazard, we will
proceed to the mixed problem in wireless networks. We can formulate the spectrum
trading between PU and SU in CRNs, or infrastructure provider (InP) and SP in virtualized wireless networks as fixed problems. The adverse selection problem arises as the
PU/InP may not be fully informed about the SU/SP’s capability in making the spectrum
resources generate profits, i.e., what is the SU/SP’s successful probability in making
profits from providing their services. In addition, the moral hazard problem arises as
the PU/InP is not informed about how much effort the SU/SP will exert in running its
“business.” Consequently, by designing a financing contract, the spectrum-trading issue,
which involves both adverse selection and moral hazard problems, can be solved. The
critical part that needs to be tackled is how to design the down payment and installment
payment in contracting, and the detailed discussions will be presented in Section 3.4.

3.2

Example 1: Incentive Mechanisms for Device-to-Device Communications
in Cellular Networks with Adverse Selection

3.2.1

Introduction
In order to solve wireless capacity crunch, researchers have proposed D2D communication as a way to boost the overall capacity of wireless networks [33]. D2D communication can lead to better performance because two adjacent UEs can establish a direct
link over the licensed spectrum while bypassing the cellular infrastructure, e.g., the
base stations (BSs). D2D communication is usually the network-controlled mode where
the BS controls the switching between cellular and direct links [34]. Due to the close
locations of the involved users, carefully designing D2D communication can greatly
improve the capacity of wireless networks and further reduce energy consumption [35].
Moreover, it can extend the coverage and offload data traffic from the BSs [36].
If UEs can share resource blocks (RBs), local users will be able to exchange data
[37]. For example, the BS first sends several frequently requested contents to multiple
devices who, in turn, can adopt D2D communication to distribute the contents to other
demanding users [38]. In this way, within a certain geographical area, the BS can only
distribute contents that are not locally cached, instead of transmitting the same content
multiple times. As a result, the BS’s data transmissions can be significantly reduced, and
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consequently the capacity of the cellular network can be increased. When the BS plans
to send the original contents to requesters, if any user has already downloaded the same
content and within the D2D transmission distance, the requesters will be served by D2D
communications.
In order to successfully realize traffic offloading through D2D communications, it
is challenging to incentivize content owners to participate and cooperate with other
devices via D2D. If a large portion of users are unwilling to share their contents via
D2D communication, the BS still needs to serve the requesters via the traditional cellular links. It is hence impossible to increase the network capacity. Thus, the willingness of cellular users to participate and share content is important to reap the benefits
of D2D communications, which can improve the network capacity and offload data
traffic.
Therefore, it is necessary to design efficient incentive mechanisms that can encourage users’ participants in content sharing. The BS can offer rewards to UEs for the
utilizations of their resources, such as storage, time, power, etc. The rewards can be in
the forms of monetary remuneration or free sharing with others [39]. However, some
potential privacy risks may arise because UEs’ RBs are open to the BS.
Intuitively, UEs who contribute more resources should be rewarded more. In other
words, incentive mechanisms should be well designed according to UEs’ contributions.
Users with high preference toward participation will be more likely to contribute. However, each user attempts to harness as much reward as possible by claiming that it is a
high-preference user, which makes it difficult for the BS in reward design. This problem
is exacerbated by information asymmetry: The BSs may not know the actual preference,
which is private information of UEs. To this end, the objective of this study to develop
an incentive mechanism in a D2D network by overcoming information asymmetry as
shown in Figure 3.3.
In this respect, there is a demand to design a mechanism where UEs will be rewarded
in accordance with their preferences. Contract theory, a powerful framework from economics, provides a powerful mathematical tool for designing incentive mechanisms
under information asymmetry [40]. Based on contract theory, we can analyze the interactions between an employer who tries to offer a set of contracts to employees whose
levels are not known a priori [41]. A contract entry is a certain combination that includes
a reward given to the employee in exchange for services. In the D2D context, this contracting process can be used to investigate the interactions between BSs, i.e., employers,
and UEs, i.e., employees whose preferences are unknown to the employers. Here, the
contract will include the rewards provided by the BS to a certain UE, who will provide
the commitment services via D2D communications. There are three major advantages
in employing contract theory in a D2D environment: (1) ability to incorporate semidistributed network control in wireless networks where the BS can control the D2D communication links, (2) notions such as self-revealing contracts suitable to handle information asymmetry, and (3) ability to devise optimal reward and incentive mechanisms
that can stimulate cooperation among UEs.
The major points of this example [42] is to leverage contract theory for incentivizing D2D communications in the information asymmetry environment. Specif-
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Figure 3.3 The reward assignment problem faced by the BS. © 2017 IEEE. Reprinted, with

permission, from Zhang et al. 2017.

ically, we consider the D2D cooperation problem as a contract-theoretic model
where the BS stimulates UEs to complete the content-sharing tasks. The BS, i.e.,
the employer, designs contracts intended for the UEs that specify different bundles, i.e., performance and reward based on different UE preferences. The UEs,
i.e., the employees, choose contracts that are designed for their own preferences.
In this situation, the UEs can be efficiently rewarded according to their performance, and the BS can provide incentives for UEs to participate in D2D communications.
For the proposed contract model in D2D communications, the necessary and
sufficient conditions for contract feasibility are provided. Specifically, the feasibility
of a contract means that when users participate, they are rewarded so that the rewards,
which are designed according to users’ true preference, can cover their costs. Moreover,
two types of problems are studied and analyzed: the discrete (finite) type and continuum
(infinite) type. To realize the D2D communication within the framework of contract
theory, we construct a novel formulation that can allow the BS and UEs to cooperate
and then optimize the network capacity with guaranteeing a desired network quality-ofservice (QoS). Simulation results demonstrate that the contract theory framework
can guarantee the positive payoffs and compatible incentives for UEs. We also
study the system performance when the contract theory framework is utilized in
a D2D underlaid cellular network. The optimal contract has the highest BS utility
and social welfare as shown in the numerical results. By varying the physical layer
parameters, such as the maximum D2D communication distance, size of cellular
networks, and the number of UE types, their impacts on the system performance are also
investigated.
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The rest of this example is organized as follows. The system model is presented in
Section 3.2.2. The optimal contract design in discrete type scenario is discussed in
Section 3.2.3, followed by the optimal contract design in continuum type case. The
numerical results are illustrated in Section 3.2.4. Finally, conclusions are drawn in
Section 3.2.5.

3.2.2

System Model
Consider a cellular network with multiple cellular UEs, D2D UE pairs, and one BS.
Each D2D pair consists of one receiver, i.e., content requester, and one transmitter,
i.e., candidate content provider. The UE receivers can receive content from the corresponding transmitter through D2D, or from the BS. In order to offload traffic from
the network’s backhaul channels, the BS offers contracts that can effectively stimulate the content provider to use D2D communication manners to distribute the content.
The UEs are heterogeneous with different preferences toward participating in D2D
communication, concerning their battery level, storage capacity, etc. Also, there exists
information asymmetry between the BS and UE. The UE knows its own preference,
while the BS is not aware of that information. To overcome the asymmetric information
environment, the BS designs a set of contracts (T (R),R), where T is the reward, and R
is the D2D performance demanding from the UE. T (R) is a strictly increasing function
of R. Intuitively, better performance should be rewarded more, and vice versa, which is
called incentive compatible.

Transmission Data Rate
Uplink (UL) scenario is considered here. UL resource sharing in D2D communications
can only affect the BS, and the inducing interference can be coordinated by the BS [43].
The transmission rate is defined by the signal to interference plus noise ratio (SINR).
In a D2D-enabled cellular network, due to resource sharing, the receiver suffers interference from cellular and D2D communications. When D2D communication is using the
UL band, the source UE transmits data to the destination UEs using the uplink cellular
band. The interference comes from the other UEs (both cellular UE and D2D UE) [44].
Thus, the transmission rate of a D2D UE i in the UL band with co-channel interference
is given by
Ri = W log2 1 +

Pi |hir |2

,
Pc |hcr |2 + i Pi |hi r |2 + N0

(3.1)

where i is the UE with i = i, Pc , Pi and Pi are the transmit power of the cellular
transmitter UE c and D2D transmitters UE i and i , respectively, hcr , hir , and hi r are
the channel gain between D2D receiver and cellular transmitter c and D2D transmitters
i and i , respectively, N0 is additive white Gaussian noise (AWGN), and W is the
channel bandwidth. Hereinafter, without loss of generality, we assume that W = 1.
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Pi h2i r represents the interference from the other D2D pairs that share the same
spectrum resources with link UE pair i.
i

User Equipment Type
We define each UE’s preference toward participating in D2D communications as UE
type. A UE with a higher type is more likely to contribute in D2D communication
and provide a higher communication rate. Naturally, the BS will prefer high-type UEs,
and will pay more rewards. First, we investigate the case that the number of UE types
belongs to discrete finite space. Later, we will extend the results to the continuum case.
definition 3.1 There are N D2D UE pairs in a D2D underlaid cellular network. The
UEs’ preferences are sorted in an ascending order and classified into N types: type-1,
. . ., type-i, . . ., type-N. The type of UE includes properties such as the willingness to
share data, privacy concerns, and battery capacity. The type of UE is denoted as θi and
has the following relationship
θ1 < · · · < θi < · · · < θN ,

i ∈ {1, · · · ,N }.

(3.2)

A higher θ represents more willingness to participate and cooperate in D2D communications. Here, we denote the contract intended for type-i UE as (Ti ,Ri ). The BS
does not know the specific type of UE, but it knows the probability that a UE belongs to

type-i. The probability is denoted by λi , with N
i=i λ i = 1.
Instead of providing a uniform contract to all UEs, the BS offers a set of contract
bundles according to UE’s type θ. It is free for UEs to accept or decline any type of
contracts. If the UE refuses to sign any contract, we assume that the UE receives a
contract of (T (0),0), where T (0) = 0. In the following subsubsections, we will present
the utility function of the BS and UEs based on the signed contract.

Base Station Model
For a BS that employs a type-i UE as the D2D content provider, a proper utility function
can be defined as the increased data rate by establishing D2D communication
UBS (i) = Ri − cTi ,

(3.3)

where Ri is the transmission rate that UE commits to provide, c > 0 is the BS’s unit
cost, and Ti is the reward that the BS needs to pay according to the contract bundle
(Ti ,Ri ). For instance, the reward to the UE is a certain amount of free data. The utility
of the BS equals to the transmission data rate gained from D2D communications, minus
the payment to UEs. Because D2D communications are beneficial for the BS, it is clear
from (3.3) that we must have Ri − cTi ≥ 0. Otherwise, the BS will not choose the D2D
communication.
There are N types of UE pairs, and each type has a probability λi , thus, the expected
utility of the BS can be written as
UBS =

N

i=1

λi (Ri − cTi ) .

(3.4)
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User Equipment Model
The utility function of a type-i UE employed based on a contract (Ti ,Ri ) with D2D is
UUE (i) = θi v(Ti ) − c Ri ,

(3.5)

where v(Ti ), a strictly increasing concave function of T is the evaluation function regarding the rewards, and we have v(0) = 0, v (T ) > 0, and v (T ) < 0 for all T , and c is the
UE’s unit energy cost on providing the committed transmission rate. For simplicity, we
assume c = 1. The utility of a UE is represented by the received rewards minus the cost
in terms of power consumption. Given the utility function in (3.5), the UE will choose
the entry that will maximize its own payoff.

Social Welfare
The network social welfare is the summation of the BS’s and UEs’ utilities. As the
number of D2D UE transmitters and number of UE types are all equal to N, the number
of UE that belongs to each type is 1. Assume that the distribution of the UE type is
uniform, summing up (3.3) and (3.5) from 1 to N, we have
=

N
N


[UBS (i) + UUE (i)] =
[θi v(Ti ) − cTi ].
i=1

(3.6)

i=1

The transmission rate is the internal transfer between the BS and UE and is canceled out.

3.2.3

Contract-Based Solution
In this subsection, we solve the BS’s network capacity maximization problem. First,
we derive the necessary constraints that can guarantee the feasibility of the contract.
Second, we formulate the optimization problem and extend to the continuum type case.
Finally, we study a practical implementation.

Conditions for Contract Feasibility
To ensure that the UE has an incentive to offload traffic from BS to D2D, the designed
contracts should satisfy the following constraint.
definition 3.2 Individual Rationality (IR): The contract that a UE with type-i selects
should guarantee that UUE (i) is nonnegative,
UUE (i) = θi v(Ti ) − Ri ≥ 0,

i ∈ {1, . . . ,N }.

(3.7)

To stimulate a UE’s participation, its power consumption during D2D communication
should be compensated by the received rewards. If UUE (i) < 0, the UE will not choose
to participate in D2D communications. In this case, the UE will sign the contract of
(T (0),0).
If a UE with type-i chooses the contract (Tj ,Rj ) designed for a type-j UE, the utility
of the type-i UE is given by
UUE (i) = θi v(Tj ) − Rj ,

i,j ∈ {1, . . . ,N },

i = j.

(3.8)
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As we previously discussed, we want to design a contract so that type-i UE prefers
the (Ti ,Ri ) contract over all the other options. In other words, a type-i UE receives the
maximum utility when selecting contract (Ti ,Ri ). The contract is known to be as a selfrevealing contract if and only if the following constraint is satisfied.
definition 3.3 Incentive Compatible (IC): UEs must prefer the contract designed
specifically for their own types, i.e.,
θi v(Ti ) − Ri ≥ θi v(Tj ) − Rj ,

i,j ∈ {1, · · · ,N },

i = j.

(3.9)

The IR and IC constraints are the basic conditions needed to ensure the incentive
compatibility of a contract. Beyond the IR and IC constraints, there are several more
conditions that must be satisfied.
lemma 3.4 For any feasible contract (T,R), Ti > Tj if and only if θi > θj , and
Ti = Tj if and only if θi = θj .
Proof We prove this lemma by using the IC constraint in (3.9). First, we prove the
sufficiency: If θi > θj , then Ti > Tj .
According to the IC constraint, we have
θi v(Ti ) − Ri ≥ θi v(Tj ) − Rj
with i,j ∈ {1, · · · ,N },

and

(3.10)

θj v(Tj ) − Rj ≥ θj v(Ti ) − Ri ,

(3.11)

i = j . We add the two inequalities together to get
θi v(Ti ) + θj v(Tj ) ≥ θi v(Tj ) + θj v(Ti ),
θi v(Ti ) − θj v(Ti ) ≥ θi v(Tj ) − θj v(Tj ),

(3.12)

v(Ti )(θi − θj ) ≥ v(Tj )(θi − θj ).
As θi > θj , we must have θi − θj > 0. Divide both sides of the inequality, and we
have v(Ti ) > v(Tj ). From the definition of v(T ), we know that v is a strictly increasing
function of T . As v(Ti ) > v(Tj ) holds, we must have Ti > Tj .
Second, we prove the necessity: if Ti > Tj , then θi > θj . Similar to the first case,
we start with the IC constraint in (3.10)–(3.12). Using a similar process, we can obtain
θi [v(Ti ) − v(Tj )] ≥ θj [v(Ti ) − v(Tj )].

(3.13)

As Ti > Tj > 0 and v(T ) is strictly increasing with T , we must have v(Ti ) > v(Tj )
and v(Ti ) − v(Tj ) > 0. Consequently, by dividing both sides of the inequality, we get
θi > θj . Thus, we have proved that θi > θj if and only if Ti > Tj .
Using the same process we can easily prove that Ti = Tj if and only if θi = θj .
From Lemma 3.4, we know that if θj < θi , then Tj < Ti must hold. As a result, a UE
of high type should receive more reward than a UE of low type. If two UEs receive the
same reward, they must belong to the same type, and vice versa. Given the assumption
in Definition 3.1 that θ1 < · · · < θi < · · · < θN , we have T1 < · · · < Ti < · · · < TN .
Indeed, we can give a definition of this property.
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definition 3.5 Monotonicity: For any feasible contract (T ,R), the reward T follows
0 ≤ T 1 < · · · < Ti < · · · < TN .

(3.14)

Monotonicity implies that the UEs of higher type, i.e., with higher preference toward
participation. With the property in monotonicity, we can have the following proposition.
proposition 1 As a strictly increasing function of T , the contribution R satisfies the
following condition intuitively
0 ≤ R1 < · · · < R i < · · · < R N .

(3.15)

Proposition 1 shows that an incentive compatible contract requires high performance
of UE if it receives a high reward and vice versa.
lemma 3.6
satisfy

For any feasible contract (T ,R), the utility of each type of users must
0 ≤ UUE (1) < · · · < UUE (i) < · · · < UUE (N).

(3.16)

Proof From Definition 3.5 and Proposition 1 we know that UEs who ask for more
rewards must be able to provide larger transmitting rates. In other words, the two constraints Ti > Tj and Ri > Rj are imposed together. If θi > θj , we have
UUE (i) = θi v(Ti ) − Ri ≥ θi v(Tj ) − Rj

(I C)

> θj v(Tj ) − Rj = UUE (j ).

(3.17)

Now we have UUE (i) > UUE (j ) when θi > θj . As θ1 < · · · < θi < · · · < θN , then
0 ≤ UUE (1) < · · · < UUE (i) < · · · < UUE (N).
Consequently, a higher type UE will have more utility than a lower-type UE. Based
on the IC constraint and two lemmas, we can arrive at the following conclusions. If a
UE with a higher-type chooses the contract intended for a lower-type UE, even though a
smaller transmission data rate is requested from the BS, the less reward will deteriorate
UE’s utility. In addition, if a UE with a lower type chooses a contract designed for a
higher-type UE, the rewards cannot compensate the cost in power consumption for the
high transmission data rate, and thus the cost surpasses the gain. Overall, the UE can
receive the maximum utility, if and only if it chooses the contract that designs for its
type. As a result, we can guarantee that the designed contracts are self-revealing.

Optimal Contract
Given the feasibility constraints of a contract, in the following, we will formulate the
system optimization problem in both discrete and continuum type cases.

Case of Discrete Type
Under the information asymmetry, the only information available at the BS is the probability λi with which a certain UE might belong to type θi . Our main goal is to maximize
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the utility of the BS, which represents the increased data rate when D2D is underlaid.
Therefore, the problem can be posed as the following maximization problem:
max

N


(T ,R)

λi (Ri − cTi ) ,

(3.18)

i=1

s.t.
(a) θi v(Ti ) − Ri ≥ 0,
(b) θi v(Ti ) − Ri ≥ θi v(Tj ) − Rj ,
(c) 0 ≤ T1 < · · · < Ti < · · · < TN ,
i,j ∈ {1, · · · ,N },

i = j.

where constraints (a) and (b) represent the IR and IC, respectively, and (c) represents
the monotonicity condition. This problem is a nonconvex optimization problem, the
solution of which can be found by the following steps:
Step 1: Reduce IR constraints. From (3.18), we can see that in total there are N IR
constraints to be satisfied. However, from Definition 3.1 we know that θ1 < · · · <
θi < · · · < θN . By using the IC constraints, we have,
θi v(Ti ) − Ri ≥ θi v(T1 ) − R1 ≥ θ1 v(T1 ) − R1 ≥ 0.

(3.19)

Consequently, if the IR constraint of the type-1 user is satisfied, the other IR constraints
will automatically hold. Thus, we only need to keep the first IR constraints and reduce
the others.
Step 2: Reduce IC constraints. The IC constraints contain two types of constraints.
Constraint between type-i and type-j, j ∈ {1, · · · ,i − 1} is called downward incentive
constraints (DICs). Specially, constraint between type-i and type-(i-1) is called local
downward incentive constraints (LDICs). At the same time, constraint between type-i
and type-j, j ∈ {i + 1, · · · ,N } is called upward incentive constraints (UICs), and the
constraint between type-i and type-(i+1) is called local upward incentive constraints
(LUICs). First, we show that DICs can be reduced.
Proof As the number of users is N in our model, there exist N(N − 1) IC constraints
in total. Here, we consider three types of users, which follows θi−1 < θi < θi+1 . Then,
we have the following two LDICs
θi+1 v(Ti+1 ) − Ri+1 ≥ θi+1 v(Ti ) − Ri

and

(3.20)

θi v(Ti ) − Ri ≥ θi v(Ti−1 ) − Ri−1 .

(3.21)

In Lemma 3.4 we have shown that Ti ≥ Tj whenever θi ≥ θj > 0, the second
inequality becomes
θi+1 [v(Ti ) − v(Ti−1 )] ≥ θi [v(Ti ) − v(Ti−1 )] ≥ Ri − Ri−1

and

(3.22)

θi+1 v(Ti+1 ) − Ri+1 ≥ θi+1 v(Ti ) − Ri ≥ θi+1 v(Ti−1 ) − Ri−1 .

(3.23)

Thus, we have
θi+1 v(Ti+1 ) − Ri+1 ≥ θi+1 v(Ti−1 ) − Ri−1 .

(3.24)
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Therefore, if for type-i UE the LDIC holds, the incentive constraint with respect to type(i–1) UE holds. This process can be extended downward from type i − 1 to 1 UEs prove
that all DICs hold,
θi+1 v(Ti+1 ) − Ri+1 ≥ θi+1 v(Ti−1 ) − Ri−1
≥ ···

(3.25)

≥ θi+1 v(T1 ) − R1,
N > i ≥ 1.

As a result, we have completed the proof that with the LDIC constraint, all the DICs
hold, that is
θi v(Ti ) − Ri ≥ θi v(Tj ) − Rj ,

N ≥ i > j ≥ 1.

(3.26)

Second, we show all the UICs can be reduced.
Proof

From the IC constraint we have the following two LUICs
θi−1 v(Ti−1 ) − Ri−1 ≥ θi−1 v(Ti ) − Ri

and

θi v(Ti ) − Ri ≥ θi v(Ti+1 ) − Ri+1 .

(3.27)
(3.28)

In Lemma 3.4 we have shown that Ti ≥ Tj whenever θi ≥ θj > 0, the second
inequality can be derived as
Ri+1 − Ri ≥ θi (v(Ti+1 ) − v(Ti )) ≥ θi−1 (v(Ti+1 ) − v(Ti )) and
θi−1 v(Ti−1 ) − Ri−1 ≥ θi−1 v(Ti ) − Ri ≥ θi−1 v(Ti+1 ) − Ri+1 .

(3.29)
(3.30)

Thus, we have
θi−1 v(Ti−1 ) − Ri−1 ≥ θi−1 v(Ti+1 ) − Ri+1 .

(3.31)

Consequently, if for type − (i − 1) UE, the incentive constraint with respect to type − i
UE holds, then all UICs are also satisfied. This process can be extended upward from
type i + 1 to N UEs prove that all UICs hold,
θi−1 v(Ti−1 ) − Ri−1 ≥ θi−1 v(Ti+1 ) − Ri+1

(3.32)

≥ ···
≥ θi−1 v(TN ) − RN ,
N ≥ i > 1.
As a result, we have completed the proof that with the LUIC constraint, all the UICs
hold, i.e.,
θi v(Ti ) − Ri ≥ θi v(Tj ) − Rj ,

1 ≤ i < j ≤ N.

(3.33)
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Indeed, with the monotonicity condition Ti−1 < Ti , the LDIC:
θi v(Ti ) − Ri ≥ θi v(Ti−1 ) − Ri−1,

(3.34)

can easily imply that the LUIC
θi−1 v(Ti ) − Ri ≤ θi−1 v(Ti−1 ) − Ri−1,

(3.35)

can be satisfied, and thus can be reduced. Consequently, we have proved that, with the
LDIC, all the UICs are reduced.
Step 3: Solve the optimization problem with reduced constraints. We can reduce
the set of UICs and DICs, and only the set of LDICs and monotonicity condition are
binding. Thus, the optimization problem reduces to
max

N


(T ,R)

λi (Ri − cTi ) ,

(3.36)

i=1

s.t.
(a) θ1 v(T1 ) − R1 = 0,
(b) θi v(Ti ) − Ri = θi v(Ti−1 ) − Ri−1,
(c) 0 ≤ T1 < · · · < Ti < · · · < TN ,
i ∈ {1, · · · ,N }.
In order to solve this problem, first, we need to formulate and solve the relaxed
problem without considering the monotonicity condition and then utilize the standard
procedure of the Lagrangian multiplier. At last, we check whether the solution to this
relaxed problem can satisfy the monotonicity condition [41].
The optimal contract derived from this optimization problem will give zero utility for
the lowest type of UEs. If N = 2, and there are only two types of UEs, i.e., the high
one and the low one. The low type UEs will obtain a zero utility, and the high type UEs
can get a positive utility. Generally, when N > 2, similar conclusions can be found in
[41, 45, 46] that all the other types of UEs can get positive utilities except for the lowest
type UE, which will get a zero utility.

Case of Continuum Type
In the previous case, there are N types of UEs from θ1 to θN . In practice, the number
of UEs’ types can be infinite. In the sequel, we give an analysis about the continuum
type case with type θ, which has the probability density function (PDF) f (θ) (with
cumulative distribution function (CDF) F (θ) on the interval [θ,θ]. The contract that
the BS offers to the UE is written as [T (θ),R(θ)]. T is monotonically increasing in R
as in the discrete case. If no trading happens between the BS and UE, the contract is set
as T (θ) = 0 and R(θ) = 0. Similar to the discrete type case, we can write the BS’s
optimization problem as
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{T (θ),R(θ)} θ



R(θ) − cT (θ) f (θ)d θ,
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(3.37)

s.t.
(a) θv[T (θ)] − R(θ) ≥ 0,
 − R(θ),

(b) θv[T (θ)] − R(θ) ≥ θv[T (θ)]
 ∈ [θ,θ].
θ, θ
Condition (a) is the IR constraints, and (b) represents the IC constrains. To solve this
continuum type case problem, we follow the similar process as the discrete type case
and begin by reducing the IR and IC constraints.
Step 1: Reduce IR Constraints. We first reduce the number of the IR constraints as
done in the discrete case. Because the IC constraints hold, we have
θv[T (θ)] − R(θ) ≥ θv[T (θ)] − R(θ)

(3.38)

≥ θv[T (θ)] − R(θ).
As a result, if the IR constraint of θ is satisfied, the IR constraints for all the other values
of θ will automatically hold. Consequently, replace the IR constraints by
θv[T (θ)] − R(θ) ≥ 0.

(3.39)

Step 2: Reduce IC constraints. To reduce the IC constraints, we give Lemma 3.7 that
uses two other constraints, to replace all IC constraints [41].
lemma 3.7
1.

The IC constraint is equivalent to the following two conditions:

Monotonicity
dT (θ)
≥ 0.
dθ

2.

(3.40)

Local incentive compatibility

dT (θ)
(3.41)
= R (θ),θ ∈ [θ,θ].
dθ
Proof Monotonicity can be easily verified following the steps in Lemma 3.4 and Definition 3.5. The local incentive compatibility can be proved by contradiction. Suppose
we have the monotonicity and local incentive compatibility, and the IC constraint does
 that violates the IC constraint, i.e.,
not hold. Then, we have at least one θ
θv [T (θ)]

 − R(θ).

0 ≤ θv[T (θ)] − R(θ) < θv[T (θ)]

(3.42)

 we get
Integrating it from θ to θ,

 θ 
dT (x)
(3.43)
− R (x) dx > 0.
θv [T (x)]
dx
θ

 θ 
From the local incentive compatibility, we know θ xv [T (x)] dTdx(x) − R (x) dx = 0.
 from the monotonicity we have θ dv(T (x)) ≤ x dv(T (x)) . Therefore, we
If θ < x < θ,
dx

have

dx
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θ



θ

θv [T (x)]


dT (x)
− R (x) dx < 0.
dx

(3.44)

 we can also get a contradicConsequently, we see a contradiction. Similarly, if θ > θ,
tion. As a result, the two conditions, monotonicity and local incentive compatibility, can
guarantee the UE’s incentive compatibility constraints.
Step 3: Optimization problem with reduced constraints. Finally, the BS’s optimization
problem can be given by

max

θ

(T (θ),R(θ)) θ




R(θ) − cT (θ) f (θ)d θ,

(3.45)

s.t.
(a) θv[T (θ)] − R(θ) ≥ 0,
dT (θ)
(b) θv [T (θ)]
= R (θ),
dθ
dT (θ)
(c)
≥ 0,
dθ
θ ∈ [θ,θ].
Constraints (a) and (b) represent the IR and IC constraints, and constraint (c) is the
monotonicity condition. The procedure to solve this problem is similar to the discrete
type case problem. First, we do not consider the monotonicity condition and solve the
relaxed problem only with constraints (a) and (b). Then, we check whether the solution
meets the monotonicity condition.

Practical Implementation
By solving the optimization problem, we can get the optimal contract that stimulates
UEs to participate in D2D communications. To implement in a practical D2D underlaid
networks, we can follow the next steps. From the system model, we have the initial
information such as the cellular network radius S, the cellular users’ transmit power Pc ,
the number of UE types N, and the probability λi that UE belongs to type θi . With
those initial values, the BS can obtain the optimal contract (T ,R). Once there are UEs
requesting some contents, the BS acts the following stages.
In the first stage, UEs request for certain contents, and the BS detects if the requested
contents are locally accessible in adjacent UEs who is located within the D2D communication distance L. If the content is locally available, the BS sends the optimal contracts
to the candidate UEs. By evaluating the contracts, UEs send feedback signals to inform
the BS whether they are willing to join by estimating their utility. After collecting the
feedback from UEs, the BS signs the contracts with the joining UEs. Otherwise, the BS
will serve the content requester by itself, which is the same case if the content is not
locally available.
After the contracting stage, the participating UEs set up the D2D communication
and forward the contents to the requester. The BS coordinates the communication by
sending control signals and also receives feedback from UEs. If the UEs successfully
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finish the transmission, the BS will give rewards to the participating UEs according to
their signed contracts. Otherwise, i.e., the transmission failed, the BS will serve the
requester directly, and the “employed” UEs will not receive any reward. The D2D
communication algorithm is summarized in the proposed Algorithm, which elaborate
the implementation steps of the theoretical model.

3.2.4

Simulation Results and Analysis
Next, we first demonstrate the contract feasibility and then evaluate the system performance in the D2D underlaid cellular networks.
We denote the optimal contract by information asymmetry. For comparison purposes,
we introduce another two incentive mechanisms, the first one of which is the optimal
contract under no information asymmetry (i.e., the BS knows the specific types of UEs),
which is the optimal outcome and serves as the upper bound. The second one is linear
pricing mechanism which is also under the information asymmetry that the BS is not
aware of the UE type. In this linear pricing mechanism, the BS will only give a unit
price P for data rate, and the UEs will request the amount of reward T corresponding
to a certain amount of data rate to maximize their own utilities.
We assume N = 20 and give the simulation with 20 types of UEs. For simplicity, we
consider a uniform distribution of the UE type, i.e., λi = 1/N. We set the unit payment
cost of the BS c = 0.01. The other physical layer parameters in this model are listed in
Table 3.1.

Contract Feasibility
Monotonicity
In Figure 3.4(a,b), the required transmission data rate and rewards of different types of
UEs are depicted to show the contract monotonicity. In Figure 3.4(a), it can be seen
that the required transmission data rate increases with the UE type, which is consistent
with the system model. The differences among the three mechanisms is that the required
data rate under no information asymmetry and linear pricing are linear function of type,
and it is a concave function of type under information asymmetry. Among the three
mechanisms, the no information asymmetry contract requires the highest data rate from

Table 3.1 Physical layer parameters
Parameter

Value

Cellular area radius
Maximum D2D distance
number of UE types
Noise spectral density
Noise figure
Antenna gains
Transmit power

500 m
30 m
20
−174 dBm/Hz
9 dB at device
BS: 14 dBi; Device: 0 dBi
BS: 46 dBm; Device: 23 dBm
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No information asymmetry
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5
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Figure 3.4 Contract monotonicity and incentive compatibility: (a) data rate, (b) rewards, and (c)
utility of UE. © 2017 IEEE. Reprinted, with permission, from Zhang et al. 2017.

UEs, followed by the optimal contract under information asymmetry. The lowest data
rate is required under the linear pricing mechanism. Similarly, the reward trend shown
in Figure 3.4(b) also demonstrates our assumption that reward T is a strictly increasing
function of the UE type.

Incentive Compatibility
In Figure 3.4(c), the incentive compatibility of the designed contracts are evaluated.
The utilities of UEs with type-5, type-10, and type-15 UEs are shown when selecting
all the contracts offered by the BS. The utility of each user is concave. Each UE can
achieve their maximal utility, if and only if it selects the type of contract that is intended
its own type, as shown clearly in Figure 3.4(c). Thus, by designing a contract in this
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form, the type of UE will be automatically revealed to the BS after its selection. In other
words, the optimal contract under information asymmetry enables the BS to break the
information asymmetry and retrieve the information related to the UE type. In addition,
Figure 3.4(c) shows that when the three types of users select the same contracts, their
utilities follow the inequality u5 < u10 < u15 . This corroborates the result shown by
(3.16) in Lemma 3.6 that the higher the type of the UE, the larger the utility it can receive
when selecting the same contract.

System Performance
To evaluate the performance of the D2D underlaid cellular network, we study the
impacts of different parameters on the utility of BS, UE, and social welfare.

The UE Type
First we take a closer look at the three values of different type UEs in Figure 3.5. The
monotonicity of the contract can be seen in the three figures that the higher the UE type,
the larger utility it will bring to the BS and the UE, as well as the social welfare.
It is illustrated in Figure 3.5(a) that the BS achieves the highest utility without information asymmetry, because the BS knows the specific type of UEs. However, we can
see that the solution with information asymmetry yields a utility for the BS that outperforms the linear pricing case. Here, even though the optimal contract under information
asymmetry can force the UEs to reveal their types, the exact value of the UE type is still
unaware to the BS. Hence, the BS can only achieve a near optimal utility under information asymmetry, which is always upper bounded by the no information asymmetry case.
The linear pricing mechanism, which does not place any restriction on the UEs’ choice
of contract and less information, can be retrieved and prevents the BS from obtaining
more utility.
In Figure 3.5(b), we compare twenty types of UEs’ utilities. This result proves the
monotonicity of the contract that the higher the type of UE, the larger the utility it can
receive under information asymmetry. All types of UEs enjoy a positive utility except
the lowest type (i.e., type-1) UE, which is consistent with our conclusion. But the UE’s
utility keeps 0 disregarding the type of UE under no information asymmetry. This is due
to fact that when the BS is aware of the UE’s type, it will adjust the designed contracts to
maximize its own utility while leaving the UE a zero utility. In summary, linear pricing
gives the UEs the highest utility, followed by the optimal mechanism under information
asymmetry, then the ideal case with no information asymmetry. Nevertheless, some
of the UEs with high type can obtain higher utility from the optimal contract under
information asymmetry than linear pricing.
In Figure 3.5(c), the social welfare shows similar performance with that of the BS.
One interesting point is that, the social welfare of the highest type UE has the same value
under no information asymmetry and information asymmetry. This is in accordance with
the conclusion that the highest type of UE results in an efficient trading as if there is no
information asymmetry. For other high-type UEs under no information asymmetry, they
also have near optimal efficient trading with the BS. The linear pricing mechanism gives
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Figure 3.5 System performance of different type UEs: (a) utility of BS, (b) utility of UE, and
(c) social welfare. © 2017 IEEE. Reprinted, with permission, from Zhang et al. 2017.

the lowest social welfare (i.e., trading efficiency) because no information retrieving
strategy has been employed.

The Cellular Network Size
In a small network, cellular communication will generate severe interference on D2D
links, which will decrease the transmission data rate of UEs. The interference decreases
as the size of network increases. The impact of network size on the system performance
is shown in Figure 3.6.
In Figure 3.6(a,b), we show the utility of the BS and UEs with the different cellular
network sizes, when both transmission power and antenna gain of the BS are fixed. As
the size of cellular decreases, D2D UE pairs and cellular UEs are located in a denser
area and suffering from a larger interference from other cellular and D2D UEs. As a
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Figure 3.6 The system performance when the size of cellular network varies: (a) utility of BS,
(b) utility of UEs, and (c) social welfare. © 2017 IEEE. Reprinted, with permission, from Zhang
et al. 2017.

result, the transmission data rate decreases, as well as the rewards. Thus, the utilities of
the BS and UE also decrease.
From Figure 3.6(a), BS achieves the maximum utility under no information asymmetry. This is followed by the optimal contract under information asymmetry. Linear
pricing gives the worst utility of the BS compared to those of the other schemes. The
utility of the UE has a similar property as shown in Figure 3.5(b) that the UE utility
under no information asymmetry remains 0. The UE achieves the maximal utility by
linear pricing, followed by the optimal contract under information asymmetry. The UEs
benefit from information asymmetry, while the BS can increase its utility by removing
information asymmetry.
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Figure 3.6(c) shows the differences in the social welfare under the three different
contracts. Social welfare under no information asymmetry achieves the highest among
the other two schemes. As the BS is informed of the UE type, the transaction achieves
the highest efficiency. Next, it is followed by the optimal contract achieved under information asymmetry. Linear pricing presents the worst efficiency. The optimal contract
achieved under information asymmetry achieves near optimal social welfare, as it breaks
the information asymmetry when the UEs select contracts, their types are revealed to the
BS automatically. Linear pricing does not account for any type of information and thus
has the lowest social welfare.

Maximum D2D Communication Distance
When the size of cellular network and the BS transmission power are fixed, the interference from cellular communication is in a certain range. Under this condition, we
change the maximum transmission distance of D2D pairs to see the effects on system
performance, as shown in Figure 3.7.
For the utility of the BS and UEs, they still exhibit similar properties as in Figure 3.6(a,b). The BS’s utility is maximized under no information asymmetry, followed
by information asymmetry and linear pricing. The UE achieves the maximal utility
under linear pricing and is followed by information asymmetry and no information
asymmetry, which is 0 all the time. The highest social welfare is achieved under no
information asymmetry, followed by information asymmetry, and linear pricing has the
worst social welfare.

Number of UE Types
Figure 3.8 depicts the system performance when the number of UE types varies, while
the other parameters are fixed. It can be seen that an increase in the number of types
automatically trigger an increase in the total number of UE pairs. As a result, the utilities
of the BS and UE and the social welfare will also increase.
Similar to the conclusions drawn from Figures 3.6 and 3.7, the BS has the highest utility under no information asymmetry, followed by the optimal contract under information
asymmetry. Linear pricing still achieves the worst utility to the BS. Linear pricing can
reach the highest UE utility, the optimal contract under information asymmetry gives
the second highest one, and the no information asymmetry keeps 0. The case under
no information asymmetry achieves the highest social welfare among all schemes. The
optimal contract under information asymmetry yields the second highest social welfare.
Linear pricing achieves the lowest efficiency in social welfare.

3.2.5

Conclusions
In this example, a contract-theoretic model for stimulating UEs to participate in underlaid D2D communication is studied. Under the information asymmetric environment
where the UEs’ preferences are not known by the BS, a self-revealing mechanism
based on the contract theory is investigated. Also, the discrete type case and continuum
type case are studied. Numerical results are provided to demonstrate that our approach
can efficiently stimulate UEs to participating in D2D communications. Moreover, the
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optimal contracts under information asymmetry have been proved to have a comparable
performance to the ideal case with no information asymmetry and higher performance
than linear pricing when not trying to retrieve any information at all.

3.3

Example 2: Multidimensional Incentive Mechanism in Mobile
Crowdsourcing with Moral Hazard

3.3.1

Introduction
Recently, people are used to access various sophisticated location-based services (e.g.,
Google Maps and Yelp) by their smartphones via/through wireless access networks
[47]. Most location-based services are essentially based on crowdsourcing, a technology
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that requires a user to regularly transmit data to the service provider, called henceforth
principal. The data is collected using the embedded sensor such as GPS, accelerometer,
digital compass, gyroscope, and camera, or users themselves [22]. Once the data is
aggregated and processed by the principal, the location-based service is provided to
the end users with some charges or for free. A simple example of crowdsourcing is
illustrated in Figure 3.9. One popular application is the Google live auto traffic map.
Users transmit their traffic information, which includes the time, location, and velocity,
to Google. Google collects and processes the data to provide free live traffic maps to
mobile users [48].
With the dramatic growth in the global location-based service market and the rapid
development of big data technology, more data and user participation are required to
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Figure 3.9 An illustration of crowdsourcing. © 2017 IEEE. Reprinted, with permission, from

Zhang et al. 2017.

support more sophisticated services [49]. Although the users enjoy the satisfaction from
using the location-based services, there are many concerns that can stop users from
providing location based data to the principal. In a crowdsourcing activity, participating users contribute their effort, time, knowledge, and/or experience and consume
the battery power and computing capacity of their smartphones. In addition, the users
expose their locations with potential privacy threats [26]. Thus, many users hesitate to
participate because of these concerns, which becomes a serious impediment to the development of location-based services [50]. As a result, necessary incentive mechanisms that
motivate the users to participate in crowdsourcing are needed to address those critical
demands.
There is an urgent need to alleviate these challenges by providing incentive mechanisms to the users. Authors in [25] provide a design that gives users a one-time reward
after they have completed a certain task. This design has a potential problem that lies
in its inability to provide continuous incentives to users, so that users can stay active
after receiving the rewards [24]. Similar to the labor market, which provides effortbased reward, several researchers have studied this problem by providing users with
the amount of reward that is based on their performances. The works in [26, 31] have
constructed the performance- and reward-dependent function for users that creates maximum profit for the principal.
The works mentioned above reveal that it is necessary to provide incentives for a user
to join in crowdsourcing. However, besides these insights, the simplified model, which
has only one dimension, is too abstract to capture some critical features of the user’s
contributions because users are assigned to work on several different tasks [51]. For
instance, a user’s contribution to Yelp application includes many dimensions and cannot
sufficiently be reduced to a simple problem of effort choices. Users of these applications
not only make location-based activities, such as checking-ins, uploading photos, and
writing reviews for the merchants, but also they are encouraged to invite new friends
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to register and give suggestions or feedbacks to the website to determine the future
overall strategy. Generally speaking, in real-world crowdsourcing, the user’s features
are considerably larger than described in the previous literature, and the variables in
the contract that can be conditioned are much more difficult to accurately observe or to
specify.
One-dimensional incentive mechanisms cannot be seen to be practical, due to the
complexity of real-world scenarios. In addition, other concerning details also arise if
we only design the rewards according to one aspect of their performance [52]. Still
considering Yelp applications, suppose we introduce a design that makes a user’s reward
based on the number of his/her reviews, an advantage of this mechanism being that it
provides an independent measure of the user’s performance. However there is also a
disadvantage in that it measures only a part of what users are encouraged to contribute
to the website. In other words, if the crowdsourcing is a single-task problem, in which
the only thing a user needs to do is write reviews, the quality of a review such as length,
correctness, and objectiveness is not considered. If the crowdsourcing is a multitask
problem such as Yelp, the other tasks, such as checking-ins, uploading photos, and
inviting friends, will be ignored. In summary, this policy will definitely induce users
to overwhelmingly focus on the rewarded part and to neglect the other parts that can
enhance the content of the crowdsourcing activity [53].
Consequently, a desired mechanism can both reward a user’s effort in a comprehensive way and drive a user’s incentive to undertake the actions that affect in return
the principal’s utility. To capture the incentive problem in crowdsourcing, the onedimensional incentive mechanism needs to be modified and expanded to multiple
dimensions. At least, the user’s action set must include the range of different tasks
she/he is responsible for. Moreover, performance measures must be multidimensional
rather than one-dimensional for all, so that the principal can drive users’ incentives by
assigning different reward weights to different tasks [54].
Based on this observation, we offer a contract that combines different components of
users’ contributions and allocates different weights on their performances to stimulate
them to provide good performance to the principal. The moral hazard model gives us a
useful tool to design such a mechanism that can solve the employees’ multidimensional
incentive problems when performing multiple tasks [23]. From the principal’s perspective, it “employs” the users to upload location-based information and rewards them from
multidimensional aspects. The principal makes its profit by extracting useful information from the collected data, which also incurs a cost such as the reward given back to
users. As a result, to maximize its own payoff, the principal needs to find an optimal
mechanism that can properly reward users’ efforts and drive users’ incentives [40].
The key points of this example [55] are summarized as follows. First, a performanceand reward-consistent contract framework is studied, which is intended to maximize
the principal’s utility as well as to provide users with a continuous incentive to participate in crowdsourcing activities. Second, we extend the incentive mechanism from
one-dimension to multidimension, which characterizes the general case in practice and
provides comprehensive reward options to end users. Third, a detailed analysis of the
multidimensional case is conducted, which accounts for the scenarios such as zeros

3.3 Multidimensional Incentive Mechanism in Mobile Crowdsourcing

69

incentive, missing incentive clauses, and grouping of tasks. Finally, through simulations,
different parameters’ impacts on the optimal reward package are revealed, and the principal’s utilities under six different incentive mechanisms are also compared. The results
show that by using the incentive mechanism, the principal maximizes the utilities, and
the users obtain the continuous incentives to participate in the crowdsourcing activity.
The remainder of this example is organized as follows. First, we will introduce
the network model in Section 3.3.2. Second, the problem formulation is described
in Section 3.3.3, where we also provide an extended analysis of the multidimensional
case. Next, the performance evaluation is conducted in Section 3.3.4. Last, Section 3.3.5
draws conclusions.

3.3.2

System Model
In this subsection, first we introduce the principal-user model by designing the reward
options provided by the principal. Second, we formulate the utility functions of both
the user and the principal. Next, we model crowdsourcing as a multitask problem, in
which there are n different tasks that a user can work on and will be rewarded based on
performances on the different tasks.

Operation Cost
When crowdsourcing for the principal, the user has an operation cost that is consumed
by signal processing, execution, and data uploading activities, beyond power consumption due to data transmission. However, the operation cost is not only restricted to the
power consumption, but also accounts for the user’s effort, time, knowledge, and/or
experience. Consider a user who participates in a crowdsourcing activity and makes
a one-time choice of a vector of efforts a = (a1, . . . ,an ), n ≥ 1, for those tasks.
When exerting efforts, the operation cost incurred is defined in the following quadratic
form [56],
1
(3.46)
ψ(a) = a T Ca,
2
where C is a symmetric n × n matrix with the form of
⎡
⎤
c11 · · · c1n
⎢
.. ⎥ .
..
C = ⎣ ...
.
. ⎦
cn1

(3.47)

· · · cnn

The diagonal element cii of C reflects the user’s task-specific operation cost coefficient, and the off-diagonal elements cij represent the relation between two tasks, i
and j .
The sign of cij implies technological substitutability, complementarity, independency
between two tasks, i and j , if cij > 0, < 0, = 0, respectively. If two tasks are technological substitutable, raising the effort on one task raises the marginal operation cost
of the effort on the other task. Examples of technological substitutability are traffic jam
detection and dynamic route planning. When some of the roads are detected as heavily
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congested, the navigation APP will recalculate the route so that the driver can avoid the
congestion. As a result, more power will be consumed. On the other side, raising the
effort on one task decreases the marginal operation cost of the effort on the other task if
they are technologically complementary. Two technologically complementary examples
are (1) traffic congestion detection and visualization and (2) mapping GPS traces to
road segments and route/travel time estimation. In both examples, good achievements
in one task can ease the workload in the other task, and thus save more power. For
technologically independent tasks, their operation costs are not dependent on how much
effort is exerted on the other tasks. There are many technologically independent examples in crowdsourcing, such as uploading the location, time, and speed in the dynamic
navigation map.
Consequently, the exact form of the operation cost function ψ(a) varies under different scenarios. As a result, the optimal reward varies with the form of the operation
cost functions. Specifically, the user decision on the effort level for one task affects the
marginal operation cost of undertaking other tasks and will be discussed in the next
subsection. In this example, we do not consider the technologically complementary
case because it does not provide further insights into this model, but increases the
mathematical complexity. Therefore, the operation cost coefficient matrix is a positive
semidefinite matrix with every element in C being nonnegative.

Performance Measurement
The location-based data received by the principal may differ from the user’s actual situations. The error may result from the measurement system. For instance, there are usually
GPS position errors due to the device and signal diversity, especially in “urban canyons”
near high buildings or tunnels [57]. Another example is the urban noise mapping system,
where the sound level meter (SLM) has a precision of ±2.7 dB [58]. The phone position
and context can induce errors and enlarge the error variance.
We assume that the effort a the user exerts is hidden information from the principal,
but the user’s contribution can be observed as a vector of information q = (q1, . . . ,qn ),
n ≥ 1, which is considered as the user’s performance. Because of the previously mentioned reasons, i.e., the different measurability on tasks, it is variable of the received
information q [59]. Consequently, the performance of the user is noisy as
q = a + ε,

(3.48)

where the random component ε = (ε1, . . . ,εn ), n ≥ 1, is assumed to be normally distributed with zero mean and covariance matrix . Consequently, the user’s performance
follows the distribution of q ∼ N(a,).
The variance  is a symmetric n × n covariance matrix with the form of
⎡

σ12
⎢ ..
=⎣ .
σn1

···
..
.
···

⎤
σ1n
.. ⎥ ,
. ⎦
σn2

(3.49)
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where σi2 denotes the variance of εi , and σij is the covariance of εi and εj [60].
The variance represents the difficulty to guarantee the correctness of measuring effort
[61] and also indicates the relationship between the effort exerted by the user and
the performance observed by the principal. If the variance is big, the performance
measurement is difficult, and there is a high possibility that the performance is poorly
measured and far away from the true value. An example is the use of a smartphone
microphone as an SLM, which incurs errors when making a phone call or when the
phone is put in a pocket [62]. On the other hand, if the performance is easy to be
measured, the variance will be very small or even zero. For example, the report of time
is an independent measure with zero variance. The covariance of two measurements
exists because the measurement on one task may affect the measurement of the others;
e.g., the detection of a pothole and a bump have a strong connection. Both the principal
and the user will face the measurement cost when integrating multiple tasks, due to this
measurement error.

Reward Package
Inspired by the industrial manager’s reward mechanism that comprises a fixed salary, a
bonus related to the firm’s profits, and a stock-related reward based on this firm’s share
price [63], we define the user’s reward package w in crowdsourcing as a linear combination of a fixed salary and several performance-related rewards [64]. By modeling the
reward options offered by the principal as a linear form, the reward package w a user
receives by joining in the crowdsourcing activity can be given by
w = t + s T q,

(3.50)

where s = (s1, . . . ,sn ), n ≥ 1, is the reward related to the user’s performance q, and t
denotes the fixed reward salary, which is a constant and is independent of performance.
As q is a random variable that follows q ∼ N(a,), the reward package w is also
a random variable with mean t + s T a. From the scaling property of covariance, we
know that V ar(s T q) = s T s. As a result, the reward package follows the distribution
w ∼ N(t + s T a,s T s).
Now, we can investigate the contract that is offered by the principal as (a,t,s), where
t is a constant value and a and s are n × 1 vectors. Under this contract, the principal
offers the user a reward package that includes a fixed salary t and n performance-related
rewards (s1, . . . ,sn ). Figure 3.10 shows the performance of this contract. The user exerts
effort ai for Task i, which is observed as a performance qi by the principal. The principal
offers a reward related to qi , with the reward assigned to the task as si .

Utility of User
In this model, we assume the user has constant absolute risk averse (CARA) risk preferences, which means the user has a constant attitude toward risk as income increases.
As a result, user utility is formulated by a negative exponential utility form [65]
u(a,t,s) = −e−η[w−ψ(a)],

(3.51)
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Figure 3.10 The multitask reward contract. © 2017 IEEE. Reprinted, with permission, from
Zhang et al. 2017.

where η > 0 is the agent’s degree of absolute risk aversion
η=−

u
,
u

(3.52)

where u is the user’s utility function. A larger value of η means more incentive for the
user to implement the effort. The utility and operation cost of the user are measured in
such monetary units that they are consistent with the reward from the principal.
From (3.51), the user’s utility is a strictly concave and increasing function. For reducing computation complexity, we can make use of the exponential form of the utility function and use certainty equivalent as a monotonic transformation of the user’s expected
exponential utility function [66].
proposition 2 The user’s utility can be equally represented in the following form,
which is called certainty equivalent in [66].
1
1
CEu = t + s T a − a T Ca − ηs T s.
2
2

(3.53)

Certainty equivalent consists of the expected reward minus the operation cost and the
measurement cost.

Utility of Principal
In this model, we treat the principal as a “buy and hold” investor, who cares only
about the direct performance of the user [67]. In other words, the principal is not concerned about its profit from the location-based service in the secondary market (e.g.,
advertisement selling). Consequently, the effort a leads to an expected gross benefit of
V (a), which accrues directly to the principal. As a result, we define the utility of the
principal as the expected gross benefits of V (a) minus the reward package w to the user.
Therefore, the principal’s expected utility is written as
U (a,t,s) = V (a) − w,

(3.54)
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where V (·) is the evaluation function, which follows V (0) = 0 and V (·) > 0. Different
from the user who has CARA risk preferences, the principal here is assumed to be
risk neutral, i.e., V (·) = 0. As a result, the expected profit of the principal can be
simplified to
U (a,t,s) = β T a − w,

(3.55)

where β = (β1, . . . ,βn ), n ≥ 1, characterizes the marginal effect of the user’s effort a
on the principal’s utility V (a). Similar to the definition of user’s certainty equivalent,
we can derive the principal’s certainty equivalent as following
CEp = E[βT a − w] = βT a − s T a − t.

(3.56)

Social Welfare
Based on both user’s and principal’s utility functions and certainty equivalent payoffs,
we can get the social welfare defined as their joint surplus: the summation of user’s and
principal’s equivalent certainty
1
1
R = CEu + CEp = βT a − a T Ca − ηs T s.
2
2

(3.57)

The social welfare is the effort exerted by the user, minus the operation cost and the
cost incurred by inaccurate measurement. Note that this expression is independent of
the fixed salary t, which serves as an intercept term in the contract. As a result, the
fixed salary t can only be used to allocate the total certainty equivalent between the two
parties [68]. Later we will show that, under the optimal contract, the social welfare has
the same value as the utility of the principal, because of the reason that the user receives
zero utility in crowdsourcing by receiving the optimal reward package.

3.3.3

Problem Formulation
Based on the system model, the principal’s utility maximization problem is formulated,
while providing the user necessary incentives to participate. The principal’s problem
can be given by
max
a,t,s

U (a ∗,t,s),

(3.58)

s.t. (a) a ∗ ∈ arg max u(a,t,s),
a

(b) u(a ∗,t,s) ≥ u(w),
where u(w) is the reservation utility of the user when not taking any effort (a = 0) in the
crowdsourcing. The principal maximizes its own utility under the incentive compatible
(IC) constraint (a) that the user selects the optimal effort a ∗ , which can maximize its
own utility, and the individual rationality (IR) constraint (b) that the utility user received
should be equal or larger than its reservation utility.
In the following, this problem is first solved in the one-dimensional case. Second,
multiple dimensions will be investigated, which is the general case in reality. Finally,
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we will examine three specific scenarios to have deeper understanding of the multidimensional incentive problem.

One-Dimensional Moral Hazard
When this incentive problem is one-dimensional, i.e., n = 1, the user makes a single effort choice a, and the distribution of the effort measurement error ε reduced to
N (0,σ12 ). Therefore, the user’s performance distribution is q ∼ N (a,σ12 ). Consequently,
the reward package now is written as
w = t + sq,

(3.59)

where s is also a constant value. The user’s operation cost is reduced to
ψ(a) =

1
c11 a 2 .
2

(3.60)

The user’s utility and its certainty equivalent can be written, respectively, as
1

u(a,t,s) = −e−η(t+sq− 2 c11 a )
1
CEu = t + sa − c11 a 2 −
2
2

and
1 2 2
ηs σ1 .
2

(3.61)
(3.62)

Similarly, the principal’s utility and its certainty equivalent form can be given by,
respectively,
U (a,t,s) = βa − w

and

(3.63)

CEp = βa − sa − t.

(3.64)

As stated previously, the certainty equivalent is a monotonic transformation of the
expected utility function. Consequently, maximizing the principal’s and user’s expected
utilities is equivalent to maximizing their equivalent certainty payoffs. As a result, we
can rewrite the optimization problem in terms of their certainty equivalent wealth and
thus obtain the following simple reformulation of the principal’s problem
max (β − s)a − t,
a,t,s


1 2 2
1
∗
2
s.t. (a) a ∈ arg max t + sa − c11 a − ηs σ1 ,
a
2
2
1
1
(b) t + sa − c11 a 2 − ηs 2 σ12 ≥ w,
2
2

(3.65)

where w represents the reservation reward of the user when not joining in the crowdsourcing activity.
It is easy to solve the one-dimensional problem using the first-order approach. In the
first step, we reduce the IC constraint in (a) by taking the first derivative of the user’s
certainty equivalent regarding a, and setting u (a,t,s) = 0. Next, we obtain the effort
a = s/c11 . Accordingly, we substitute the IR constraint in (b) with the optimal effort a ∗
and simplify the principal’s problem to
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+ t − 12 c11 cs11 − 12 ηs 2 σ12 = w.

maxa,t,s
s.t. (a) s cs11
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(3.66)

Substituting for the value of t in the IR constraint and maximizing with respect to s,
we have the fraction of reward s ∗ related to performance in the optimal linear reward
package as
β
.
(3.67)
s∗ =
1 + ηc11 σ12
With s ∗ , we have the optimal effort
a∗ =

β
.
2 σ2
c11 + ηc11
1

(3.68)

Representing t by w, s ∗ , and a ∗ , we obtain the fixed salary t in the optimal linear reward
package as
t∗ = w +

1
1
ησ12 −
2
c11

1
1
ησ12 −
=w+
2
c11

s2


β
1 + ηc11 σ12

(3.69)
2

.

The user’s reward package expressions vary as a function of the stochastic structure
of the performance or the quality of received data to the user’s effort [23]. Under the
single-task problem, the user’s reward package and optimal effort are all decreasing
with the operation cost coefficient and the variance of measurement. In other words, the
higher the operation cost or the more difficulty to measure a performance, the user is
unwilling to exert effort in crowdsourcing.

Multidimensional Moral Hazard
Under the multiple-dimension scenario, i.e., n ≥ 2, the problem is more complicated to
solve. In the sequel, we will first solve the general case where the measurement error
is stochastic dependent, and the user’s effort is technologically dependent. Second, we
move on to the benchmark case with both stochastic and technological independence.
Under stochastic dependence assumption, the error terms are stochastically interacted, i.e., σij = 0. For technologically dependent, the activities are technologically
correlated with each other, i.e., cij > 0, and C is a positive definite matrix.
Similar to the previous subsection, we still use the certainty equivalent model to
solve this multidimensional problem with the following simple reformulation of the
principal’s problem
βT a − s T a − t,


1
1
s.t. (a) a ∗ ∈ arg max t + s T a − a T Ca − ηs T s ,
a
2
2
1
1
(b) t + s T a − a T Ca − ηs T s ≥ w,
2
2
max
a,t,s

(3.70)
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where w also represents a user’s reservation reward when not joining in the crowdsourcing activity. Constraint (a) represents the rationality of the user’s effort choice.
Constraint (b) ensures that the principal cannot force the user into accepting the contract.
Similar to the one-dimensional case, first we solve the optimal problem by reducing
the IC constraints. The user’s certainty equivalent is concave because the second-order
derivative to a is a negative definite matrix −C. Thus, the optimal problem can be solved
by taking the first-order derivative of the user’s certainty equivalent regarding to a, and
set u (a,t,s) = 0. In the matrix differentiation, if we define α = a T Ca, as C is a
symmetric matrix, we have ∂ α/∂a = 2a T C [59]. Because C is symmetric positive
definite, its inverse is existent. As a result, through mathematical derivations, we can
finally get a = C −1 s in this multi-dimensional case. We accordingly substitute the IR
constraint in (b) with the optimal effort a ∗ and simplify the principal’s problem to
max
a,t,s

βT C −1 s − s T C −1 s − t,

(3.71)

1
1
s.t. (a) t + s T C −1 s − (C −1 s)T C(C −1 s) − ηs T s = w.
2
2
Substituting the value of t in the IR constraint to the objective and differentiating the
objective function with respect to s, we have the performance-related reward s ∗ in the
optimal multidimension reward package as
s ∗ = (C −1 + η)−1 C −1 β = (I + ηC)−1 β.

(3.72)

With s ∗ , we have the optimal effort in the multitask case as
a ∗ = C −1 (I + ηC)−1 β.

(3.73)

Representing t by w, s ∗ , and a ∗ , we obtain the fixed salary t in the optimal linear reward
package as
1
t ∗ = w + s T (η − C −1 )s
2
T


1
(I + ηC)−1 β (η − C −1 ) (I + ηC)−1 β .
=w+
2

(3.74)

Comparing the preceding equation with the first-order results, the first-order reward
package is one special case of this general case and can be derived from this general
case directly by setting the matrixes as one dimension (n = 1).
Using (3.72) for s ∗ we can indeed determine how the optimal linear incentive reward
varies with the accuracy of output measures for each task and the operation cost coefficient of each task. Assume when two tasks are technologically substitutable cij > 0,
if the measurability of Task i worsens, that is, σi2 increases, and then, as is intuitive, sj∗
goes up, but si∗ goes down. Thus, there is a measurement complementarity between the
si∗ and sj∗ in the presence of technologically substitutable problems [23].
A higher incentive reward can induce the user to implement a higher effort, but it will
also expose the user to a higher risk. Consequently, it requires a premium to compensate
the risk-averse user for the risk he/she bears. The optimal power of incentive is thus
determined by the trade-off between incentive and insurance.
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Stochastic Independence and Technological Independence
In this benchmark case, the error terms are stochastically independent (i.e., σij = 0, 
is a diagonal matrix), and the tasks are technologically independent (i.e., cij = 0, C is
a diagonal matrix). As a result, the optimal incentive contract for each task is similar to
the single-task problem, and the solution in (3.72) simplifies to
si∗ =

βi
,
1 + ηcii σi2

∀i ∈ {1, . . . ,n}.

(3.75)

The user’s optimal choice of effort becomes
ai∗ =

sii
βi
=
,
cii
(1 + ηcii σi2 )cii

∀i ∈ {1, . . . ,n}.

(3.76)

Representing t by w, s ∗ , and a ∗ , we obtain the fixed salary t in the optimal linear reward
package as

2
1
1
βi
∗
2
.
(3.77)
ησi −
ti = w +
2
cii
1 + ηcii σi2
In this situation, the efforts are independently set because the operation cost of inducing
the user to perform any given task is independent of the other tasks. As expected, s is
decreasing in risk-aversion degree η, operation cost coefficient cii , and measurement
error variance σi2 . We can also show the relationship between reward si and effort ai
from a = C −1 s. As in this technologically independent case, C is a diagonal matrix
with elements cii on the diagonal. As a result, we can take the partial derivatives as
∂si
= cii
∂ai

and

∂ai
= cii−1 .
∂si

(3.78)

Consequently, we see that the reward si for effort ai is decreasing in cii , and the higher
of si , the more effort the user is like to exert.

Extending Analysis
Zero Incentive
One special case is analyzed here, where the principal provides no incentive for some
tasks. In other words, the reward si for Task i is smaller than or equal to zero. In
the general multidimensional case, the optimal effort a is influenced by those crosspartial of C due to technological substitutes. To show how the operation cost coefficients
affect the principal to assign a zero reward, we consider the two-dimensional case with
stochastic independence, i.e., σ12 = σ21 = 0. We assume that Task 2 is easy to measure,
i.e., σ22 is finite and small; while Task 1 is impossible to measure, i.e., σ12 → ∞. From
(3.72), we have the optimal reward for Task 2 under this case by
s2 =

β2 − β1 cc12
11
1 + ησ12 c22 −

2
c12
c11

.

(3.79)

However, as effort a1 is impossible to measure, the reward s1 cannot be determined
either. Under the assumption that Tasks 1 and 2 are technologically substitutes,
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i.e., c12 > 0, if we increase c12 , the reward s2 will decrease correspondingly. If a
high value of s2 is assigned, the user will substitute the effort from Task 1 to Task 2.
There is an extreme case that the user only works for Task 2 but exerts no effort to Task
1, as in the one-dimension case.
proposition 3 When efforts are technologically substitutes, providing incentives for
a given task can be implemented either by increasing the reward for that task or by
reducing the rewards for the other tasks.
In this case, effort a1 cannot be measured, nor can we assign specific reward s1 to
Task 1. As a result, the only way to provide incentives for Task 1 is to reduce the reward
s2 for Task 2. If Task 1 is a critical work that the principal cares about very much, it
may be optimal to punish effort on Task 2 (s2 < 0) or give no reward at all for Task 2
(s2 = 0). In this case, zero incentive happens to Task 2.
√
The second case when zero incentive may happen is when c12 = c11 c22 , the effort
for the two tasks are “perfect substitutes,” i.e., a = a1 + a2 . As a result, we have s1 = s2
as the user must equate the marginal return to effort in various tasks. In the case of
σ12 → ∞, we have s1 = s2 = 0.
The third case when zero incentive happens is that the user has a deep preference for
Task 1. Then it is likely to contribute all its effort even in the absence of any financial
reward. This zero incentive case can be found in many online applications, where the
user receives incentives through the other user’s praise and self-esteem, instead of the
principal’s reward. In this case, the effort choice of the user also equates the marginal
nonfinancial benefit with the marginal cost [23].

Missing Incentive
In certain cases, the incentive mechanism cannot provide all the incentives for all aspects
of user’s contribution. Missing incentive is different from zero incentive that the principal measures the user’s performance on the task in zero incentive, but rewards nothing.
The principal doesn’t take into consideration the user’s contribution on the task, nor give
any reward in the Missing incentive. One example in crowdsourcing is the NoiseTube,
which is designed to measure and map urban noise pollution using smartphones sensors.
The dynamic noise map can be directly constructed by those data, which can be further
used to support decision and policy making in different domains such as public health,
urban planning, environmental protection, and mobility, which will bring far greater
benefits in the future [62]. Even though those contributions are important, the principal
is unable to account for such explicit incentive provisions in actual contracts.
We again adopt the two-dimensional model as in the previous case with stochastic
independence and perfect effort substitutes to illustrate why that contribution should not
be considered. The performance for Task 1 is infeasible to measure, such as attention to
detail or helpful advice. But Task 2 is measurable, such as the quantity achieved in a task.
We additionally assume that Task 1 is “very important” and that both tasks are valuable.
proposition 4 For such a case as described in the previous paragraph, the optimal
reward package should only include a fixed wage t, but contain no performance-related
reward, i.e., s = 0.
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Proof When the principal does not provide any performance-related reward, i.e.,
s = 0, the user chooses the total effort ā that maximize its certainty equivalent in (3.53).
Because the efforts are perfect substitutes, we can choose a1 ∈ [0, ā] to maximize the
utility V (ā) = β 1 a1 + β2 (ā − a1 ) since a = a1 + a2 . In this case, the principal’s utility
will be V (ā) − ψ(ā).
However, if the principal decides to provide the performance-related reward, i.e.,
s > 0, and then user will choose to set a1 as zero because Task 1 is hard to measure, and
thus s1 = 0. In contrast, the user will work on Task 2 with effort a2 = ā. Then, we have
the following inequality for the principal’s utility
1
0 − ψ(a2 ) − ηs22 σ22 ≤ −ψ(ā) < V (ā) − ψ(ā).
(3.80)
2
Consequently, it can be seen that if the principal provides incentives for the user, the
utility will decrease compared to the case when no incentive is provided.
If the principal punishes the user’s effort, i.e., s < 0, the user will not work on Task 2,
and thus s2 = 0. We must have a1 < ā since ψ (a1 ) < 0 = ψ (ā). As a result, the
principal’s utility follows the inequality as
1
V (a1 ) − ψ(a1 ) − ηs12 σ12 < β1 ā − ψ(ā) < V (ā) − ψ(ā).
(3.81)
2
If the principal imposes a fine (negative incentive) on the user’s effort, the utility will
decrease compared to the case when no incentive is provided.
We have proved that only when s = 0, the principal’s utility can be maximized. As
a result, it is optimal to pay a fixed wage t, and there is no performance-related reward,
i.e., s = 0 to the user.

Groupings of Tasks
In the single-user multitask problem, the performance-related rewards (s1, . . . ,sn )
intend three purposes: motivating work, allocating risk, and directing the user’s efforts
among the various tasks [68]. But a trade-off exists when these objectives conflict with
each other. For example, risk-sharing may be inconsistent with motivating work, and
motivating hard work may distort the user’s effort allocation across tasks. If we have
multiple users, the tasks can be grouped, which enables lowering the cost of incentive
using a more sensitive measure of actual performance.
In order to resolve those conflicts, we consider grouping tasks into different jobs that
we can assign to different users. In [69], the authors use applications where various road
and traffic conditions need to be detected. The part of common traffic detection tasks
such as traces, traffic flow speed, and driving patterns can be grouped and assigned
to users with basic sensing functions, such as GPS and accelerometer. The other parts
of the newly introduced tasks, such as the detection of crashes, potholes, and bumps,
can be grouped and assigned to users with a special-purposed device with three-axis
accelerometers.
To present how this grouping of tasks works, first we assume that there is a continuum
of tasks indexed by i ∈ [0,1], and the measurement errors of each task are stochastic
independent. Two identical users indexed by k = 1,2 are considered, and ak (i) is used to
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represent the effort that User k contributes on Task i. Here we assume that the two users
can share a task, and their efforts are perfectly substitutes, i.e., the total effort input for
Task i from both users follows a(i) = a1 (i) + a2 (i). In similar, the measurement error
variance for Task i is σ2 (i). The total effort User k induced on all task is written as
 1
ak (i)di.
(3.82)
āk =
0

proposition 5 Under this symmetric system model, it is optimal to allocate the two
users to be solely responsible for Task i, i.e., sk (i) > 0, and sk (i) = 0, k = k , instead
of jointly responsible for any Task i, i.e., sk (i)sk (i) > 0.
Proof Let I be a set of tasks that both users are jointly responsible, i.e., s1 (i)s2 (i) > 0,
i ∈ I . From (3.82), the total effort that User k induced on the task set I is ak (I ) =
 that we can have
I ak (i)di. Within set I , we can always find another subset I ⊂ I so
a(i)di
=
a
(I
),
where
a(i)
=
a
(i)
+
a
(i).
Similarly,
we
have
1
1
2
I
I a(i)di = a2 (I ),
where I ∪ I = I and I ∪ I = ∅.
By now, we can define a new set of effort and reward package {âk (i), ŝk (i)} for i ∈ I .
1.
2.

If i ∈ I , for Task 1 we set â1 (i) = a(i), ŝ1 (i) = s1 (i). For Task 2 we set
â2 (i) = ŝ2 (i) = 0.
If i ∈ I , for Task 1 we set â1 (i) = ŝ1 (i) = 0, â2 (i) = a(i). For Task 2 we set
ŝ2 (i) = s2 (i),

Followed by this setup, the total effort exerted to each task and the total effort devoted
by each user are unaltered. This scheme will minimize the payment cost for the principal
since some of the rewards are zero for a set of tasks of nonzero measure.
Providing incentives for a user in any task incurs a fixed cost, e.g., the measurement
error. Hence, in the two-dimensional case, assigning combined responsibility for any
task would incur two fixed costs, which is unnecessary. If some tasks are of combined
responsiblity, it is optimal to distribute them among the users without affecting either
the total effort required from each user or the total effort allocated to any task. This
grouping of tasks would possibly eliminate certain users’ risks, therefore increasing the
utilities of both the principal and the users [54].
The issue of how to group the tasks can be found in [68]. For the two-dimensional
case, the tasks should be grouped in a way that all the hardest-to-monitor tasks are
assigned to user 1 and all the easiest-to-monitor tasks are assigned to user 2. Grouping
the tasks according to their measurability characteristics makes it possible for the principal to provide strong incentives for tasks that are easy to measure without fearing that
the user will shift efforts away from other harder-to-measure tasks.

3.3.4

Simulation Results and Analysis
Next, a detailed analysis of reward package in the multidimensional case is presented
first. Then, we will see in the reward package how different reward items vary by
changing the parameters such as the operation cost coefficients and measurement error
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covariance. Finally, we will bring a comparison of the principal’s utility among different
incentive mechanisms.
In the simulation setup, the user’s reservation reward is w = 0 when not joining in the
crowdsourcing (a = 0). User’s utility is not considered here because from the derived
optimal reward package, no matter how those parameters vary, the user’s utility will
remain the same. The optimal reward package will bring the user the same utility as the
reservation utility −e−ηw , which in our case is −1 as we set w = 0.

Optimal Reward Package Analysis
Measurement Error
To investigate the details of how the variance and covariance of measurement error affect
the optimal effort and reward package, we set up the multidimensional space as n = 2.
Because the measurement error covariance matrix is symmetric, there are three variables
that can vary: the variances of measurement error for Task 1 and Task 2: σ12 and σ22 , and
the covariance σ12 /σ21 . The operation cost matrix C and risk-averse degree η are fixed,
and the results in Figure 3.11 are provided, where the first row gives the optimal efforts,
and the second row gives the reward packages.
In Figure 3.11(a, b, d, e), it can be seen how the variances of the measurement error on
the performances affect the user’s selection of efforts for the two tasks and the rewards
offered by the principal. When we change one variance, the other one remains the same.
Figure 3.11(a) shows that the measurement error variance σ12 for Task 1 increases,
the optimal effort a1 for Task 1 decreases, while effort a2 for Task 2 shows opposite
properties. From Figure 3.11(d), as measurement error variance σ12 for Task 1 increases,
reward package w, the fixed salary t and reward s1 are decreasing, while the reward
for Task 2 is increasing. This result is due to the reason that the measurement error
becomes more volatile (σ12 increases), the user’s benefit from Task 1 decreases (s1
becomes smaller), however the share from Task 2 increases so that the user’s utility
can be maintained at the level of reservation utility.
Figure 3.11(b, e) demonstrates similar properties as Figure 3.11(a, d) shows. Here we
fixed σ12 but increase σ22 , and thus Figure 3.11(b, e) shows the opposite trend compared
to the previous case. As σ22 increases, i.e., the measurement error for Task 2 becomes
more volatile, the user prefers to exert more effort for Task 1 instead of Task 2. It can be
seen from Figure 3.11(b) that, the effort for Task 1 is increasing while effort for Task 2
is decreasing. In a similar case, from Figure 3.11(e), the user’s reward from Task 2 and
the fixed salary t are decreasing at the same time, but the reward from Task 1 increases.
If the user’s utility remains the same (i.e., −1) in all situations, from Figure 3.11(d,
e), the reward package offered to the user will mostly rely on the part that is more stable,
such as the reward with fixed measurement error variance: Reward 2 when σ12 increases
and Reward 1 when σ22 increases. In a nutshell, the reward design lowers the proportion
of bonus from the less-predictable part. Using this method, the risk of losing the user’s
incentive in all the situations can be eliminated.
In Figure 3.11(c, f), the impacts of covariance σ12 /σ21 on the optimal effort and
reward package are investigated, while σ12 and σ22 are kept the same. The simulation
results demonstrate that, as the covariance σ12 /σ21 goes up, the optimal effort a and
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Figure 3.11 The optimal effort and reward package as the measurement error covariance  matrix

varies: (a) optimal effort, (b) optimal effort, (c) optimal effort, (d) reward package, (e) reward
package, and (f) reward package. © 2017 IEEE. Reprinted, with permission, from Zhang et al.
2017.
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reward package w are all decreasing. Because we allocate the same operation cost for
Task 1 and Task 2, the optimal effort of them overlaps in Figure 3.11(c). At the same
time, from Figure 3.11(f), within the reward package, Reward 1 and Reward 2 are
decreasing except for the fixed salary t. When the relation between the performance
observed by the principal and the effort devoted by the user becomes more volatile, it
is harder to measure them to an effort. As a result, the user becomes reluctant to devote
effort, and the principal receives less utility and rewards the user less.

Operation Cost
In order to see how the optimal effort and reward package is affected by the operation
cost coefficients, we set up a multidimensional space as n = 2. The operation cost coefficient is a symmetric matrix, and we can vary three elements: task-specific operation
cost coefficient for Task 1 and Task 2: c11 and c22 , and the technologically substitution
coefficient c12 /c21 . The measurement error covariance matrix  and risk-averse degree
η are fixed, and the results in Figure 3.12 are provided, where the first row gives the
optimal efforts, and the second row gives the reward packages as have been done in
Figure 3.11.
It is shown in Figure 3.12(a, b, d, e) how the task-specific operation cost affects the
user’s effort choice for the two tasks and the reward items in the reward package. One
operation cost coefficient is fixed while the other operation cost coefficient is variable.
In Figure 3.12(a), as the operation cost coefficient c11 for Task 1 increases, the optimal
effort a1 for Task 1 decreases, but effort a2 for Task 2 increases. In Figure 3.12(d),
reward package w and reward s1 are decreasing, while the reward for Task 2 and fixed
salary t are increasing. This result is intuitive because if exerting effort for Task 1
encounters more operation cost, (c11 increases), the user will be more likely to switch
effort to Task 2, which consumes less operation.
The similar properties of Figure 3.12(b, e) are shown in Figure 3.12(a, d). Here we
fixed c11 but increase c22 , and thus Figure 3.12(b, e) shows the opposite behavior
compared to the previous case. As c22 increases, i.e., the operation cost for Task 2
increases, the user prefers to devote more effort for Task 1 instead of Task 2. From
Figure 3.12(b), the effort for Task 1 is increasing while effort for Task 2 is decreasing.
Similarly, from Figure 3.12(e), the user’s reward from Task 2 is decreasing. The reward
from Task 1 and fixed salary t go up at the same time.
From Figure 3.12(d, e), the user is more likely to devote effort on the task that has less
operation cost, and thus the reward package will reward more on the task with a smaller
operation cost coefficient. As a result, the principal Reward 2 when c11 increases and
Reward 1 when c22 increases can be seen.
In Figure 3.12(c, f), the impacts of technological substitution c12 /c21 on the optimal
effort and reward package are studied, while the task specific operation cost coefficients c11 and c22 are fixed the same and unchanged. With the technologically substitution c12 /c21 increasing, the optimal effort a and reward package w are all decreasing.
Because we assign the same task-specific cost coefficients for both tasks, the optimal
effort of the two overlap in Figure 3.12(c). At the same time, from Figure 3.12(f),
reward s1 and s2 are both decreasing except the fixed salary t. This is because the less
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effort that is devoted by the user, the less performance-related rewards will be offered.
Nevertheless, in order to keep the user stimulated, the principal has to increase the fixed
salary t, so as to ensure the user’s utility.

Incentive Mechanism Comparison
In the preceding subsection, the optimal reward package has been solved if effort is technologically dependent and the measurement error is stochastically dependent. Because
the multidimensional case is the most general case in practice, we call this mechanism
General. Additionally, we also get the optimal reward package if the measurement
error and effort are independent, and correspondingly we call it Independent. We also
have a third one called Single Bonus, which is the reward package derived in the onedimensional case. In this one-dimensional case, the principal rewarding the user on only
one task is considered. Next, another three incentive mechanisms as the comparisons
with the previous two are studied. Those three mechanisms are generally based on our
current model, while they are different in the construction of their reward packages.
The first two are the special cases of the General: one is stochastically independent
but technologically dependent, and the other one is technologically independent but
stochastically dependent and are called Stochastic Independent and Technologically
Independent, respectively. The last one is called Opening Reward, which is where the
reward package only contains a fixed salary t. We can regard this mechanism as a
company that offers each user an opening reward as Karma. But this Opening Reward
mechanism does not take into consideration the user’s future performance.

Stochastically Independent
If tasks are stochastically independent, the covariances of the error measurement are
zero, and we have σij = 0, and  becomes a diagonal matrix. The optimal performancerelated rewards for each task in (3.70) are simplified as
s ∗ = (I + ηCDiag())−1 β,

(3.83)

where Diag() is a n × n diagonal matrix with element σi2 , ∀i ∈ {1, . . . ,n} on the
diagonal. Based on a = C −1 s and (3.74), we can obtain the user’s optimal choice of
effort and the fixed salary t in this stochastic independent but technologically dependent
package.

Technologically Independent
If tasks are technologically independent, the cross-partials of the cost function are zero,
i.e., cij = 0, and C becomes a diagonal matrix. The optimal incentive contract for each
task in (3.70) simplifies as
s ∗ = (I + ηDiag(C))−1 β,

(3.84)

where Diag(C) is an n × n diagonal matrix with element cii , ∀i ∈ {1, . . . ,n} on the
diagonal. Based on a = C −1 s and (3.74), we can easily obtain the user’s optimal
choice of effort and the fixed salary t in this technologically independent but stochastic
dependent package.
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Opening Reward
When no performance-related reward is provided, the problem can be formulated as
max
a,t

βT a − t,

(3.85)




1
1
s.t. (a) a = arg max t − a T Ca − − ηs T s ,
a
2
2
1 T
1 T
(b) t − a Ca − − ηs s = w.
2
2
The optimal effort a ∗ and opening reward t ∗ , respectively, have the form of
a ∗ = C −1 β

and

1
1
t ∗ = w + a T Ca = w + (C −1 )T βT β.
2
2

(3.86)
(3.87)

Comparisons
In Figure 3.13, the principal’s utilities from the six incentive mechanisms are compared by varying the task-specific operation cost coefficient cii . From the numerical
results, as the cost coefficient cii goes up, the principal’s utility decreases as well. This
phenomenon appears because of the reason that larger cost coefficient cii means more
operation cost when implying an effort. As a result, the user is not prone to devote effort
in the crowdsourcing activity. When less data are collected from the users, the principal’s utility will certainly become decreased. Moreover, from Figure 3.13, the principal
obtains the largest utility in the Independent case. Followed by the Opening Reward,
Stochastically Independent, and Technologically Independent, the General case brings
the fifth-highest utility to the principal, while the Single Bonus gives the least utility.
In Figure 3.14, the impact of a user’s risk-averse degree η on the principal’s utility
is investigated. Because the principal’s utility V = a − t in the Opening Reward is
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Figure 3.13 The principal’s utility as the operation cost coefficient cii varies. © 2017 IEEE.

Reprinted, with permission, from Zhang et al. 2017.
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Figure 3.14 The principal’s utility as risk-averse degree η varies. © 2017 IEEE. Reprinted, with
permission, from Zhang et al. 2017.

independent of the risk-averse degree η, any change in the principal’s utility is not
seen. For the other five mechanisms, the principal’s utility is decreasing as the user’s
risk-averse degree η increases. Intuitively, a larger η means the user becomes more
conservative and sensitive to risk and thus less likely to join in. With less effort collected
from the user, the principal’s utility will certainly decrease. The similar ranking of the
principal’s utility from Figure 3.14 is as in the previous figure: the Independent case
brings higher utility than the Stochastically Independent, Technologically Independent,
and General one, and the Single Bonus one brings the smallest utility for the principal.
In Figure 3.15, the variance σi2 is increased to see how the principal’s utility varies.
Also, the principal’s utility V = a − t in the Opening Reward is independent of
the covariance matrix. As a result, we cannot notice any change of the principal’s
utility. For the other mechanisms, the principal’s utility is decreasing with the variance,
which is consistent with our conclusion in the previous subsection. The variance σi2 of
measurement error denotes the relationship between effort levels exerted by the user and
the performance observed by the principal. As σi2 increases, it indicates a weaker relationship between effort levels and the expected reward achieved. Consequently, the users
are prone to devote lower levels of effort with increases in uncertainty, and thus a lower
cost of participation. With the decline of optimal effort, less data is collected from the
user, the principal’s utility will certainly decrease. From Figure 3.15 the similar ranking
of the principal’s utility is also obtained as in the previous figure: the Independent case
brings a higher utility than Stochastically Independent, followed by Technologically
Independent and General one, the Single Bonus one brings the lowest utility for the
principal.
The performance ranking of the six mechanisms in Figures 3.13–3.15 appears
because of the following reasons. The Independent mechanism is the ideal case of
the General multidimension case. Because less measurement cost is consumed when
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Figure 3.15 The principal’s utility as measurement error variance σi2 varies. © 2017 IEEE.
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predicting the outcome and less operation cost is encountered due to effort substitution,
a higher utility is obtained than those by the other mechanisms. The Stochastically
Independent and Technologically Independent are partial independent cases of the General multidimensional one, and thus, the principal’s utility lies between the Independent
and General mechanisms. However, since we have assigned larger values for the
covariance matrix of the measurement error than the operation cost coefficient matrix,
more effort will be exerted in the Stochastically Independent than in the Technologically
Independent mechanism. As a result, the principal’s utility is higher in the Stochastically
Independent than in the Technologically Independent case, while the Single Bonus only
reward the user with only one-dimensional evaluation. Consequently, the users have
less incentive to devote more effort in other tasks. In return, less utility is achieved by
the principal. For the result of the Opening Reward case, it seems unreasonable at the
first glance, as it brings the principal the highest utility than those of the other three
mechanisms. While we notice that Opening Reward is a “once-for-all” deal that does
not provide continuous incentives for the users, i.e., after the users have accomplished
their duty and received the reward, they are prone to stop joining crowdsourcing.

3.3.5

Conclusions
In this example, the problem of providing incentives for users to participate in crowdsourcing is investigated by rewarding users from multidimensional evaluations. The
principal’s utility maximization problem is solved in both one-dimensional and multidimensional cases. Moreover, we have provided an analysis of a special multidimensional
model. Last, we have used the simulation results to investigate the optimal reward
package by changing the parameters. Moreover, we have compared the principals’ utility under the six different incentive mechanisms and shown that the principal’s utility
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deteriorates with large-operation cost-coefficient, higher risk aversion of users, and large
measurement error variance.

3.4

Example 3: Financing Contract with Adverse Selection and Moral Hazard
for Spectrum Trading in Cognitive Radio Networks

3.4.1

Introduction
The recent popularity of handset devices, e.g., smartphones, enables the connection
among mobile users without support of Internet infrastructure. With the wide utilization
of such applications, the data outburst brings a booming growth of various wireless
networks and a dramatic increase in radio spectrum demand [70]. Nevertheless, we are
currently in the exhaustion of spectrum resources. As a result, cognitive radio (CR)
has proposed as a new design paradigm its opportunistic access to the free licensed
frequency bands, which releases the spectrum from shackles of authorized licenses, and
in this way, it will improve spectrum utilization efficiency [71].
Cognitive radio networks (CRNs) are designed from the concept of dynamic spectrum
sharing, where CR users can access the licensed spectrum opportunistically [72]. In a
CRN, the primary users (PUs) are the licensed users to use the frequency bands, while
the secondary users (SUs) can only access those spectrum resources when the PUs are
free. Whenever the PUs present, the SUs must leave the frequency bands immediately to
guarantee the PUs’ quality of service (QoS) [73]. In other words, in a CRN, the PUs have
a higher priority to access the frequency bands than the SUs. The SU can be regarded as
a device that is capable of changing its transmitter parameters and transmitting/operating
frequency based on its sensing about the environment [74].
In CRNs, the problems of resource allocation and spectrum sensing have been extensively studied in [75]. In this example, we focus on the economical aspect of spectrum
trading between the PU and SU, which achieves SU’s dynamic spectrum utilization and
creates more economical benefits for the PU. The idea of the market-driven structure
has introduced the spectrum trading model in CRNs and invoked much research on the
design of trading mechanisms. Through spectrum trading, PUs can sell/lease their free
spectrum for monetary gains, and SUs can purchase/rent the available licensed spectrum
if they are in need of radio resources to support SUs’ traffic demands [29].
But most mechanisms (e.g., [76]) are designed for the one-time trading problem.
Different from the previous researches, offering a contract-based mechanism that allows
the SU to do a financing (similarly as we do for a house or a car) is considered here
[77]. In other words, the SU only needs to pay part of the total fees when signing the
contract, known as the down payment. By doing so, the spectrum can be released to the
SU. Successively, the SU can utilize the spectrum to communicate and generate revenue.
Last, the SU pays the rest of the loan, known as the installment payment.
In order to obtain the optimal contract, the SU’s current and future financial status
must be considered [78]. When the SU uses the spectrum resources to generate revenue,
the PU doesn’t know the SU’s capability, i.e., what is the SU’s successful probability in
making profits, and in this situation the problem of adverse selection arises [79]. On the
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Figure 3.16 The problems of adverse selection and moral hazard in financing contract design. ©
2017 IEEE. Reprinted, with permission, from Zhang et al. 2017.

other hand, the PU doesn’t know how much effort the SU devotes, and here the problem
of moral hazard happens [80]. Consequently, the spectrum trading is modeled by a
contract theoretical framework that involves both adverse selection and moral hazard as
shown in Figure 3.16.
The major points of this example [81] are as follows.
•
•
•

•
•

We study a financing contract for spectrum trading, instead of a one-time trading.
We consider the innovative framework of the financing contract that consists of
both adverse selection and moral hazard problems.
We provide the solutions to the problems under three different scenarios: the
general case where both of the adverse selection and moral hazard are present
and the two extreme cases where only adverse selection or moral hazard presents.
The analysis of how adverse selection and moral hazard affect the SU’s activity
and PU’s contract design is provided.
Numerical results are also illustrated to compare the optimal contracts under the
three scenarios, and the key parameters’ influences on the PU’s and SU’s payoffs
are studied.

The remainder of this example is organized as follows. First, we will introduce the
system model in Section 3.4.3. Second, a literature review of spectrum trading and
contract theory application in wireless networks is conducted in Section 3.4.2. Third, the
system model is described in Section 3.4.3, and the PU’s payoff maximization problems
are formulated under the three scenarios in Section 3.4.4. Fourth, analysis and illustrations of the solutions to the three optimization problems are given in Section 3.4.5. Fifth,
the performance evaluation is conducted in Section 3.4.6. Finally, Section 3.4.7 draws
the conclusion.

3.4.2

Related Works
Spectrum trading in CRNs has been extensively studied using game theory and auction theory [82]. Reference [83] proposed a game-theoretic adaptive channel allocation
scheme to capture the selfish and the cooperative behaviors of wireless nodes. Specifi-
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cally, the channel allocation problem was formulated as a potential game, and the wireless nodes’ strategies were defined in terms of channel selection. Reference [84] considered multiple primary users and multiple secondary users in the CRN. The evolution and
the dynamic behavior of SUs were formulated as an evolutionary game; meanwhile, the
competition among the PUs was formulated as a noncooperative game. Reference [85]
used the Stackelberg game formulation to solve the problem of interference management
and power allocation in a CRN. An iterative algorithm based on price updating was
proposed to obtain the Stackelberg equilibrium to the resource allocation problem for
high energy efficiency.
Reference [86] addressed the challenge of how to make the spectrum trading economically robust while improving spectrum utilization by proposing TRuthful doUble
Spectrum aucTions (TRUST), a general framework of truthful double spectrum auctions. TRUST takes as input any reusability-driven spectrum allocation algorithm and
applies a novel winner determination and pricing mechanism to achieve truthfulness
and other economic properties while significantly improving spectrum utilization. Reference [87] proposed a real-time spectrum auction framework to distribute spectrum
among a large number of wireless users under interference constraints, whose design
includes a fast auction clearing algorithms to compute revenue-maximizing prices and
allocations. Reference [88] formulated a bandwidth auction, in which each SU makes
a bid for the amount of spectrum and each PU may assign the spectrum among the
SUs by itself according to the information from the SUs without degrading its own
performance.
Recently, contract theory has entered into spectrum trading through some papers. In
[29], contract theory was used to solve the problem of spectrum sharing in cognitive
radio networks (CRNs). In this example, a PU acts as a seller who sets the spectrum as
the combination of (qualities, prices), and the SUs act as buyers to choose a contract to
sign. Another application in CRNs can be found in [30], where the authors model the PU
and SUs as employer and employees, respectively. Then designing the (performance,
reward) in contract as (relaying power, spectrum accessing time), so that SUs will be
rewarded with some spectrum assessing time if they met the relaying power requirement
of the PU.
Despite the previous two works that applied contract theory to spectrum trading,
some other areas have also been explored. Reference [31] designed incentive mechanisms for smartphone users’ collaboration in both data acquisition and distributed
computing. The SP is an employer, and smartphone users act as employees. Rewards
are paid based on the amount of data collected and distributed computing users made.
In the OFDM-based cooperative communication system, authors in [32] used contract
theory to solve the source node’s relay selection problem. The offers/contracts consist
of a combination of desired SNRs at the destination and corresponding payments. In
[89], by offering rewards to encourage content owners to join in and cooperate with
other devices via D2D communications, the adverse selection model is constructed
in cellular traffic offloading. In this scenario, the BS acts as employer and D2D user
models as employee, and contract bundle is solved with a required and an absolute
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performance-related reward. The performance is defined as a certain performance (i.e.,
data rate) that the UE must guarantee during the D2D communication.
But all preceding works fall into the category of applications of adverse selection
problems in wireless networks. Compared to the wide adoption of the adverse selection
problem, the moral hazard problem is seldom applied in wireless networks. Nevertheless, having witnessed a great potential of this model, we have done some preliminary
research in mobile crowdsourcing. Many users are reluctant to join in mobile crowdsourcing with certain concerns, which results in serious impediment to the exploitation
of location-based services. By applying the moral hazard, the incentive mechanism can
be designed by regarding that the SP “employs” a large group of users to upload their
location-based data and reward them by their performance. Therefore, with the large
group of users as employees, the multilateral moral hazard model can be modeled. In
[90], the mobile users competing in the crowdsourcing to win reward as in a tournament
is considered, and they were rewarded by their rank orders, i.e., relative performance.
The literatures in contract theory applied to wireless networks, fall into either adverse
selection or moral hazard, when the problem is modeled. However, it is practically
hard to decide which problem is more relevant, i.e., to figure out whether it is a moral
hazard problem or an adverse selection problem [91]. In fact, most incentive problems
in practice are the combinations of moral hazard and adverse selection.

3.4.3

System Model
In this subsection, we investigate the spectrum trading between one PU and one SU in
a CRN. Both PU and SU are risk neutral, which means that they have no preference
between consuming and saving. When the PU’s spectrum is vacant, the PU cannot
generate any profit from the vacant spectrum unless selling/leasing to the SU. We first
provide the definition of the financing contract. Next, the problems of adverse selection
and moral hazard are discussed subsequently. Finally, the payoff functions of both PU
and SU, and social welfare are defined.

Financing Contract
The PU offers a set of financing contracts (t,r) to the SU for purchasing or leasing the
spectrum, where t is a down payment and r is an installment payment, which is paid
based on the future revenue generated. The problem that the PU needs to solve is to
design the optimal contract that can maximize its expected payoff from the spectrum
trading by determining how much down payment and installment payment to request
from the SU.
The SU makes use of the spectrum to run its own “business,” i.e., transmit data
to meet its own traffic requirement. Assuming that the transmission results have two
types: success (data rate at the receiver satisfies the minimum threshold, Ri ≥ RT ) or
failure (data rate is lower than the minimum threshold, Ri < RT ). If the data package is
transmitted successfully, the SU may receive a revenue of R ≥ r ≥ 0; otherwise, it will
receive zero revenue, i.e., the revenue realizations of an SU is X ∈ {0,R}. Assuming
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there is no installment payment, if the SU cannot generate revenue from utilizing the
spectrum, i.e., ri = 0 if X = 0, and ri > 0 only when X = R.

Problem of Adverse Selection
As discussed in the introduction, the PU does not know the SU’s capability of successfully running its own “business,” i.e., successfully transmit the data package. Following
[29], we can define the SU’s capability type θ as the inverse of the transmission distance d1 between secondary transmitter and receiver. The shorter the SU’s transmission
distance, the higher its capability to successfully transmit a data package under the same
transmission power. As a result, the type of SU can be a discrete set or a continuous
region. In this example, we only consider the discrete case.
Assuming that the PU is aware of a part of the information such as the total number
of SU types and the value of each type (range of transmission distance), we define the
SU type as follows:
definition 3.8 The SU’s capability belongs to n different types θ
{θ1, . . . ,θi , . . . ,θn } and satisfies the following set of inequalities
θ1 < · · · < θi < · · · < θn,

i ∈ {1, · · · ,n},

∈

(3.88)

which means less or more possibility that successfully transmitting a data package, and
thus generating revenue.
From the marketing perspective, it is known that a seller lowers its down payment, and
it will attract more potential customers with limited available cash, and thus increases its
expected income. Nevertheless, the seller also bears the risk of being unable to collect
the load back if it does not do the background check of those financing customers.
As a result, there is a trade-off between a money-back guarantee and attracting more
customers. In the CRN spectrum trading, for a fixed transmission power, the shorter
the transmission distance, the more capable an SU can successfully transmit the data
package at a demanding data rate, and thus pay off the installment payment.
The PU is aware of the information that in total there are n types of SUs in the
CRN, but does not know the specific type of SU, which produces the adverse selection
problem. However, the PU knows a priori that a SU is type θi with probability β i ∈
[0,1], and
n

βi = 1.
(3.89)
i=1

To overcome the adverse selection problem, the PU offers several contracts to different
types of SU as (ti ,ri ), i ∈ {1, . . . ,n} for different types of the SUs.
The higher the type of the SU, the more likely it can transmit the data successfully
and receive the revenue. Thus, the PU will decrease the down payment, and increase the
installment payment to attract more SUs to buy the spectrum. On the other hand, the PU
will request a higher down payment if it believes that an SU belongs to a lower type and
is less likely to pay the installment payment in the future. By this way, the PU can find
a balance between collecting loan back and attracting more customers.
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Problem of Moral Hazard
In order to successfully transmit a data package, higher transmission power has a higher
probability of achieving the minimum data rate at the receiver under the same transmission distance. Consequently, regarding the transmission power of the SU as the effort e
it devoted to make this “business” a success, the SU’s operation cost ψ on the spectrum
is a convex function of effort e, i.e.,
ψ(e) =

c 2
e ,
2

(3.90)

where c is the cost coefficient. We denote the efforts exerted by different type of SUs as
ei , i ∈ {1, . . . ,n}.
The PU does not know what transmission power the SU has, which leads to the
moral hazard problem. To overcome this moral hazard problem, the PU must carefully
design the amount of down payment and installment payment in each contract (ti ,ri ),
i ∈ {1, . . . ,n}, so that the SU can select the optimal amount of effort to devote and
maximize the PU’s payoff.

Mixture of Adverse Selection and Moral Hazard
We now assume that the SU can only transmit data package when the PU is vacant and
the spectrum assigned to each SU is orthogonal. As a result, we consider neither the
interference between the PU and SU, nor the interference among different SUs. Moreover, the channel quality offered by the PU is in high quality, which has no limitation for
the transmission power from SUs. The transmission data rate in wireless communication
can be expressed as
Ri = W log2 1 +

pi |hi |2
,
di N0

(3.91)

where W is the channel bandwidth, pi is the SU’s transmit power, hi is the channel gain,
di is the transmission distance, and N0 is the additive white Gaussian noise (AWGN).
Consequently, without loss of generality, we assume that W = 1, and the channel
condition and AWGN are identical for every SU.
As we defined in the previous two subsubsections, the inverse of transmission distance d1 is the type of SU θi , i.e., its capability to successfully transmit a data package
under the same transmission power, and the transmission power pi is regarded as the
effort an SU exerted e. As a result, we can rewrite the transmission data rate as
Ri = log2 (1 + θi ei L),

(3.92)

where L = |hNi0| and is a constant since the channel condition and AWGN are the same
for every type of SU.
Through normalization, the SU’s capability θ and efforts e (transmission power) can
be translated into the probability of getting the revenue R. Consequently, we define
the SU’s probability of generating high revenues R as θe ∈ (0,1). To ensure that the
probability 0 < θe < 1, we take c to be sufficiently large so that the SU will never want
to choose a level of effort e such that θe ≥ 1.
2
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Payoff of SU
The expected payoff of the SU with capability θi under contract (ti ,ri ) takes the form of
c
USUi = θi ei (R − ri ) − ti − ei2,
2

i ∈ {1, . . . ,n}.

(3.93)

The revenue R minus the installment payment ri is the SU’s income. The SU’s expected
payoff is the expected income minus the down payment as well as the cost of operation.

Payoff of PU
Similarly, the payoff of the PU trading with θi is
UP Ui = ti + θi ei ri ,

i ∈ {1, . . . ,n},

(3.94)

which is the summation of the down payment and expected installment payment.
Under the adverse selection problem, the PU only knows the probability of an SU
belonging to a certain type θi . As a result, we define the expected payoff of the PU as
UP U =

n


βi (ti + θi ei ri ),

i ∈ {1, . . . ,n}.

(3.95)

i=1

The PU’s expected payoff is summation of the SU’s expected payoff in each type.

Social Welfare
The social welfare is defined as the sum of the expected payoff of both PU and SU as
U=

n

(UP Ui + USUi )

(3.96)

i=1

=

n

i=1


c 
βi θi ei R − ei2 ,
2

i ∈ {1, . . . ,n}.
The social welfare is the expected revenue from the spectrum trading minus the SU’s
operation cost, which is consumed during the data transmission process, and down
payment and installment payment items are canceled out.

3.4.4

Problem Formulation
The PU’s problem by considering three scenarios will be solved, i.e., the general case
where both moral hazard and adverse selection are present, the two extreme cases where
only moral hazard or adverse selection is present, respectively.
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Optimal Contract with Both Adverse Selection and Moral Hazard
The PU’s payoff maximization problem is formulated as
max

(ti ,ri )

n


βi (ti + θi ei ri ),

(3.97)

i=1

s.t.
c
c
θi ei (R − ri ) − ti − ei2 ≥ θi ei (R − rj ) − tj − ei2,
2
2
c 2
(I R) θi ei (R − ri ) − ti − ei ≥ 0,
2
∀j = i, i,j ∈ {1, . . . ,n},
(I C)

where ei is the effort of θi SU when selecting contract (tj ,rj ). The IC constraint stands
for incentive compatibility, which refers that the SU can only maximize its expected
payoff by selecting the financing contract that fits its own capability. The IR constraint
represents the individual rationality, which provides the SU basic incentives to sign the
contract.
Derivative of SU’s expected payoff with the first-order respect to effort e, we have the
SU’s optimal choice of effort as
ei∗ =

1
θi (R − ri ),
c

i ∈ {1, . . . ,n}.

(3.98)

Similarly, we have ei∗ = 1c θi (R−rj ). The SU’s optimal choice of effort ei∗ is decreasing
in ri , but is independent of ti . In other words, the SU will have less incentives to devote
more effort, if it has to share more of the generated revenue with the PU, regardless of the
amount of the down payment ti . The decrease of effort e directly affects the probability
of successfully generating revenue R. As a result, there is a trade-off between requesting
more installment payment and providing necessary incentives.
Replacing SU’s choice of effort ei and ei in (3.97), we have
max

(ti ,ri )

n


βi (ti + θi ei ri ),

(3.99)

i=1

1
1
[θi (R − ri )]2 − ti ≥ [θi (R − rj )]2 − tj ,
2c
2c
1
2
(I R)
[θi (R − ri )] − ti ≥ 0,
2c
∀j = i, i,j ∈ {1, . . . ,n}.

s.t. (I C)

In this scenario, it is impossible to decide a priori which of the incentive problems
is more important, i.e., to disentangle the moral hazard from the adverse selection
dimension. In what follows, we will provide details of the respective roles of moral
hazard and adverse selection and show the implications of their simultaneous presence.
It can be done by relying on the pure adverse selection methodology to solve the
problem [41]. In specific, the analysis demonstrates that only the IR constraint of the
θ1 SU and the IC constraint between θi and θi−1 , which is called local downward IC
(LDIC) constraint, will be binding. Consequently, the PU has to solve
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(ti ,ri )

n

i=1

1
βi [ti + θi2 (R − ri )ri ],
c
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(3.100)

s.t.
1
1
[θi (R − ri )]2 − ti = [θi (R − ri−1 )]2 − ti−1,
(I C)
2c
2c
1
(I R)
[θ1 (R − r1 )]2 − t1 = 0.
2c
i ∈ {2, . . . ,n}.
The Lagrangian multiplier method is used to solve this optimization problem, assuming μi and ν are the Lagrangian multipliers for the IC and IR constraints. Based on the
optimization problem, we first formulate the Lagrangian as
L=

n

1
{β i [ti + θi2 (R − ri )ri ]}
c
i=1
!
"
1
1
2
2
+ μi
[θi (R − ri )] − [θi (R − ri−1 )] + ti−1 − ti
2c
2c
!
"
1
2
+ν
[θ1 (R − r1 )] − t1 .
2c

(3.101)

The partial derivatives with respect to ti and ri when i = n are
∂L
= 0 ⇔ βn rn = (1 − μn )(R − rn ),
∂tn
∂L
= 0 ⇔ β n = μn .
∂rn

(3.102)
(3.103)

For i ∈ {1, . . . ,n − 1}, we have
∂L
2
= 0 ⇔ βi θi2 (R − 2ri ) = (μi θi2 − μi+1 θi+1
)(R − ri ),
∂ti
∂L
= 0 ⇔ βi = μi − μi+1 .
∂ri

(3.104)
(3.105)

With the 2n equations, we can solve rn = 0 and ri for i ∈ {1, . . . ,n − 1} as
ri =

2 )R
(β i θi2 − μi θi2 + μi+1 θi+1
2 − μ θ 2 + 2β θ 2
μi+1 θi+1
i i
i i

,

(3.106)

with μi = βi + μi+1 for i ∈ {1, . . . ,n − 1} and μn = βn . As a result, we can further
simplify ri as
ri =

2 − θ 2 )R
μi+1 (θi+1
i
2 − θ2 ) + β θ2
μi+1 (θi+1
i i
i

.

(3.107)

Taking the solution of ri into the IR and IC constraints of (3.100), the solutions to the
down payment can be obtained as
t1 =

1
[θ1 (R − r1 )]2 .
2c

(3.108)
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Next employing backward deduction from the IC constraint, we have
ti =

2
2
1 
1 
θi (R − ri ) −
θi (R − ri−1 ) + ti−1,
2c
2c

(3.109)

for i ∈ {2, . . . ,n}.

Optimal Contract with Moral Hazard Only
Suppose that the PU is able to observe the SU’s capability, so that the adverse selection
problem is removed, and the only remaining incentive problem is moral hazard. In this
case, the PU’s problem can be treated separately for different capability SUs and reduces
to the following
1
max ti + θi2 (R − ri )ri ,
c
1
s.t. (I R)
[θi (R − ri )]2 − ti ≥ 0,
2c

(3.110)

(ti ,ri )

i ∈ {1, . . . ,n}.

Because the IR constraint is binding, the problem becomes
max
ri

1
1
[θi (R − ri )]2 + θi2 (R − ri )ri .
2c
c

(3.111)

The solution to this maximization problem is
1 2 2
θ R ,
2c i
ri = 0.
ti =

(3.112)
(3.113)

Because there is no adverse selection present, to avoid the moral hazard, it is optimal
for the PU to sell the spectrum for cash only, and not keep any financing participation
in, i.e., all money is paid in the down payment, and no installment payment is required.

Optimal Contract with Adverse Selection Only
Suppose now that the SU’s effort level is fixed at level 
e; however, the PU cannot observe
the SU’s capability. The PU’s problem then reduces to
max

(ti ,ri )

n


βi (ti + θi ei ri ),

(3.114)

i=1

e(R − ri ) − ti ≥ θi
e(R − rj ) − tj ,
s.t. (I C) θi
c 2
e(R − ri ) − ti − 
e ≥ 0,
(I R) θi
2
∀j = i, i,j ∈ {1, . . . ,n}.
The solution for this problem is
1 2
ti = − c
e < 0,
2
ri = R.

(3.115)
(3.116)
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Intuitively, the down payment should be larger than or equal to zero. But in this case, the
e2 to the SU, instead. This
SU has a negative down payment, i.e., the PU has to pay 12 c
result is due to the fact that the PU asks for 100 percent of the future revenue from the
SU. In order to hold the IR constraint, a payment from the PU to the SU is necessary.
The simplicity of the preceding solutions is because of the simplified setup. But neither extreme formulation is an adequate representation of the basic problem in practice,
nor that it is necessary to allow for both types of incentive problems to have a plausible
description of the spectrum trading [92]. From the general case, the optimal menu of
contracts where both types of incentive problems are present is a combination of the
two extreme solutions that we have obtained.

3.4.5

Discussion
Next, we will provide a discussion on the solutions of the aforementioned optimization
problems, to see how adverse selection and moral hazard affect the SU’s choice of
effort, and lead to the variations in PU’s payoff.

Effects of Adverse Selection
With the presence of adverse selection, SUs may benefit from the information asymmetry because they can pretend to be high-ability users and pay a lower amount of down
payment at the beginning. As a result, the PU may try to extract that information to
avoid the situation of being unable to receive the installment payment. But subject to
the IC constraint, the SU can only achieve the maximum payoff when selecting the type
of contract that is intended for its type. Consequently, the SU has the incentive to select
the intended contract, and reveals its true type automatically. That is to say, the contract
is designed in a way that the SU has to reveal its true type of capability to maximize its
own profits.

Effects of Moral Hazard
If moral hazard happens, the PU does not know the SU’s effort (transmission power).
If the minimum data rate RT is given, as long as the data rate at receiver Ri is equal to
or larger than RT , the SU will be rewarded, no matter what level of effort (transmission
power) it has, neither the PU will know about it. As a result, the SU has the incentive to
set its transmission power to the most efficiency level to lower its operation cost [93].
For example, in the case when the channels are in good condition, the transmission
power can be reduced while still guaranteeing the data rate at the receiver. Thus with
a lower operation cost, the SU can increase its own payoff. Nevertheless, in the bad
transmission environment, the SU must increase the transmission power to achieve the
same data rate at the receiver and thus induces a larger operation cost. In a nutshell, if
moral hazard exists, the SU has the incentive to reduce its cost, but also has more risks.
On the other hand, when the PU has the perfect information about the effort the SU
devoted, as was the case in Section 3.4.4, any cost saving behavior will be noticed by
the PU, and the contract will be reconstructed to extract those savings from the SU to
the PU. As a result, the SU will have no stimulation for cost reduction, for any savings it
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has made does not belong to itself. Consequently, the presence of moral hazard provides
incentives for the SU to reduce the operation cost, but adverse selection cannot.

3.4.6

Simulation Results
In this subsection, first an analysis of the financing contract is provided when both
adverse selection and moral hazard are present by varying the parameters such as
revenue, the cost coefficient, and the SU’s probability of being θi . For the two extreme
cases in which only adverse selection or moral hazard presents, the results can be
predicted from the general case. Second, comparisons among the PU’s and SU’s payoffs
and social welfare among the three scenarios are conducted. In the simulation setup, we
set c = 10 as a high value so that we can guarantee that θn e < 1 always holds.

Financing Contract Analysis
To better analyze and illustrate the properties of the financing contract, in Figures 3.17
and 3.18, we set n = 2, i.e., there are two types of SUs. We denote them as θH and
θL , which means less or more able to successfully transmit a data package. Using the
two binding constraints to eliminate tH and tL from the objective function in (3.100),
we obtain rH = 0 as in the pure moral hazard case.
The first-order condition with respect to rL leads to
rL =

2 − θ 2 )R
β(θH
L
2 − θ 2 ) + (1 − β)θ 2
β(θH
L
L

.

(3.117)

By taking rL and rH into the constraints IC and IR in (3.100), we obtain the down
payments in this general case, which are
tL =

1
[θL (R − rL )]2,
2c

(3.118)

1 2
(3.119)
θ [(R − rH )2 − (R − rL )2 ].
2c H
The optimal contract is that the highly capable SU achieves optimal effort efficiency.
However, there is an effort distortion for the low capable SU. The extent of the distortion
between high capability and low capability SUs is measured by the size of rL and
2 − θ 2 ) and on the PU’s prior β: The
depends on the size of the capability differential (θH
L
more confident the PU is that it faces a high SU type, the larger is the SU’s installment
payment rL and the down payment tH .
In Figure 3.17, the financing contract for θH SU is depict when both adverse selection
and moral hazard are present. With the changing of the three parameters, the installment
payment rH remains at 0, as we have discussed in the previous subsection. When the
PU is aware of that, it is facing an SU with sufficient cash in hand, the SU will be asked
to pay the total amount money when signing the contract, but afterwards, there is no
installment payment.
From Figure 3.17(a), the down payment (i.e., the price of the spectrum) decreases as
the cost coefficient c increases. Intuitively, the SU will not want to participate when the
tH = tL +
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Figure 3.17 The financing contract for θH SU as parameters vary: (a) cost coefficient c, (b)
revenue R, and (c) θH SU probability β. © 2017 IEEE. Reprinted, with permission, from Zhang

et al. 2017.

SU’s cost of generating revenue by utilizing the spectrum increases. As a result, the PU
has to lower its price to attract the SU’s participation. Otherwise, the free spectrum is
wasted, and the PU will obtain 0 payoff.
In Figure 3.17(b), the cash payment demanded from the PU increases as the SU’s
revenue R by “running” on the PU’s spectrum increases. This result can be easily
seen as if the spectrum can bring more revenue for the SU, the spectrum’s value
becomes higher. As a result, the PU would definitely allocate a higher price for the
spectrum.
Figure 3.17(c) shows that the PU will also increase the spectrum’s price, if the PU’s
trading probability with a θH SU increases. As we have defined in the system model
section, the SU’s successful probability of obtaining a revenue is θe. Consequently,
under the same effort e, the high capable SU will bring a higher expected revenue than
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Figure 3.18 The financing contract for θL SU as parameters vary: (a) cost coefficient c, (b)
revenue R, and (c) θH SU probability β. © 2017 IEEE. Reprinted, with permission, from Zhang
et al. 2017.

the SU with low capability, i.e., θH > θL . As a result, similar to Figure 3.17(b), the PU
will raise the price as the value of spectrum increases.
Figure 3.18 has the similar trend with Figure 3.17, as we show the financing
contract for the θL SU. The difference from Figure 3.17 is that, here the PU asks
for both installment payment and cash from the low capable SU, instead of only
down payment when the SU is high capable. Intuitively, the low capable SU has
limited cash at hand during trading. As a result, first the PU will only ask for a small
amount of down payment, while most of the money will be paid after the SU has
generated revenue from using the spectrum, which we have stated in the previous
subsection.
From Figure 3.18(a), as the cost coefficient c increases, both the down and installment
payments decrease. This result has a similar reason for Figure 3.17(a) that the PU must
lower its price to attract the SU’s participation.
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In Figure 3.18(b), both the down and installment payments asked from the PU
increase, as the SU’s revenue R by running on the PU’s spectrum increases. The reason
for this result also has the same reason for Figure 3.17(b) that as the spectrum’s value
grows higher, the PU would definitely ask for a higher price.
When the PU’s probability of trading with a θL SU increases, the optimal contract is
presented in Figure 3.18(c). Because the PU is more certain when it is trading with an
SU with low capability who has less cash in hand, it will first lower the cash payment,
then ask for more installment payment, which is the SU’s price of paying less cash at
first.

System Performance
From Figures 3.19–3.21, the system performance under three scenarios are compared:
moral hazard only, adverse selection only, and when both are present. Next, a detailed
analysis of the cost coefficient c, revenue R, and distribution β’s effects on the system
performance is presented.

Cost Coefficient
In Figure 3.19, the value of the cost coefficient c is varied to see the effects on the PU’s
and SU’s payoffs, as well as the social welfare in three scenarios. The PU’s and SU’s
payoffs and social welfare decrease as the cost coefficient go up, except the SU’s payoff
under moral hazard only and adverse selection only scenarios. Under the two extreme
cases, the PU has complete acknowledgment of either the SU’s cash in hand or the effort
investigated into using the spectrum. As a result, the PU can obtain as much revenue as
possible from the SU, which leaves the SU with zero payoff. The decreasing of payoffs
and social welfare has the same reason shown in the analysis we gave for Figures 3.17(a)
and 3.18(a) that as the cost is going up, the price for the spectrum will be decreased to
attract the SU. Consequently, the payoffs of the PU and SU, as well as the social welfare,
will decrease.

Revenue
In Figure 3.20, the PU’s and SU’s payoffs and the social welfare are depicted if the
generated revenue R from using the spectrum increases. The payoffs and social welfare
increase along with the revenue except for the SU’s payoff under moral hazard only and
adverse selection only cases. The reason for payoff and social welfare increase with the
revenue R is easy to understand, as we have discussed in the previous paragraph that the
PU will extract all the information rent from the SU.

Distribution
In Figure 3.21, the PU’s payoff and the social welfare increase as β increases. It has the
similar reason that we have explained for Figures 3.17(c) and 3.18(c), as the PU will ask
for more money if it believes that the facing SU is a high capable one. But, as the PU
is trying to extract revenue from the SU, the increase of β has a negative effect on the
SU’s payoff.
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Figure 3.19 The system performance as the cost coefficient c varies: (a) PU’s payoff, (b) SU’s

payoff, and (c) social welfare. © 2017 IEEE. Reprinted, with permission, from Zhang et al. 2017.

In summary, from Figures 3.19 to 3.21, the two extreme cases can be considered
as the upper and lower bounds, respectively. The PU’s payoff in the general case where
both moral hazard and adverse selection are present lies between the two extreme cases.

3.4.7

Conclusions
In this example, a financing contract to address the problem of spectrum trading in
cognitive radio networks is investigated. The problem is modeled by considering both
adverse selection and moral hazard of secondary users. Moreover, the problems under
three different scenarios are solved and analyzed, i.e., two extreme cases where only
adverse selection or moral hazard is present, and the general case where both are
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Figure 3.20 The system performance as the revenue R varies: (a) PU’s payoff, (b) SU’s payoff,

and (c) social welfare. © 2017 IEEE. Reprinted, with permission, from Zhang et al. 2017.

present. Through extensive derivations and simulations, we have conducted analyses of
the financing contract for all considered scenarios. Different parameters’ effects on the
system performance are demonstrated. Moreover, the two extreme cases are considered
as the upper and lower bound of the general case where both problems are present.

3.5

Summary
In this chapter, the contract theory framework for wireless networking was investigated.
This theory was the topic of the Nobel Prize for economic sciences in 2014. Contract
theory is an effective tool to analyze regulation and market power, specifically how to
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regulate oligopolies in situations with information asymmetry, i.e., when the regulators do not know everything about how firms are running. At the same time, contract
theory itself is an efficient tool in dealing with asymmetric information by introducing
cooperation between employer/seller(s) and employee/buyer(s). Such a framework for
designing regulations has been applied to a number of industries, from business to
telecommunications. Considering the properties of wireless networks, which encounter
many situations of information asymmetry and the need of cooperation, contract theory
is a perfect tool by modeling the employee/buyer(s) and employer/seller(s) as different
roles, depending on the specific scenario.
A theoretical underpinning among wireless communications, networking, and economics has been provided, in which different contract theory frameworks have been
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applied to different wireless networks. We have started with the fundamental concepts
of contract theory, and introduced the potential applications for each type of the conventional contract problems: adverse selection, moral hazard, and a mixture of the two.
Specifically, the design of reward, which is the most important element in designing an
incentive mechanism, is investigated. A detailed description on the potential of using
such contract-theoretic tools is provided in several wireless applications, such as D2D
communication, mobile crowdsourcing, and spectrum trading in cognitive radio networks. From those works, it can be seen that contract theory emerges as a promising
framework to design incentive mechanisms to stimulate the third party’s cooperation in
potential wireless networks. In summary, this chapter is expected to provide an accessible and holistic survey on contract theory framework to address future applications
of wireless networks from the perspective of economics and have a long-term effect
on problems such as pricing schemes and incentive mechanism design, trading, and
resource sharing.

4

Stochastic Games

Stochastic games are arguably one of the most important types of games, which are
used to capture dynamic interactions among players whose decisions impact not only
one another, as is the case of conventional static games, but also the so-called state of
the game governed also by probabilistic laws, which determines the individual payoffs
reaped by the players. Stochastic games arise in many engineering situations in which
the system is governed by stochastic, dynamic states, such as a wireless channel or the
dynamics of a power system. In this brief chapter, we provide an overview on the basics
of stochastic games to provide the fundamental conceptual tools needed to address such
types of games.

4.1

Basics of a Stochastic Game
A stochastic game is defined to capture repeated interactions among a number of
players whose environment changes stochastically, and this environmental change is
also affected by the decisions of those players. In essence, as defined by Shapley in
his seminal work [94], a stochastic game deals with dynamic game-theoretic situations
in which the interactive environment (which can include both payoffs and action
spaces) is governed by a stochastic state that changes in response to the behavior of the
players.
Formally, any stochastic game  is defined using five key components:
•
•
•

•

•
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A set N of N players.
A state space S.
For each player i ∈ N , a set of actions Ai . We also typically define a set-valued
and measurable function fi : S → Ai that maps each state s ∈ S to a set of
actions Ai (s) = fi (s), s ∈ S available to player i at state s. This dependence of
actions on states is a unique feature of a stochastic game.
A utility function ui , for each player i ∈ N , which provides the payoff that
player i receives by playing an action ai ∈ Ai at state s ∈ S, at a given stage of
the game. The utility function is thus a function from the set of feasible actions
for all players at a given state.
A transition function q(s|s ,a), which is essentially the transition probability from
a state s ∈ S to a state s ∈ S, for a given action vector a chosen by all N players
at state s.

4.2 Strategies, Equilibrium, and Key Results
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A stochastic game essentially proceeds as follows. At each stage t with a corresponding state st ∈ S, each player i ∈ N chooses an action ai,t ∈ Ai (st ) and receives a payoff
ui (st ,a t ), where a t is the vector of the actions of all players at game stage t. Then, the
game moves to a new state st+1 that is chosen according to the transition probability
q(st+1 |st ,a t ). From this general description, we can make a number of observations.
We also define the notion of an absorbing state, which is defined as a state sabs for
which q(sabs |sabs,a) = 1 for all a ∈ ×i∈N Ai . In other words, when an absorbing state
is reached, the play stays there forever. A stochastic game will be said to be absorbing
if it has a unique nonabsorbing state.
First, for the special case in which there exists only a single stage, the game simply
reduces to a conventional static game in strategic form. Second, in general, a stochastic
game can have an infinite number of stages; however, the case of finite stages can also be
captured, in the presence of an absorbing state. Third, in a stochastic game, the payoffs
at every stage depend on the state and will change from one state to another. This is in
stark contrast to repeated games in which the same matrix game is played at every stage
(i.e., there is only one state in a repeated game). Fourth, for the case in which there is
only one player (i.e., a centralized approach), the stochastic game reduces to a Markov
decision problem. Fifth, the transition probability depends on both the state and the
actions of the players. In some cases, the transition probability may depend on the action
of only one player; this is a special case that is known as single-controller stochastic
game, which we will treat in an application scenario in Section 15.2. Sixth, we also note
that the evolution of the state can follow a Markov process or differential equations.
In the latter case, we deal with stochastic differential games that are comprehensively
covered in [95] and will not be treated in the context of this chapter.

4.2

Strategies, Equilibrium, and Key Results
A stochastic game can be analyzed under both pure and mixed strategies. To more
precisely define the strategies, we first define the history of a stochastic game. Essentially, at a given stage t, the history of the stochastic game is essentially a sequence
(s1,a 1,s2,a 2, . . . ,st−1,a t−1,st ), representing the information available to the players
when they play at stage t. Then, a pure strategy1 for player i ∈ N will be defined
as a function pi that assigns to every history (s1,a 1,s2,a 2, . . . ,st−1,a t−1,st ) an action
pi (s1,a 1,s2,a 2, . . . ,st−1,a t−1,st ) ∈ Ai (st ). The mixed strategy will then be defined
as a probability distribution over the pure strategies. In other words, for a given player
i ∈ N , a mixed (behavioral) strategy assigns to every history a mixed action (probability
distribution over pure strategies). When analyzing stochastic games, it is often useful to
analyze stationary strategies, which are defined as mixed strategies that depend only
on the current state s ∈ S but not on time nor on past actions and states. A stationary strategy for player i, can be defined as a vector σ i = (σi,s )s∈S ∈ X , where
1 Here, we note that, in case the players do not have full information, then a strategy for player i is a

function that assigns to every possible information set, an action that is available to the player when the
player possesses this information.
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Xi = ×s∈S (Ai (s)) is the space of stationary strategies of player i, with (Ai (s))
being the space of all probability distributions over Ai (s). In other words, by using a
stationary strategy, a player will always play the mixed action σi,s when it observes a
given state s ∈ S.
Moreover, from the basic progression of a stochastic game, one can note that players
will receive two payoffs: (a) their stage payoff, captured by the function ui , and (b) a
total payoff that essentially captures both the stage payoff and future payoffs at next
stages. In this context, depending on the number of stages of the game, the total payoff
can be defined differently. For instance, for a finite-horizon stochastic game having a
finite number T of stages and starting with an initial state s1 , the total average payoff of
a player i will be given by:

T
1 
T
Ui (s1,π) = Es1,π
ui (st ,a t ) ,
(4.1)
T
t=1

where π is a profile of mixed strategies and a t is a profile of actions chosen at stage t.
The expectation Es1,π [·] is defined with respect to the probability distribution induced
by the mixed strategy profile π and the initial state s1 , over the entire space of played
actions.
Meanwhile, for an infinite-horizon stochastic game without discount, the total average
payoff of a player i will be given by:

T
1 
∞
Ui (s1,π) = Es1,π lim sup
ui (st ,a t ) .
(4.2)
T →∞ T
t=1

The infinite-horizon game with a time-averaged payoff captures the case in which the
stochastic game lasts for many stages (it has no predefined end), and the player does
not discount future payoffs as opposed to current payoffs. Finally, if the players value
current payoffs more than future payoffs (e.g., a gain of $10 is more valuable today than
tomorrow), then the total payoff of player i will be defined as a discounted payoff:
 T

δ
Ui (s1,π) = Es1,π
δt ui (st ,a t ) ,
(4.3)
t=1

where δ ∈ (0,1) is a discount factor.
To solve a stochastic game, one needs to introduce the underlying concept of equilibrium, with the most prominent one being the Nash equilibrium. In a stochastic game,
the Nash equilibrium is often defined in a manner analogous to any dynamic game. For
example, for a discounted, infinite-horizon stochastic game, a profile of mixed strategies
π∗ := [πi∗,π∗−i ] is said to constitute an -Nash equilibrium, if:
Uiδ (s1,πi∗,π∗−i ) ≥ Uiδ (s1,πi ,π∗−i ) − ,∀s1 ∈ S,∀i ∈ N ,∀πi ∈ i ,

(4.4)

where i is the set of mixed strategies for player i and π −i is the vectors of all actions
except i. For  = 0, we have the Nash equilibrium. Further, one can define the equilibrium analogous for all other types of payoffs, as well as for stationary strategies.
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One of the most fundamental types of stochastic games is the two-player, zero-sum
stochastic game, introduced in the seminal work of Shapley [94]. The two-player, zerosum game is the most widely studied type of stochastic game. In a zero-sum game, the
sum of the two players’ payoffs at any given stage will be 0, i.e., u1 (s,a) + u2 (s,a) = 0
for every (s,a) ∈ S×A, where A = A1 ×A2 and a = [a1,a2 ] with a1 being an action for
player 1 and a2 an action for player 2. For every two-player, zero-sum stochastic game,
there exists at most one equilibrium payoff at every initial state s1 . This equilibrium
payoff is known as the value of the game (similar to the value of the game in a static
two-player, zero-sum game).
We next state one of the most fundamental results for a two-player, zero-sum stochastic game with finite state and action spaces [94]:
theorem 4.1 For every two-player, zero-sum stochastic game, the δ-discounted value
at every initial state exists. Moreover, both players admit δ-discounted equilibrium
stationary strategies.
Owing to this result, the existence and characterization of an equilibrium (in stationary strategies) for two-player zero-sum stochastic games becomes straightforward. This
result has also been extended to general action and state spaces, and several results
regarding the existence of an equilibrium and a value of the game for different types
of zero-sum stochastic games, such as finite-horizon games, have been discussed in
[96, 97]. Other interesting examples and results on zero-sum stochastic games are also
found in [98–100].
Following up on Shapley’s results, the works in [101–103] have extended Shapley’s
results to the case of multiplayer, non-zero-sum, δ-discounted stochastic games, by
establishing the following using Kakutani’s fixed-point theorem:
theorem 4.2 Every stochastic game with finite state and action space admits a
δ-discounted Nash equilibrium in stationary strategies.
For more general types of non-zero-sum stochastic games (e.g., general action/state
spaces, finite-horizon, infinite horizon without discount, etc.), there does not exist universal existence results. However, depending on the properties of the payoff functions,
some specific results on existence and characterization of equilibria in non-zero-sum
stochastic games can be found in [104–110].

4.3

Summary
In this chapter, we have provided an overview on the basics of stochastic games. First,
we have exposed the main components of a stochastic game, and then we have introduced different types of long-term payoffs that can be used in this context. Then, we
discussed some of the basic strategy and equilibrium properties of a stochastic game. We
subsequently provided two most fundamental results pertaining to the equilibrium characterization (in stationary strategies) of zero-sum and non-zero-sum stochastic games.

5

Games with Bounded Rationality

In all of the other chapters of this book, we primarily deal with conventional games in
which the players are assumed to be fully rational. However, in practical wireless and
cyber-physical systems, the presence of humans, who interact with the system, and of
resource-constrained devices, which can have limits on their capabilities, will strongly
challenge this assumption. As such, in this chapter, we introduce the notion of games
with bounded rationality. First, we introduce the concept of bounded rationality and its
implication on game theory. Then, we delve into the fundamental details of one of the
most important frameworks that can capture bounded rationality, prospect theory, which
essentially deals with subjective perceptions. We conclude by shedding some light on
other related notions of bounded rationality.

5.1

Introduction to Bounded Rationality
During its early development, game theory was primarily dealing with scenarios in
which decision makers are considered to be fully rational entities [95]. In this context,
full rationality implies that those decision makers act as objective maximizers or minimizers that are able to precisely determine their optimal course of action at any given
time within a game. Full rationality is also often coupled with the assumption that the
players of a game have well-defined utility functions or preferences. These rationality
assumptions underlie much of the game-theoretic concepts that were introduced and
discussed in previous chapters. For instance, many of the commonly used equilibrium
notions are often characterized and analyzed, while assuming all players to be rational.
Similarly, many instances of the learning algorithms to be introduced in Chapter 6, also
require that players act somewhat rationally. For example, in best-response dynamics
(BRD), players are assumed to be able to objectively derive their best-response functions. Clearly, the consideration of full rationality has permeated most of the popularly
used game-theoretic constructs.
However, time and again, experimental and empirical studies have demonstrated that,
in the real world, players often do not act with full rationality [111–117]. In particular,
human players have been shown to exhibit limits on their cognitive abilities that can
often lead them to act much differently than what rational game theory predicts. In
essence, such studies demonstrate that, even in very simple situations, human players
may simply not act as objective optimizers and, oftentimes, are not able to solve the
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complex optimization problems typically found in conventional game theory, even if
they wanted to.
Consequently, over the past couple of decades, the notion of games with bounded
rationality has become a significantly important topic of research in the economics
and game theory communities [118–120]. The idea of bounded rationality is typically
studied within the much broader context of behavioral economics or behavioral game
theory. In a behavioral game, it is customary to study how certain real-world limits, such
as the bounds on the cognitive abilities of a human, can impact the rational tenets of
game theory and alter its predicted equilibrium outcomes. When dealing with wireless
or cyber-physical systems, bounds on rationality can stem from two factors: (a) the
natural, cognitive bounds on the rationality of human players (users, administrators,
hackers, etc.) that interact with the wireless or cyber-physical system, and (b) the limited
resources and computational capabilities of certain devices (e.g., Internet of Things
[IoT] sensors) that prevent them from following the conventional, rational path of game
theory.
Because bounded rationality primarily deals with human factors, it is quite challenging to condense its theoretical underpinnings into a single, unified framework. In contrast, several types of behavioral games with bounded rationality have emerged over the
years [111–117, 121–127]. Perhaps one of the earliest instances of bounded rationality
can be found in the popular framework of evolutionary game theory [118, 128, 129].
In an evolutionary game, it is assumed that bounded rationality implies a limit on the
informational gathering capabilities of the players. Then, it is shown that, in such a
setting, due to informational asymmetry and uncertainty, instead of acting as typical
optimizers, the players will simply copy strategies from others, based on observable
payoffs. In essence, evolutionary games take an “evolutionary biology” approach to
optimization, through mutations and natural selection.
However, evolutionary game theory treats only one aspect of bounded rationality, that
of information gathering. Nonetheless, bounded rationality imposes many other cognitive and real-world limitations on the players. One such limitation that is of particular
interest to this chapter is the subjective perceptions that game-theoretic players may
have on environmental uncertainty as well as on their utility functions, as captured by
prospect theory. Given the central importance of risk and uncertainty, in both the economics and the networking fields, compared to other facets of bounded rationality, we
will restrict our treatment of bounded rationality to the fundamentals of prospect theory.

5.2

Prospect Theory: Motivation
Decision making in realistic networking, economic, and real-world situations often deals
with scenarios that involve risk and uncertainty. The sources of risk and uncertainty can
range from the probabilistic nature of certain events to the prospective risks that can
impact the gains and losses of an individual player in a game. Under such situations,
the conventional assumption that the players of a game are objective, rational entities
that are uninfluenced by real-world behavioral considerations due to risk and uncertainty
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often fails. Such decision-making factors that deviate from the objective, rational behavior due to risk and uncertainty can be analyzed by the Nobel Prize-winning framework
of prospect theory (PT) [111–117]. Even though PT was originally targeted at modeling
monetary transactions, it has then become a tool of choice for analyzing behavioral
considerations in a plethora of economic, engineering, and societal situations [111–116,
130–142], due to the universal applicability of its concepts. Essentially, PT provides a
set of analytical tools that can be used to study how real-world decision making with
human players can significantly deviate from the tenets of the traditional game-theoretic
notion of expected utility theory (EUT), which is strictly guided by objective notions
of losses and gains, player rationality, conformity to fixed decision rules that are not
influenced by real-life perceptions of risk and uncertainty.
An Illustrative Example: In general, the concepts of PT were developed to analyze
and understand how human players will make decisions in real life, when they are faced
with uncertain and risky outcomes. To showcase the fundamental ideas behind PT, we
will introduce a hypothetical, illustrative example that pertains to pricing mechanisms
in wireless networks. This example is analogous to the original behavioral experiments
that were conducted by Kahneman and Tversky [111] using a lottery scenario.
Consider an efficient new wireless system that can deliver new dynamic pricing
and subscription plans to individual wireless users. Moreover, suppose that it has been
proven that under PT as well as conventional game theory, stable prices can be found,
so that the wireless network could ultimately result in more innovative and efficient
services. Under rational analysis, one might believe when these conditions were
satisfied, offering the opportunity to use the new system would result in widespread
participation, and an optimal pricing equilibrium would soon be reached. However, an
important implication of PT is that these conditions are insufficient to guarantee such a
beneficial result.
One important outcome from PT is that the preferred choice between a pair of uncertain alternatives is not only determined by the values of the two alternatives but also
by how the choice is stated. Consider the following example, which is unnatural only
in that the alternatives are designed to have equal value, hence making an individual’s
preference clearly determined by how the choice is actually stated. A wireless network
seeks to incentivize its users to abandon their conventional subscription model and
instead join a new, more dynamic wireless subscription system. We next present two
ways in which the alternatives may be communicated in a letter to a wireless user:
•

The Gain Scenario: Your average monthly wireless bill is now $450 a month.
Under our new smart wireless pricing system, your bill will show a debit of $500
a month. Moreover, you may select between:
(a)
(b)

•

A 50 percent chance of a credit of $100 if you join the smart wireless
scheme, or
A 100 percent chance of a credit of $50 that will keep your bill the same.

The Loss Scenario: Your average monthly wireless bill is now $450 a month.
Under our new smart wireless pricing system, your bill will show a credit of $400
a month. Moreover, you may select between:
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(c)
(d)
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A 50 percent chance of a bill for $100 if you join the smart wireless
scheme, or
A 100 percent chance of a bill for $50 that will keep your bill the same.

Here, the illustrated Gain and Loss scenarios describe the identical alternatives in
different words. Alternatives (a) and (c) are identical and alternatives (b) and (d) are
identical. Nevertheless, based on theoretical and empirical foundations, PT predicts that
more individuals will prefer alternative (b) to alternative (a) because a certain, deterministic gain is preferred to a probabilistic, 50 percent chance at a double gain but will
also prefer alternative (c) to alternative (d) because a probabilistic, 50 percent chance
of a loss is preferred to a certain, albeit smaller, deterministic loss. In this illustrative
example, the Gain scenario mainly demonstrates that human players are risk-averse in
gains, as they prefer a sure win over an uncertain double gain. Meanwhile, the Loss
scenario demonstrates that human players are typically risk-seeking in terms of losses –
they prefer a higher, uncertain loss, over a certain, but smaller loss. These predictions
have been confirmed by real-world, Nobel Prize-winning experiments in [111, 143].
From this example, we can make several observations. First, we can see that the level
of user participation in a certain smart wireless service depends on how this service
(or pricing plan) is presented to those users. Second, we can also infer that several
important behavioral factors outside the purely technical specifications of the wireless
system at hand will determine how human participants make choices. Moreover, we can
see that giving human participants the opportunity to perform optimally in the wireless
system itself does not guarantee that they will. In other words, people cannot be relied
on to always choose the optimal alternative, if merely stating the alternatives differently
influences their decisions. Remarkably, these results hold true, irrespective of whether
the alternative or prospects will have significant environmental or technological benefits
to society. Aligned with these observations, in [117], Kahneman suggests that, due to
risk and uncertainty, humans behave nonoptimally when buying and selling stocks:
they sell rising stocks too soon to guarantee gains, and they keep losing stocks too
long to resist a potential loss. If people act nonoptimally in the purchase and sale of
securities, it is natural to expect that they will perform in the same nonoptimal manner
when interacting with wireless systems or any other technological system. In particular,
this will hold true when people are already familiar with the incumbent system and,
hence, are reluctant to engage in a new service or technology. While such observations
have been made primarily for human decision makers, they can be also extended to
any resource-constrained device that cannot simply evaluate its alternatives using full
rationality due to, for example, bounds on computations.
One natural approach to address the problem of human behavior and the bounds on
their rationality is to leverage concepts from PT so as to refine classical game-theoretic
mechanisms, hence guiding the way in which optimal strategic decisions are found. In
particular, PT is suitable to deal with the subjective perceptions on gains and losses, as
well as with the need for decision making under risk and uncertainty (e.g., probabilistic
outcomes). To provide further insights on the mathematical foundations of PT, next, we
introduce the basics of the framework, and we analyze the main behavioral effects that
were found by Kahneman and Tversky in their seminal work on prospect theory.
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5.3

Foundations of Prospect Theory: Weighting Effects and Framing Effects
Prospect theory provides a rich set of techniques that can be used to account for realistic
user behavior when studying decision-making problems [111–117]. The key idea here
is that, in the real world, decision makers will exhibit subjective perceptions of gains
and losses, as well as of their environment (e.g., the “game” parameters). For example,
in classical game theory, players will view each others’ mixed strategies as objective
probability measure. In contrast, PT shows that human decision makers will have individual and subjective assessments about each others’ behavior (e.g., the mixed strategies
of their opponents), which, in turn, can lead to unexpected, irrational decisions. In
a wireless network, unconventional actions stemming from behavioral consideration
can be detrimental or disruptive to system operation. Similarly, wireless factors that
are probabilistic or uncertain, such as the wireless channel state or the probability of
a cyber-attack, can lead the players to choose actions that substantially differ from
what conventional, rational game theory predicts, thus yielding undesired effects on
the system being studied. In such scenarios that involve human players, we resort to PT
in order to directly analyze human-influenced choices in a game-theoretic setting.

5.3.1

Subjective Players’ Actions – Prospect-Theoretic Weighting Effect
The first key PT notion is known as the probability weighting effect. In particular, in
PT [111–116], it is observed that in real-life decision making, people tend to subjectively
weight uncertain outcomes. For example, in a wireless network, the frequency with
which a user chooses a certain strategy, say a certain wireless pricing scheme, depends
on how other users make their own choices. The dependence stems from many factors.
For example, for the pricing case, the actual price announced by the wireless operator
depends on the subscriptions of all wireless users. Therefore, the decision of a given
user will subsequently depend on the decisions of others. Other wireless factors such as
quality of service (QoS) can also couple the decisions of the players. Indeed, in game
theory, players may act differently over time due to the unpredictability of their mutual
actions, as well as the unpredictability of the system in which they are operating (e.g.,
the wireless environmental dynamics). In order to capture such uncertainty, it is quite
apropos to leverage tools from prospect theory.
Although the uncertainty can come from a diverse set of factors, for illustrative purposes, here, we focus on the uncertainty that a player faces due to the mixed strategies
chosen by other players. As a result, we can now more concisely describe how PT can
deal with uncertain events that are perceived probabilistically. In essence, in classical
game theory, interdependence among players is captured via the notions of expected
utility theory in which a player computes an expected value of its achieved gains or
losses, under the observation of an objective probability of choice by other players.
Thus, the expected utility obtained by a given player k, for a given mixed-strategy vector
π = [π1, . . . ,πK ] will be given by:
UkEUT (π) =

 #
a∈A

l∈K

πl (al ) uk (a),

(5.1)
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where K is the set of players, a is the pure strategy profile vector of all players, al is
a given pure strategy, and uk is the raw utility value. In contrast, by incorporating the
PT weighting effect, instead of using the objective expected utility that is computed in
(5.1), PT allows one to explicitly account for each player’s subjective evaluation on the
probabilistic mixed strategies of other players. Hence, under PT, each player perceives
a weighted version of its observation on the actions of others, instead of objectively
viewing the information obtained on the other players and computing a conventional
expectation for the utility, as done in (5.1). This PT weighting approach is used to
capture a “distorted” view that a certain player can have on the uncertain actions of
other players (or on any probabilistic factor of a game). In this regard, substantial PT
studies have demonstrated that most individuals overweight low probability outcomes
and underweight high probability outcomes. By using the PT weighting effect, players
will now evaluate a weighted version of their expected utility, as follows:

UkPT (π) =


a∈A

⎛
⎝ πk (ak )

#

⎞
wk (πl (al )⎠ uk (a),

(5.2)

l∈K\{k}

where wk (·) is a nonlinear weighting effect used to transform objective probabilities into
subjective probabilities. Recall that, in (5.2), we considered that a player does not weight
its own probability because that player can objectively value its own action. However,
this assumption is not mandatory, and one can weight the entire mixed-strategy vector.
To mathematically formalize the weighting function wk (·), one must conduct behavioral experiments with human subjects. In consequence, we cannot provide a universal
definition of the weighting function, as each definition depends on the actual experiments. However, one popular weighting function that is widely used in the PT literature
is the so-called Prelec function [144], defined as follows, for any given probability σ:
w(σ) = exp(−(− ln(σ)α )), 0 < α < 1.

(5.3)

The Prelec function defined in (5.3), transforms an objective probability measure
into a subjective probability. This transformation depends on a rationality parameter α,
which quantifies the subjectivity level of the player. For α = 1, we have the fully rational
EUT case. Meanwhile, as α becomes smaller, the rationality of the player decreases,
and for α close to 0, we obtain the fully irrational case. This parameter will then impact
the PT utilities of the players in (5.2) and, thus, affect the way in which equilibrium
decisions are made (Figure 5.1). Here, it is worth noting that the weighted probabilities
will not necessarily sum to one.

5.3.2

Subjective Perceptions of Utility Functions – The Framing Effect
Beyond the weighting effect, the second key effect observed by PT, is the so-called
utility framing effect. In technological systems, one can often define utility functions
based on system-specific objective metrics such as data rates or delays in wireless
systems. For example, in a 5G network, one common system objective is to minimize
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Figure 5.1 Illustration of the prospect-theoretic weighting effect: how objective probabilities are

viewed subjectively by human participants. The parameter α determines how far the behavior is
from the fully rational case. © 2016 IEEE. Reprinted, with permission, from Saad et al. 2016.

its transmission latency. Such objective utility functions are appropriate for general
optimization problems in which the system seeks to optimize absolute utility functions.
However, when the system seeks to meet certain latency guarantees, the objective
measure of a utility may not be sufficient to quantify the gain or loss. For example, for
ultra-low-latency communications, it is desirable to have latencies of the order of 1 to
2 ms. As such, if the defined utilities simply capture the objective, absolute value of
the latency, then minimizing such utilities may not be the real goal for the system. For
instance, even if the minimum is 50 ms, this minimum will be viewed as a loss for the
system, rather than a gain, if it is measured with respect to the target of 1 ms. Hence,
in such scenarios, one must measure the utility with respect to a certain reference point.
Analogously, when dealing with human players, using objective metrics as utility functions might not be reasonable because humans are inherently subjective. For instance,
each human player can have a different perception of the economic or technological
gains that this players may obtain in a game. For example, a saving of $5 per month
on a wireless bill may not seem significant for a relatively wealthy user. Instead, a poor
user might perceive this amount as a highly significant reduction. Clearly, the objective
measure of $5, can be viewed differently by different users.
In PT, such subjective perceptions of utility functions are captured via the use of
framed functions or reference points. Mainly, each player frames its losses or gains with
respect to a possibly different reference point. Back to the aforementioned example,
the wealthy player frames the $5 bill with respect to an initial wealth which can be in
the thousands, and thus, this player views the $5 as an insignificant gain. In contrast,
the poor player might have no initial wealth at all, and thus, when framing the $5 with
respect to a reference point of 0, the gains are perceived as significant. Similarly, a
50 ms latency is viewed differently whether it is framed to a 100 ms reference point (of
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a delay-tolerant service) or to a 1 ms reference point (of a delay-sensitive service). One
effective way to quantify such framing effects is by observing that losses loom larger
than gains. In this context, PT provides a transformation that can transform objective
utility functions into subjective value functions – concave in gains, convex in losses –
over the different possible outcomes. These gains and losses are measured with respect
to a reference point that does not need to be zero and that can be different between
players. Under both the weighting and framing effect, the expected utility of a given
player will be given by:
⎞
⎛

#
⎝πk (ak )
UkPT (π) =
wk (πl (al )⎠ vk (uk (a) − Rk ),
(5.4)
a∈A

l∈K\{k}

where Rk is a reference point for the objective utility and vk (·) is known as a value function that transforms the raw utility of a player into a PT utility framed with respect to a
reference point. As is the case for the weighting effect, the closed-form expression of the
framing function vk (·) should be found from actual behavioral experiments. However,
the most commonly used value function in PT is the one given in [111]:
$
λk (x)βk , if x ≥ 0,
vk (x) =
(5.5)
−(−x)αk , if x < 0,
where x is the raw utility framed to a reference point, βk , αk ∈ (0,1) are parameters
that quantify the idea of diminishing sensitivity (i.e., players assign a higher value to
differences between small gains or losses close to their reference point in comparison
to those further away), and λk > 1 is an aversion coefficient that quantifies the lossaversion effect (i.e., players perceive greater aggravation for losing some utility amount
compared to the satisfaction associated with gaining the same utility amount). The
framing effect in (5.5) is shown in Figure 5.2 for a case in which the reference point for
measuring gains and losses is set to zero.

5.3.3

Impact of PT on Game-Theoretic Analysis
Naturally, once game-theoretic players change how they calculate and perceive their
utilities, their decision-making process will naturally deviate from the traditional, rational approach assumed by game theory. For instance, from (5.4), we can observe that
the nonlinear transformations that the PT weighting and framing effects introduce will
modify the structure and nature of a given game. For instance, if the original, fully
rational game exhibited special properties (e.g., potential or supermodular game), such
properties may not necessarily hold under the PT effects. Similarly, if the original game
is a zero-sum game, the mere introduction of the framing notion will alter the zero-sum
nature, thus requiring new analysis. In some instances, even the mere existence of an
equilibrium may be jeopardized by the PT effects. For example, in some cases, it can be
shown that the choice of a reference point can impact whether or not a certain game has
an equilibrium solution or not. In fact, in [116, example 2.4], it is shown that, even for a
two-player game, if the reference point is not fixed but rather dynamically changing, a
PT-based game may not admit any pure or even mixed strategy Nash equilibrium.
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Figure 5.2 Illustration of the prospect-theoretic framing effect: how objective utilities are viewed

subjectively by human participants. The utility function value changes depending on a certain
reference point that highlights the individual perceptions of gains and losses. © 2016 IEEE.
Reprinted, with permission, from Saad et al. 2016.

Clearly, when PT transformations are applied to a game, the analysis of the game’s
equilibrium needs to be thoroughly revisited. Indeed, even when a single decision maker
changes the way in which it evaluates its objective function, the overall operation of
any optimization mechanisms that are used in a game will be significantly affected.
Moreover, in some instances, to solve a PT game, one may need to move away from
traditional equilibrium analysis, to investigate other, more realistic approaches to solve
a game. This is due to the fact that in PT, players may have much less information on one
another than in a fully rational, conventional game. For example, the players may not
know the exact way in which the weighting effects or framing effects of other players
operate, and hence, they will not be able to compute best responses, in the strict sense.
Instead, they may opt for some sort of security strategies or even heuristic decisionmaking rules to operate in a PT environment. Moreover, PT will also impact the way
in which the learning algorithms in Chapter 6 are designed. Unfortunately, no general
rules for analyzing games under PT exist; however, the works in [116, 131–142] can
provide some application-specific approaches that can inspire further research in this
area.
In summary, PT provides a rigorous framework for incorporating bounded rationality in game theory. In particular, PT focuses on how game-theoretic decision making is affected by risk and uncertainty, through the use of the weighting and framing
effects. The incorporation of PT effects will, however, lead to nonlinearities in the utility
functions, hence requiring new analysis for the equilibrium or other outcomes of the
game.

5.4 Other Notions of Bounded Rationality
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Other Notions of Bounded Rationality
As previously mentioned, the idea of bounded rationality cannot be limited to a single
framework. For instance, PT essentially focuses on subjective perceptions and riskaverse or risk-seeking behavior. However, it cannot be used to capture other limitations
on the rationality of the players. In particular, it has been observed in many economic
situations that players will not always act as strict maximizers or minimizers. Instead,
they might be seeking to find an outcome that is simply “good enough” for them.
Such a behavior will primarily stem again from the limited rationality of the players.
To describe such a situation, in [121–123], Simon appropriated the term satisficing to
describe a procedure for constructing expectations of how good a potential game solution might reasonably be achieved. Once such a reasonably good solution is achieved,
players may stop their search for improvements. This idea of a satisficing player is in
stark contrast to a fully rational, objective optimizer that will not stop its search for better
outcomes, until it finds the best or optimal solution that is better than any other possible
point. Clearly, by engaging in a satisficing behavior, players will require fewer steps of
reasoning, less information knowledge, and, when relevant, fewer computations. While
there have been many frameworks to study this notion of “good enough” outcomes,
one of the most popular approaches is via the so-called satisficing equilibrium [124],
which is defined as a state at which each player has already reached a “target” utility
level or cannot achieve this target by unilaterally changing its action, given the other
players’ actions across all games. Hence, the satisficing equilibrium is a refinement
of the idea of a Nash equilibrium that takes into account the satisficing behavior of
the players: Instead of seeking a best response, the players will seek a target outcome
that satisfies their requirements. For example, in a wireless network, the notion of a
satisficing equilibrium can be used to capture the idea of quality-of-service guarantees.
In such a case, a satisficing equilibrium will simply indicate a point of the game at which
all players achieved their sought quality-of-service [145, 146].
Beyond PT and the satisficing equilibrium, one other important notion of bounded
rationality is that of a quantal best response. The quantal best response essentially
captures the idea that players can make errors during a game. In essence, players become
more likely to make errors as those errors become less costly, a notion that is often
known as cost-proportional errors. This can be modeled by assuming that, instead of
using a conventional best response, players will react quantally, rather than via strict
maximization. The quantal best response (also known as a logit response) by a player k
to a vector of mixed strategies π−k chosen by the opponents of k is typically defined as
a mixed strategy πk (ak ), such that [125]:
exp(λūk (ak ,π −k )
πk (ak ) = 
,
bk ∈Ak λ ūk (bk ,π −k )

(5.6)

where ūk (ak ,π−k ) is the expected utility of player k when playing action ak against
the mixed strategy profile π−k , Ak is the action space of player k, and λ is a precision
parameter that indicates how sensitive players are to utility differences, with λ = 0
corresponding to uniform randomization and λ → ∞ corresponding to the fully rational
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best response. Using the notion of a quantal best response, one can define the concept
of a quantal response equilibrium (QRE) [125–127], which essentially generalized the
Nash equilibrium to the case in which no player can unilaterally improve its utility by
using a quantal (rather than a fully rational) best response. A QRE is guaranteed to
exist for any normal-form game and nonnegative precision parameter [125–127, 147].
However, just like the Nash equilibrium, QRE points are not guaranteed to be unique.
In some sense, the QRE concept also implies that human players will play games
differently depending on the magnitudes of the payoffs involved. Both the satisficing and
QRE concepts can then be used for analyzing a variety of games, particularly in wireless
and cyber-physical systems, in which bounded rationality is involved. Examples of some
existing works in this regard can be found in [145, 146, 148–153]. Moreover, these two
equilibrium concepts can also be used as outcomes of learning mechanisms [125, 126,
154], such as those discussed in Chapter 6.

5.5

Summary
In this chapter, we have studied how bounded rationality of decision makers can impact
and alter the outcomes of a game. In particular, we have provided an in-depth study
of the Nobel Prize-winning framework of prospect theory, which allows the analysis
of decision making under risk and uncertainty. In essence, prospect theory provides a
mathematical framework for incorporating behavioral considerations, such as subjective
perceptions or utility framing, within the context of a game. Such behavioral considerations capture real-world bounded rationality considerations that were derived using cognitive psychology experiments. Beyond introducing the main tenets of prospect theory
and their impact on game-theoretic analysis, we have also provided a brief overview on
a number of other approaches for handling bounded rationality, such as the satisficing
equilibrium and the use of quantal best response. Clearly, the domain of game theory
with bounded rationality is quite rich and encompasses a plethora of concepts. Evolutionary games, PT, satisficing equilibrium, and QRE are only a select few of such tools.
Other ideas and concepts can be further explored as research progresses in this domain.

6

Learning in Games

While equilibrium points provide a rigorous way to characterize the solution of a game,
on their own, they fail to answer a fundamentally important question: How can the
players of a game reach a particular equilibrium in practical scenarios with distributed
decision making? Obviously, the answer to such a question is particularly important for
large-scale, decentralized wireless networks, such as the Internet of Things, in which
devices need to dynamically find their equilibrium strategies by observing their environment and learning from it, in a distributed manner. The need for such distributed
decision making and environmental learning motivates the need to study the fundamentals of learning in games. In essence, a learning process is an algorithm, often
iterative, that can be used by the players of any given game in order to dynamically
find their equilibrium strategies, through observation of the environment. In this chapter,
we provide an introduction to learning in games, while focusing on five main types of
learning frameworks. For each framework, we discuss the algorithmic process, as well
as the fundamental properties, in terms of convergence and computation. In essence,
this chapter constitutes a primer on learning in games that will provide the necessary
fundamentals needed to understand the relationship between learning and game theory.

6.1

Introduction to Learning in Games
To get a deeper understanding on the relationship between game-theoretic equilibrium
points and learning processes, we start by discussing illustrative experiments, which
were conducted by the biologist David Harper [155] in 1979. These experiments shed
light on how game-theoretic equilibrium points can be naturally learned by repeated and
dynamic interactions among players, driven by rather simple decision-making rules. In
the winter of 1979, Harper ran a number of experiments on a flock of 33 ducks on a lake
in the botanic garden of Cambridge University. Two observers took on the role of bread
tossers and located themselves at two fixed points around the surface of the lake, 20
meters apart. The observers were tossing pieces of bread to the ducks at regular intervals.
In one of Harper’s experiments [155], it is assumed that the frequency of supply for one
observer (referred to as the least profitable site) is 12 items per minute, whereas it is
equal to 24 items per minute for the other observer. Figure 6.1 shows the evolution of
the number of ducks at the least profitable site as function of time. In Figure 6.1, the dots
show the mean points while the vertical segments indicate the measures’ dispersion.
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Figure 6.1 Experiment by biologist David Harper: When ducks are given the choice between two

bread tossers for which the frequency of supply of the most profitable site is twice the least
profitable, after switching a few times between the two sites, ducks will stabilize at a given Nash
equilibrium choice without having any formal knowledge of the game they are facing. © 2016
IEEE. Reprinted, with permission, from Bacci et al. 2016.

From Figure 6.1, we observe that, after around a minute, the number of ducks at the
least profitable site stabilizes around 11. In other words, 22 ducks went to the most
profitable site. The point corresponding to this case is in fact a Nash equilibrium: Every
duck that attempts to unilaterally change to the other site will get less food. This figure
demonstrates that, at the start of the experiment, each duck behaves like a conventional
optimizer – the majority of the ducks will go to the most profitable site. This choice does
not account for the fact that the site selection problem faced by each duck is actually not
a conventional optimization problem but a game – what a duck obtains depends not only
on its own choice but also on the choices of other ducks. During the transient period,
the ducks that switch to the other site realize they get more food at the least profitable
site. Other ducks will also do so as long as the Nash equilibrium is reached. Clearly, in
such an experiment, ducks do not have any closed-form expression or formal definition
for their utility function and, in general, they are not aware of the game’s parameters.
Nevertheless, despite this lack of information, some sort of an iterative auction-like
process (commonly known as tâtonnement) has led them to find an actual Nash equilibrium. This, in turn, clearly demonstrates how a distributed decision-making agent
can, in practice, reach game-theoretic equilibrium points with little to no knowledge
on the game parameters. In fact, in this experiment by Harper, a Nash equilibrium has
emerged as a result of repeated interactions between players, who possess little to no
information on the problem they are facing and act according to primitive learning or
decision-making rules. These players are also not necessarily rational.
Motivated by this example, our key goal is to explain such learning phenomena
and then present a suite of decision-making rules that form the basis of distributed,
multiagent learning algorithms that allow decision makers to dynamically interact and
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reach game-theoretic equilibrium points. In general, a learning algorithm is an iterative
process whose individual iteration is typically composed of three main steps that are
executed by each individual player [156]: (1) monitoring and observation of the environment to assess historical information (e.g., what utilities and actions were played
in the past), (2) learning and improvement of the possible mixed strategies based on
the current observation, and (3) estimation of the prospective utility under different
possible strategies and choice of an appropriate (deterministic) action based on the
mixed strategies. The equilibrium is reached once the iterative process converges to a
vector of mixed strategies that can no longer be updated by any of the players. Naturally,
convergence will largely depend on the way in which each one of these steps is defined.
In fact, different implementations of this three-step process will give rise to different
types of learning algorithm. Each algorithm will be characterized by its own properties,
in terms of information requirements, computational needs, and convergence properties.
Naturally, no universal learning algorithm exists that can find an equilibrium for every
possible noncooperative game. However, depending on the situation at hand and the
sought equilibrium, one can devise an appropriate learning algorithm. In what follows,
we will discuss five of the most commonly used learning frameworks in the context of
game theory.

6.2

Best Response Dynamics
The framework of best response dynamics (BRD) is arguably the most popular and
commonly used algorithm for learning in games. The popularity of BRD stems from its
relative simplicity – at each iteration, each player will simply choose the “best” response
to its opponents’ chosen actions. In other words, assuming that a given player is able to
fully observe the past actions of its opponents, BRD dictates that this player will simply
choose the strategy that maximizes its current objective function, given the observed
past actions. Assuming each player acts in such a manner, if it converges, then BRD
will obviously reach a Nash equilibrium because, by definition, a Nash equilibrium is
a point at which every player is playing its best response. However, as will be clear
from our subsequent discussion, BRD are not always guaranteed to converge except for
certain games with special structure. Here, it is also noteworthy to point out that BRDbased learning algorithms are one of the few learning frameworks that allow finding
pure-strategy equilibria, as opposed to the often probabilistic, mixed-strategy solutions
that are found by other frameworks.
While there exists a variety of different BRD algorithms, two main instances include
the Gauss–Seidel method [157] and the Lloyd–Max algorithm [158]. The Gauss–Seidel
approach is an iterative BRD approach that provides a numerical solution for a linear
system of equations. To better understand this approach, we consider a special case
having two unknowns, x1,x2 , and two observations, y1,y2 . The objective is to find a
solution to the following system:
a11
a21

a12
a22

x1
x2

=

y1
y2

(6.1)
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where akj are considered as known and satisfying certain classical conditions (see [157]
for additional details on those conditions). We let (x1 (t),x2 (t)) be the value for the pair
(x1,x2 ) at iteration t. Then, we can now update x1 as x1 (t + 1), which is found by
solving a11 x1 (t + 1) + a12 x2 (t) − y1 = 0. Consequently, x2 (t + 1) is found by solving
a21 x1 (t +1)+a22 x2 (t +1)−y2 = 0. This process can be viewed as a two-player game in
which xk is player k’s action, and making akk xk + ak,−k x−k − yk close to zero is its cost
function. The Gauss–Seidel method is therefore nothing but a precise implementation
of the sequential BRD of this game, and it is not necessarily restricted to such simple
models, as it applies to nonlinear iterations implemented by more than two players.
As explained in [159], another special instance of BRD is the so-called Lloyd–Max
algorithm originally adopted for scalar quantization and extensively used nowadays for
data compression in information theory, signal processing, and communication theory.
Designing a signal quantizer means choosing how to partition the source signal space
into cells or regions and choosing a representative for each of them. It turns out that
finding, in a joint manner, the set of regions and the set of representatives that minimize
the distortion (namely, the quantization noise level) is a difficult problem, in general. The
Lloyd–Max algorithm is an iterative algorithm, having two key steps in each iteration:
(1) fixing a set of regions and computing the best representatives (from a distortion
perspective) and (2) for these representatives, updating the regions to minimize distortion. Each such iteration is then repeated until convergence. This iterative process then
constitutes a special instance of the sequential BRD of a game having two players that
have a common cost function. This in fact corresponds to the popular class of potential
games. Interestingly, the convergence of the sequential BRD process is guaranteed for
such potential games.
Example 6.1 (Cournot tâtonnement) One very popular BRD algorithm is the so-called
Cournot tâtonnement, originally introduced by Cournot to study an economic competitive scenario between two companies, each of which having to determine the quantity
of goods that it will produce. In this context, Cournot demonstrated that the following
dynamic BRD process converges: company 1 selects a certain quantity of goods q1 (1),
company 2 observes the quantity produced by company 1 and plays its best response
q2 (2), i.e., the quantity that maximizes its profit, company 1 will reupdate its quantity
to this reaction to q1 (3) to maximize its benefit, and so forth. Cournot showed that this
procedure will eventually converge to the Cournot equilibrium, which can be shown to
be the Nash equilibrium of the associated strategic-form game. This process is shown in
Figures 6.2 and 6.3. The Cournot tâtonnement process has many applications in wireless
networks, such as, for example, in analyzing competitive spectrum sharing in cognitive
radio systems [160] whereby the problem is modeled as an oligopoly market, and a
static game can be used to find the Nash equilibrium for the optimal allocated spectrum
size for the cognitive users.
The BRD algorithm can be used for a game with any number of players. In its most
popular form, BRD is used in a sequential (synchronous) way (sequential BRD) in
which players update their actions in a round-robin manner. Within round t + 1 (with
t ≥ 1) the action chosen by player k ∈ K is given by:
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Figure 6.2 Illustration of a special sequential BRD algorithm known as Cournot tâtonnement.

This figure shows how this tâtonnement process converges to the unique intersection point
between the best responses of the players (i.e., the unique pure Nash equilibrium of the game).
© 2016 IEEE. Reprinted, with permission, from Bacci et al. 2016.
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Figure 6.3 Convergence speed of sequential BRD in the Cournot tâtonnement example. © 2016

IEEE. Reprinted, with permission, from Bacci et al. 2016.



ak (t + 1) ∈ BRk a1 (t + 1), . . . ,ak−1 (t + 1),ak+1 (t), . . . ,aK (t) .

(6.2)

If the best response is not a singleton (e.g., it returns several elements), any of these
elements can be chosen. In general, the sequential BRD scheme has two loops: an inner
loop on the player index k and an outer one on the iteration index t. An alternative BRD

128

Learning in Games

Algorithm 4: BRD.
set t = 0
initialize ak (0) ∈ Sk for all players k ∈ K (e.g., using a random initialization)
repeat
for k = 1 to K do
update ak (t + 1) using (6.2) or (6.3)
end for
update t = t + 1
until |ak (t) − ak (t − 1)| ≤  for all k ∈ K

version, commonly known as parallel (asynchronous) BRD, operates in a simultaneous
(parallel) way such that all players update their actions simultaneously:


ak (t + 1) ∈ BRk a−k (t) .
(6.3)
Thus, in parallel BRD, at any given iteration t, all players act simultaneously and
derive their individual best response functions in response to the actions of all other
players, as observed at iteration t − 1. In parallel BRD, no order of play among players
is needed, and thus, parallel BRD requires less information and less synchronization,
compared to sequential BRD. However, naturally, this comes at the cost of harder and
potentially slower convergence.
In Algorithm 4, we provide a general outline of our previously discussed BRD
schemes. This class of BRD schemes can be used for games that have continuous or
discrete action spaces. For the continuous action set scenario, the convergence of BRD
implies that the distance between two successive action profiles remains below a certain
threshold  > 0. When dealing with discrete actions, when we discuss convergence of
BRD, we mainly mean that the equilibrium action profile will no longer change (i.e.,
 = 0). Even though proving convergence of BRD to a Nash equilibrium is challenging
for a general case (i.e., for a generic game), we do know that, whenever BRD converges,
the convergence points will constitute pure Nash equilibria (additional discussions on
this convergence are found in [161–163]). However, despite this negative convergence
result for general game, convergence is guaranteed for some special classes of games.
Moreover, one can also derive application-specific convergence proofs for BRD, as
done, for example, in [164]. Meanwhile, for some game types, there exist sufficient
conditions under which sequential BRD will converge to a pure Nash equilibrium.
Key examples of such special games include exact potential games and supermodular
games (more details can be found in [161–163]). Moreover, whenever the best response
functions are standard functions, sequential BRD is guaranteed to converge [165, 166].
Several useful results pertaining to BRD convergence are summarized next:
theorem 6.2 ([161]) For supermodular and potential games, a sequential BRD algorithm is guaranteed (with probability 1) to converge to a pure Nash equilibrium.
theorem 6.3 ([166]) If the best-responses of a noncooperative game in normal form
are standard functions, then BRD is guaranteed (with probability 1) to converge to a
unique pure Nash equilibrium.
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Meanwhile, when dealing with parallel BRD, it is challenging to establish any general
results for guaranteeing convergence. However, one useful way to guarantee convergence for parallel BRD is to use a specific action update rule, as discussed in [167].
For example,

 each player k to update its action as follows: ak (t + 1) ∈
 one can allow
BRk a−k (t) where BRk a−k (t) is given by:


BRk a−k (t) = arg max uk (ak ,a−k (t)) + κak − ak (t)2 .
(6.4)
ak ∈Ak

Here, we have κ ≥ 0. In (6.4), the term ak − ak (t)2 can be seen as a “conservative
effect” term used for stabilizing the update equation. For instance, whenever the value
of κ is high, the stabilizing term will be minimized by maintaining the same action.
In [167], after defining (6.4), the authors rigorously prove that, by properly choosing κ,
one can guarantee convergence for the parallel BRD associated with the modified utility.
To illustrate how sequential BRD converge in a wireless context, next, we present a
simple example.
Example 6.4. (Game-theoretic power allocation in wireless channels with interference)
Consider a wireless network composed of K pairs of transmitters and receivers. Each
transmitter k ∈ {1, . . . ,K} (player k) must allocate its transmit power P among N
orthogonal frequency bands (or resource blocks). The objective
of &each transmitter is
%

1
+
γ
log
to maximize its own wireless data rate uk = N
k,n where γk,n is the
2
n=1
received SINR for receiver k when using frequency band n. This SINR is given by:
γk,n =

σ2

hkk,n pk,n
,

+
hk,n p,n

(6.5)

=k

where pk,n represents the amount of power allocated by transmitter k to frequency band
n, and hk,n ≥ 0 represents the channel gain between transmitter  and receiver k, when
using band n. Meanwhile, σ2 is the noise power. Define pk = (pk,1, . . . ,pk,N ) as a
vector of power allocation for transmitter k. Then, we can consider two action space
scenarios:
!
"
N
PA
N
pk,n ≤ P and ABS
(6.6)
Ak = pk ∈ R + :
k = {P e1, . . . ,P eN }
n=1

where PA represents power allocation and BS implies band selection. Here, the canonical basis of R N (i.e., e1 = (1,0, . . . ,0),e2 = (0,1,0, . . . ,0), and so on) is given by
e1, . . . ,eN . We can now formally define two corresponding strategic form games related
to this power allocation problem: G PA and G BS .
As discussed in [168], for game G PA , a sufficient condition for the sequential BRD to
converge is the following:
'
' 0 if k = 
'
∀j ∈ K,ρ(H (j )) < 1 with Hk (j ) = ' hj
(6.7)
' hkj if k = .
This condition essentially means that the spectral radius ρ of certain matrices H (j ) must
be strictly less than one, which is useful for the general case of a wireless interference
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channel having multiple frequency bands. In other words, this condition simply means
that the interference level at every frequency band should not be too high. However, in
the special scenario where the system has only one receiver of interest for all transmitters
(i.e., multiple access channel), the work in [169] has proved that this sufficient condition
holds with probability zero (randomness stems from the fact that the channel gains hk,n
are assumed to be realizations of a continuous random variable). In this latter case, the
SINR can be rewritten as follows:
γk,n =

σ2

hk,n pk,n

+
h,n p,n

(6.8)

=k

where hk,n is the channel gain between transmitter k and the receiver (when frequency
band n is used). Interestingly, for this special case, we can show that G PA and G BS are
exact potential games [169] that admit the following potential function:
=

N

n=1

log2 σ2 +

K


hk,n pk,n .

(6.9)

k=1

As a result, given that these games are exact potential games, we can guarantee the
convergence of sequential BRD to a pure Nash equilibrium. For game G PA , sequential
BRD schemes will use the famous water-filling scheme to update their power level. In
particular, they can use the following iterative water-filling algorithm (IWFA):


1
pk,n (t) +
−
(6.10)
pk,n (t + 1) =
ωk
γk,n (t)

where [q]+ = max(0,q), ωk is the Lagrangian multiplier associated with N
n=1 pk,n ≤ P,
and γk,n (t) is the SINR at receiver k over band n at time t. This IWFA solution was
first introduced in [170]. One drawback of the sequential BRD algorithm in (6.2) is that
it requires a lot of observations from the players. In essence, each player must observe
the actions played by its opponents. Meanwhile, for IWFA, implementing BRD only
requires knowledge of the SINR γk,n (t), which is basically an aggregate version of the
actions played. Such information can easily be estimated at the receiver and fed back to
each player k for transmit power update.
One advantage of IWFA, and in general of sequential BRD, is that their convergence is often quick, and it takes only a handful of iterations [169]. This result is
intuitive because it follows from the fact that BRD requires significant knowledge of the
parameters of the game parameters. For instance, BRD implicitly assumes knowledge
of the utility functions. This need for information knowledge, in turn, constitutes a
limitation of BRD, in general. In fact, often, to derive the best response and develop
a BRD algorithm, one needs to have a closed-form, tractable expression of the utility
function. Even though this is typically possible for economic applications, in wireless
networking, such complete information knowledge is often not available, thus limiting
the applicability of BRD and requiring the design of learning algorithms that can be
used with less information (as will be further explained later in this chapter). Another
limitation of BRD is the fact that it requires each player to derive their best response

6.3 Fictitious Play

131

by solving an optimization problem. This, in turn, implies that each player will have to
use somewhat significant computations to derive their best response. In some wireless
scenarios, such as the Internet of Things, devices may have very limited computational
power and, thus, may not be able to perform such optimization. In such situations, BRD
may not be the best choice for learning. Instead, lightweight reinforcement learning
algorithms may be more appropriate. Despite these limitations, BRD remains a very
useful tool to characterize equilibria and understand their properties, due to its simple
implementation.

6.3

Fictitious Play
One other highly popular learning algorithm for game-theoretic situations is known as
fictitious play (FP). In general, FP can be seen as a variant of BRD that uses mixed
strategies (probability distributions over actions) rather than pure actions. The FP algorithm also admits a simple implementation and provides a basis for developing more
advanced mixed-strategy learning algorithms.
When it was originally conceived, FP was mainly targeted at games that have discrete
action spaces. In these discrete settings, often, one cannot use BRD because convergence
of BRD in the discrete case is often infeasible. For example, when dealing with game
G BS , we observe that, even though BRD will converge for multiband multiple-access
channels, it does not converge for the multiband interference channel scenario (in this
latter scenario one observes cycles appearing in the BRD algorithm, as discussed in
[156]). Such a nonconvergence result is quite frequent when BRD is applied to games
in which the players have discrete actions. To overcome this challenge, one can use
learning algorithms such as FP, which are not only useful to deal with the discrete
case, but they can also be used while assume less structure on the considered game.
Hereinafter, we consider that
Ak = {ak,1, . . . ,ak,Nk }

(6.11)

with |Ak | < +∞. In its original version introduced by Brown in [171], FP was essentially a modified BRD scheme in which one uses empirical frequencies to update the
actions of the players. As a result, by using probability distributions, more rigorous
proofs and properties can be shown. Moreover, even though FP relies on mixed strategies, that does not necessarily imply that FP will always find (or seek) mixed-strategy
Nash equilibria. On the contrary, for many practical FP implementations, one can show
that pure-strategy Nash equilibria are attracting points. In other words, under specific
conditions, the mixed strategies resulting from a learning algorithm such as FP will often
approach pure strategies when the number of iterations of the algorithm grows large. In
FP, the empirical frequency with which player k ∈ K uses a given action ak ∈ Ak , at
time t + 1 is given by:
1 
1{ak,t
t +1
t+1

πk,ak (t + 1) =

t =1

=ak }

(6.12)
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with 1 being an indicator function. If, at time t, player k has knowledge on the empirical
frequency of use of the action profile a−k , i.e., π−k,a−k (t), then this player can find its
own expected utility and subsequently choose the action that maximizes it. Note that,
in order to compute π−k,a−k (t), player k must observe the actions played by all other
players, as is the case in BRD. In practice, this knowledge yields an overhead because
it can be acquired only via an information exchange among the players.
As is the case with BRD, one can implement a sequential or parallel version of FP. In
this regard, the parallel FP algorithm can be defined as follows:
ak (t + 1) ∈ arg max

K


ak ∈Ak

π−k,a−k (t)uk (ak ,a−k ).

(6.13)

k=1

Here, it is interesting to carefully observe the structure of the empirical frequencies in an
FP algorithm. In particular, we can see that empirical frequencies in FP can be derived
recursively:
1 
1{ak,t
t +1
t+1

πk,ak (t + 1) =

t =1

= πk,ak (t) +

1 
1{ak,t
t +1
t

=ak }

λFP
k (t)

=

=ak }

+

t =1



1{ak,t+1 =ak } − πk,ak (t)

1
1{a
=a }
t + 1 k,t+1 k
(6.14)

where λ FP
k (t) = 1/(t + 1). From (6.14), we can observe that the empirical frequency
at time t + 1 can be computed from its value at time t along with knowledge of the
current action. Such a structure is interesting because it is a general structure that we
will encounter in various learning and iterative algorithms in the rest of this chapter.
To illustrate how an FP algorithm works, we use the popular Matching Pennies game
as an example in Table 6.1. This game is played between two players, Player A and
Player B. Each player has a penny and must secretly turn the penny to heads or tails.
The players then reveal their choices simultaneously. If the pennies match (both heads
or both tails) Player A keeps both pennies, so wins one from Player B (+1 for A, −1 for
B). If the pennies do not match (one heads and one tails) Player B keeps both pennies,
so receives one from Player A (−1 for A, +1 for B). This is an example of a zero-sum
game, where one player’s gain is exactly equal to the other player’s loss. The game is
known not to admit any pure-strategy Nash equilibria.
For convenience, we rewrite the strategies update equation for each player k at iteration t, as follows:
π k (t + 1) = πk (t) +

Table 6.1 Matching pennies game

Heads (H)
Tails (T)

Heads (H)

Tails (T)

+1, − 1
−1, + 1

−1, + 1
+1, − 1

1
(v(t) − πk (t)),
t +1

(6.15)
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where t is the number of iterations, πk (t) is the vector of empirical frequencies of player
k at time t, and vk (t) = [vk (t)(a1 ),vk (t)(a2 ), . . . ,vk (t)(aH )]T is such that at a given time
t, we have vk (t)(al ) = 1 if player k chooses the lth strategy and vk (t)(al ) = 0 for
the other strategies. The strategy chosen at time t, i.e., the lth strategy, is the one that
maximizes the expected utility with respect to the updated empirical frequencies. Thus,
player k can repeatedly choose a strategy and update vk (t) as:
⎧
⎨1,if al (t) = arg max uk (ak ,π−k (t − 1)),
ak ∈Ak
(6.16)
vk (t)(al ) =
⎩0,otherwise,
where the utility used here is the expected value obtained by player k with respect to the
mixed strategy of the opponent, when player k chooses pure strategy al . For a zero-sum
game, it is well known that FP is guaranteed to converge to a mixed NE in a zero-sum
game [162].
Remark 6.1 The vector vk is updated using the expected utility of choosing a certain
pure strategy with respect to the probabilities of the opponents. For example, Player A’s
expected utility when choosing Heads in Table 6.1 is
uA (H,πB ) = uA (H,H ) × πB (H,H ) + uA (H,T ) × πB (H,T ),
= (+1) × πB (H,H ) + (−1) × πB (H,T ).

(6.17)

This is in contrast to Player A’s overall expected utility, which is
uA (π A,πB ) = (+1) × πA (H,H ) × πB (H,H )
+ (−1) × πA (H,T ) × πB (H,T )
+ (−1) × πA (T ,H ) × πB (T ,H )

(6.18)

+ (+1) × πA (T ,T ) × πB (T ,T ).
Next, to run the FP algorithm for the Matching Pennies game, we set the initial
probability vector as π A = [0.3 0.7]T ,πB = [0.6 0.4]T for both sequential and parallel
FP. Using (6.17) and (6.18) the first iteration (t = 1) of sequential FP will yield the
following:
uA (2)(H,π B (1)) = (+1) × πB (1)(H,H ) + (−1) × πB (1)(H,T ),
= (+1) × 0.6 + (−1) × 0.4,
= 0.2,
uA (2)(T ,π B (1)) = (−1) × πB (1)(T ,H ) + (+1) × πB (1)(T ,T ),

(6.19)

= (−1) × 0.6 + (+1) × 0.4,
= − 0.2.
(2)

Because uA (H,πB (1)) > uA (2)(T ,π B (1)), Player A would choose H as its best
response, and then, we have vA (1) = [1 0]T in (6.15) and (6.16). Thus, Player A will
update the mixed strategy (empirical frequencies) as follows:
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1
π A (2) = π A (1) +
(vA (1) − πA (1)) ,
1+1
   
 
1
1
0.3
0.3
−
,
=
+ ×
0
0.7
0.7
2


0.65
=
.
0.35

(6.20)

Similarly, Player B updates strategy as follows:
(2)

(2)

uB (πA ,H ) = (−1) × πA (2)(H,H ) + (+1) × πA (2)(T ,H ),
= (−1) × 0.65 + (+1) × 0.35,
= − 0.3,
(2)
uB (πA (2),T )

= (+1) × πA (2)(H,T ) + (−1) × πA (2)(T ,T ),

(6.21)

= (+1) × 0.65 + (−1) × 0.35,
= 0.3.
(2)

(2)

Because uB (2)(π A ,H ) < uB (π A (2),T ), then the vector vB (1) = [0 1]T and Player B
updates the mixed strategy as follows:
1
π B (2) = πB (1) +
(vB (1) − πB (1)) ,
1+1
   
 
1
0
0.6
0.6
−
,
=
+ ×
1
0.4
0.4
2
 
0.3
=
.
0.7

(6.22)

Next, we provide the first iteration of parallel FP. In parallel FP, both players will
evaluate their utilities simultaneously:
uA (2)(H,πB (1)) = (+1) × πB (1)(H,H ) + (−1) × πB (1)(H,T ),
= (+1) × 0.6 + (−1) × 0.4,
= 0.2,
uA (2)(T ,πB (1)) = (−1) × πB (1)(T ,H ) + (+1) × πB (1)(T ,T ),
= (−1) × 0.6 + (+1) × 0.4,
= − 0.2.
uB (2)(π A (1),H ) = (−1) × πA (1)(H,H ) + (+1) × πA (1)(T ,H ),
= (−1) × 0.3 + (+1) × 0.7,
= 0.4,
uB (2)(π A (1),T ) = (+1) × πA (1)(H,T ) + (−1) × πA (1)(T ,T ),
= (+1) × 0.3 + (−1) × 0.7,
= − 0.4.

(6.23)

6.3 Fictitious Play

135

Because uA (2)(H,π B (1)) > uA (2)(T ,π B (1)) and uB (2)(π A (1),H ) > uB (2)(π A (1),
T ), the iterative vector vA (1) = vB (1) = [1 0]T and then, Player A and Player B will
simultaneously update their mixed strategies:
1
(vA (1) − π A (1)),
πA (2) = πA (1) +
1+1
   
 
1
1
0.3
0.3
−
,
=
+ ×
0
0.7
0.7
2


0.65
=
,
0.35
1
(vB (1) − πB (1)),
πB (2) = πB (1) +
1+1
   
 
1
1
0.6
0.6
−
,
=
+ ×
0
0.4
0.4
2
 
0.8
=
.
0.2

(6.24)

This iterative process (for both sequential FP and parallel FP) will continue, until
convergence. For the Matching Pennies game, given that it is a zero-sum game and that
it admits a unique mixed-strategy Nash equilibrium, both algorithms converge to the
same point, π∗A = π ∗B = [0.5 0.5]T with the expected utilities being UA = UB = 0.
Figure 6.4 shows the convergence process over time. Clearly, from Figure 6.4, we can
clearly see that, even though both algorithms converge to the same point, sequential FP
exhibits a smoother and faster convergence, compared to parallel FP. This is often the
case in practice, due to the fact that sequential algorithms can garner more information
at each iteration.
Player A’s mixed strategy
Seq FP
Par FP

Probability of playing heads
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Figure 6.4 Convergence of sequential and parallel FP.
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Algorithm 5: Regret matching learning algorithm
set t = 0
Nk
initialize πk (0) s.t. n=1
πk,n (0) = 1 for all players k ∈ K (e.g., using a random
initialization)
repeat
for k = 1 to K do
for n = 1 to Nk do
update rk,n (t + 1) using (6.25).
end for
for n = 1 to Nk do
update πk,n (t + 1) using (6.26).
end for
choose ak (t + 1) based on the distribution πk (t + 1).
end for
update t = t + 1
until |ak (t) − ak (t − 1)| ≤  for all k ∈ K.

Here, we note that, similar to BRD, FP cannot always be guaranteed to converge.
For some special types of games, such as zero-sum games, dominance solvable games,
and potential games, FP can be guaranteed to converge; however, these results are not
necessarily generalizable. Moreover, whenever the game admits multiple equilibria, FP
may converge to different solutions, depending on the initialization point. In fact, FP
algorithms, just like most iterative processes, are very sensitive to the choice of the initial
point. As such, for wireless applications, one must carefully tweak the initial point for
cases in which the game can admit multiple equilibria. It is also worth mentioning that
variants of fictitious play, such as smooth fictitious play [156], have been proposed to
overcome some of these convergence challenges. In terms of computational complexity,
because FP also requires finding best responses, it will exhibit a similar computational
complexity to BRD. In essence, each player will still need to solve some sort of optimization problem. However, once the best response is derived, the update equation
(6.15) that is used for the empirical strategies, relies on simple algebraic calculations.

6.4

Regret Matching
Regret matching (RM) learning algorithms is another type of learning algorithms that
can be used to find the equilibrium of a game. At a high level, similar to FP, RM
algorithms will use a mixed-strategy update equation. However, instead of relying on
a conventional best response, RM algorithms rely on the notion of regret [172], which
is eventually exploited to assign a certain probability to a given action. Unlike FP
and BRD, whose equilibrium point is the Nash equilibrium when they converge, RM
algorithms typically reach a coarse-correlated equilibrium (CCE) point [165]. The CCE
is a more general point than the Nash equilibrium and is often more efficient. In fact,
the pure and mixed Nash equilibria are special points in the larger set of CCEs.

6.5 Reinforcement Learning

137

The regret that player k associates with a given action ak,n is the difference between
the average utility the player would have obtained by always playing the same action
ak,n and the average utility actually achieved with the current strategy. Formally, we can
find the regret at time t for player k as follows:
∀n ∈ {1, . . . ,Nk }, rk,ak,n (t + 1) =

t
1
uk (ak,n,a−k (t )) − uk (ak (t ),a−k (t )). (6.25)
t
t =1

In RM, at each iteration t, player k must compute: (a) its own utility, i.e., find
uk (ak (t),a−k (t)), and (b) the utility it would have achieved when playing a different
action ak (i.e., uk (ak ,a−k (t))). As discussed in [172], for RM, one can update the
probability that player k assigns to action ak,n using the following rule:

+
rk,ak,n (t + 1)
(6.26)
πk,ak,n (t + 1) = 
+ .

Nk
(t
+
1)
r
k,a
n =1
k,n
For a given player k, if, at time t +1, this player gets a positive regret for each action, then
this player would have obtained a higher utility by playing this same action during the
entire game up to iteration t + 1, instead of choosing its actions based on the distribution
πk (t) = (πk,ak,1 , . . . ,πk,ak,Nk ). The update rule in (6.26) is known as a rule with no
regret [172], which yields the following key convergence result:
theorem 6.5 (Convergence of regret matching) In any finite noncooperative game,
when using the update rule defined in (6.26), the empirical frequencies of the action
profile always almost surely converge to the set of CCE.
The RM algorithm is summarized in Algorithm 5. Naturally, for games in which
the solution concepts of CCE, mixed-strategy Nash equilibrium, pure-strategy Nash
equilibrium, and correlated equilibrium coincide, then we have a unique CCE, which
is also a pure-strategy Nash equilibrium. For this special case, RM does not yield any
performance gain compared to BRD. However, in many real-world wireless scenarios,
the RM algorithm can potentially outperform other distributed algorithms such as BRD
(e.g., see [173]). From a computation perspective, similar to FP and BRD, RM will also
require solving optimization problems.

6.5

Reinforcement Learning
Reinforcement learning (RL) is a machine learning framework that encompasses a broad
range of learning algorithms that have been applied in a variety of scenarios ranging
from robotics to autonomous navigation [174–178]. RL was originally conceived as a
method to analyze single-player environments having a finite set of actions [174]. In
such single-player settings, a player updates its action and receives some form of a
numerical utility or signal as feedback from the environment for the sequence of actions
that the player has chosen thus far. In a scenario with multiple players, as is the case
for noncooperative games, RL is inherently more complex. This is due to the fact that
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the learning process itself will now change the factors that need be learned. However,
it can be shown that feeding back to the players only the realizations of their utilities
is reasonable enough to drive seemingly complex interactions to a steady state (e.g., an
equilibrium) or, at least, to a predictable evolution of the state. In reinforcement learning,
the players will have to use their experience to select or avoid certain actions based on
the observed consequences of those actions. For instance, actions that yielded positive
outcomes will often be repeated in the future, whereas actions that were unsatisfactory
will be avoided. Bush and Mosteller in [179] developed one of the first RL schemes
in which they defined each player’s strategy as the probability of taking each of the
available actions. After every player has selected an action according to its probability,
each player receives the associated utility and updates the probability of choosing that
action based on a so-called reinforcement policy. Formally, we define uk (t) as the utility
function value at time t for player k. Meanwhile, we define πk,ak,n (t) as the probability
that player k assigns to action ak,n at time t. Then, the Bush and Mosteller RL algorithm
will operate as follows:


πk,ak,n (t + 1) = πk,ak,n (t) + λRL
k (t)uk (t) 1{ak (t)=ak,n } − πk,ak,n (t)

(6.27)

with 0 < λ RL
k (t) < 1 being a known function that regulates the learning rate of player
k (this function can be seen as playing the same role as the step-size of the gradient
method). Clearly, the update rule in (6.27) has the same form of (6.14). However, one
key advantage of the algorithm in (6.27) is that each player needs to only observe the
realization of its utility function. It can hence be applied to any finite noncooperative
game. Naturally, general convergence results cannot be established; however, convergence is guaranteed for special classes of games such as potential games, dominance
solvable games, and supermodular games. Similar to the BRD, convergence points of
the RL algorithm in (6.27) are either pure Nash equilibria or boundary points. It is
also important to note that the RL algorithm in (6.27) will have low computational
complexity because each player needs to only observe a realization of its utility function
and perform simple algebraic computations. As a result, in general, for RL algorithms,
players will no longer need to solve complex optimization problems, as is the case for
BRD, FP, and RM. However, due to its high flexibility (with regard to the environment)
and the absence of any major assumptions on its structure, the RL scheme in (6.27) will
usually require a large number of iterations to converge compared to BRD.
However, the RL algorithm in (6.27) is by no means the only RL algorithm available
for learning a game’s equilibria. In fact, myriad RL-based algorithms can be devised
with various features. One important class of RL schemes is the suite of RL algorithms
in which the players can jointly estimate both their strategies and their utilities. The basis
of joint utility and strategy estimation RL algorithms are the following update equations
that are performed by each player k (dependence on actions is dropped for notational
brevity):
$

%
&
π k (t + 1) = πk (t) + f λk (t),ak (t),uk (t), ûk (t),πk (t)
%
&
ûi,c (t + 1) = ûk (t) + g μk (t),ak (t),uk (t), ûk (t),πk (t) ,

(6.28)
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where player k makes an action choice ak (t) at time t with probability πk (t) while
observing the current utility uk (t). ûk is a vector of estimated utilities that are acquired
from observing the environment. λk and μk are learning rates that capture the players’
ability of information retrieval and update of their actions and utilities, which reflects
the fact that learning utilities and actions can be of different speeds for different players.
The learning rates must be chosen to satisfy the following two conditions:


|λk (t)|2 < ∞,
|μk (t)|2 < ∞.
1.
t≥0
t≥0 k
k
2.
t≥0 |λ (t)| = +∞,
t≥0 |μ (t)| = +∞.
Each choice of f (·) and g(·) in (6.28) corresponds to one class of algorithms as it
determines how much information is gathered and how players choose their iterative
actions. For a given action choice pk by a player k, one class of joint utility and strategy
estimation algorithms is the so-called Boltzmann–Gibbs learning algorithm, defined by
the following update equation:
$
%
%
&
&
πk (pk ,t + 1) = πk (pk ,t) + λk (t) βk,η ûi,c (t) (ak (t)) − πk (pk ,t)
(6.29)
%
&
ûk (pk ,t + 1) = ûk (pk ,t) + μih (t)1{ak (t)=pk } uk (t) − ûk (pk ,t) ,
1
1
û (a ,t) 
û (a ,t)
where β k,η (ûk (t))(ak ) := e η k k / a e η k k , ak ∈ Ak is the Boltzmann–
k
Gibbs mapping, which determines how actions are chosen, and η is the explorationexploitation (of actions) trade-off. The Boltzmann–Gibbs algorithm, under certain
conditions, can be shown to converge to an equilibrium (often a CCE, but in some cases
a mixed Nash equilibrium) [180–182]. Compared to the RL algorithm in (6.27), the
Boltzmann–Gibbs process in (6.29) allows the players to use an estimated utility ûk to
not only update their actions (as in (6.27), but also jointly learn their utilities. This, in
turn, can enhance the overall learning process, as shown in [156].
Here, we also note that proving the convergence of RL algorithms for specific applications will require using stochastic approximation techniques to derive the conditions
under which the learning algorithms can be studied using their deterministic ordinary
differential equation (ODE) counterparts. More insights on such proofs and techniques
can be found in [180, 181] (and references therein).
In summary, RL provides a very flexible framework to develop a variety of algorithms
that can be used to characterize the equilibria in a variety of games. The key advantages
of RL are their low computational complexity and their ability to be implemented in a
truly self-organizing manner. However, this comes at the expense of potentially slower
convergence time and more challenging convergence characteristics.

6.6

Learning with Artificial Neural Networks
Artificial neural networks (ANNs) have recently emerged as important enablers of artificially intelligent wireless networks [183]. ANNs allow a machine or an agent to learn
how to adapt to an environment through experience and observations of past computations. While ANNs have been initially conceived as a tool to learn from data [183], their
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powerful prediction capabilities and their inherent ability to mimic dynamical environments, render them prime candidates for adoption in a multiagent learning environment.
From a learning in games perspective, ANNs can be used as part of an RL framework,
as a predictive framework that enables the players to essentially model, predict, and
adapt to their environment. ANNs can help the players in an RL framework to better
estimate/learn their utilities, by observing past actions and past outcomes. For example,
ANNs can be used to perform predictive utility estimation based on history, and then,
they can be incorporated in a general RL framework such as the one in (6.28). In essence,
ANNs will endow the RL scheme with predictive power that can help in improving the
overall adaptation process to potentially better learn the equilibrium of a game.
Given the rich literature on ANNs and the different classes of ANNs (e.g., see the
comprehensive survey in [183]), it is not possible to provide generic rules on how
ANNs can be used for learning in games. Instead, here, we will focus on explaining
how recurrent neural networks (RNNs) [184], which are a class of ANN architectures
that allow feedback loops between various layers in the neural network (or between
output and input), can be adopted for learning in games. RNNs are particularly effective
in handling time-series and time-related information. Given that learning in games will
naturally involve time dynamics, RNNs are a natural choice. In particular, we focus on
the RNN framework of echo state networks (ESNs) [185–190] – a highly practical type
that can be rapidly trained. In fact, ESNs are often credited with reinvigorating interest in
RNNs [185] by making them more accessible due to their apparent simplicity. In ESN,
the input weight matrix and hidden weight matrix are randomly generated without any
specific training, and as such, an ESN algorithm needs to only train a single, output
matrix.
In general, an ESN-based learning algorithm consists of five components: (a) players, (b) actions, (c) inputs, (d) ESN model, and (e) output. Obviously, from a gametheoretic perspective, the players and actions will simply be the players and actions
of the considered game. The definition of the input and output will largely depend on
the application being considered. However, one typical choice for the input will be
the vector of current probability distributions of all players, i.e., the vector of mixed
strategies or estimation thereof. Meanwhile, when adopting ESN to estimate the utility
within a broader RL algorithm, the output is typically defined as a vector of estimated
utilities that can subsequently be used to find the optimal action at any given iteration.
The remaining component in an ESN algorithm is the ESN model, which is the main
distinguishing feature between an ESN-based RL and a conventional RL algorithm, such
as those discussed in the previous section.
The ESN model is a learning architecture that can find the relationship between the
input x k,t and output y k,t of an ESN algorithm that is implemented by a player k at
time t. In essence, the ESN model builds a function or relationship between input and
output. If the input is the vector of observed mixed strategies and the output is the
estimated utility value, then the ESN model will provide a mapping between different
mixed strategies and prospective utilities, by essentially observing the environment as
well as historical outputs. Mathematically, the ESN model consists of an output weight
matrix W out
k and a so-called dynamic reservoir that is defined by an input weight matrix
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k , and a recurrent matrix W k = ⎣ 0
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0 wN w N w
dynamic reservoir units. The dynamic ESN reservoir of each player k will be characterized by a state vector s k , that is defined as follows at time t:


x
,
(6.30)
s k,t = f W k s k,t−1 + W in
k,t
k
where f is the so-called ANN activation function that can here be chosen as a tanh
x
−x
. The activation function mainly indicates the rate with which
function, f (x) = eex −e
+e−x
a given neuron is fired or used (i.e., it helps build relationships between input and
output). In ESN, the reservoir state vector s k,t will essentially be used to store historical
environmental information (e.g., on past actions) that will allow the learning algorithm
to perform predictions (e.g., of utilities).
Given the state vector, the ESN algorithm can now predict or estimate its output using
the following relationship:


s k,t
(6.31)
y k,t = W out
k,t x
k,t
where W out
k,t is the output weight matrix at time slot t. To enable the ESN algorithm to
use reservoir state s k,t to predict the output, we must train the output matrix W out
k . While
different training algorithms can be used (e.g., see [183, 185–190]), given the simplicity
of ESN, one can adopt a linear gradient descent approach, which will be given by:
%
&& T
%
out
W out
(6.32)
kn,t+1 = W kn,t + ν ûkn,t − ykn,t x k,t ,akn s k,t ,
out
where akn is a given action n for player k, W out
kn,t is row n of W τ,j , ν is a learning
rate, %and ûkn,t& is the actual utility value (as observed from the environment). Here,
ykn,t x k,t ,akn is estimated by the utility value resulting from the actions performed
by each player during each time slot t. Table 6.2 summarizes how a general ESNbased RL algorithm can be designed. From Table 6.2, we can observe that the players
will still need to update their mixed strategies in step (b), similar to how such an
update is done in a conventional RL algorithm. Several rules can be used for such

Table 6.2 General framework for ESN-based learning
Inputs: Choose and initiate an input vector x τ,j
out
Initialize: W in
j , W j , W j , and y j = 0.
repeat each time t:
(a) Estimate the value of the utility function based on (6.31).
(b) Update the mixed strategy based on any RL update rule.
(c) Observe or estimate actions of others.
(d) Set the ESN input and choose an action based on the updated mixed strategy.
(e) Update the dynamic reservoir state based on (6.30).
(f) Update the output weight matrix based on (6.32).
until convergence.
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an update, and depending on this choice, the convergence properties may be different.
For instance, if one uses an ε-greedy exploration algorithm [174] in which a higher
probability is always assigned to the action yielding a higher payoff, then the ESNbased RL algorithm can be shown to converge to a mixed-strategy Nash equilibrium
as demonstrated in [191, 192]. However, one can choose other types of updates, such
as the Boltzmann–Gibbs rule. However, such a choice will impact both the type (CCE
or Nash equilibrium) and possibility of convergence. The computational complexity
of an ESN algorithm will largely depend on how the input and output are defined.
However, compared to a conventional RL algorithm, an ESN algorithm will always
require more computations, due to the need for training the neural network. Nonetheless,
the simplicity of ESN and its reliance on a dynamic reservoir renders its training much
less computationally complex than other, more advanced ANNs, such as deep learning.
Here, it is worth noting that ESN is only one approach to use ANNs for learning in
games. Other ANNs can be used such as spiking neural networks [193], when one is
dealing with larger states and continuous environments, or deep ANNs, when several
layers of information must be learned from the environment [176, 177, 194].

6.7

Summary
In this chapter, we have provided a primer on the development of learning algorithms
for finding game-theoretic equilibria in a distributed manner. In particular, we have
introduced the very fundamental algorithm of best response dynamics, which enables
the characterization of pure-strategy Nash equilibria. While BRD has some drawbacks
such as the need for complete information and the possibility of nonconvergence, it

Table 6.3 Main features for the BRD, FP, RL, RM, and ANN algorithms

Action sets
Convergence
Convergence
points

Convergence
speed
Observation
typically
required
Knowledge
typically required

BRD

FP

RL

RM

ANN

Continuous or
discrete
Sufficient
conditions
Pure Nash
equilibrium or
boundary
points
Fast

Discrete

Discrete

Discrete

Sufficient
conditions
Pure or mixed
Nash
equilibrium

Always
guaranteed
CCE

Fast

Sufficient
conditions
CCE or Nash
equilibrium,
implementationdependent
Slow

Medium

Continuous or
discrete
Sufficient
conditions
CCE or Nash
equilibrium,
implementationdependent
Medium

Actions of
others

Actions of
others

Value of the
utility function

Actions of
others

Value of utility
function

Utility
functions and
action sets

Utility
functions and
action sets

Action sets

Utility
functions and
action sets

Action sets
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provides a fundamental basis for developing more elaborate learning algorithms. After
introducing BRD, we have then discussed its mixed-strategy counterpart, known as
fictitious play. We have studied the various properties, advantages, and drawbacks of
FP, and we have shown how it provides a general framework for building other types of
learning algorithms, such as regret matching and reinforcement learning. Then, we have
discussed the fundamentals of RM and RL and showed how they can be used to learn
various types of equilibria without requiring high computations, but at the expense of
a potentially slower and more challenging convergence. Finally, we have shed light on
how artificial neural networks, which were originally conceived for data analytics, can
be leveraged for learning in games. In particular, we have provided an overview on echo
state networks, a powerful ANN framework, that is suitable for learning in games due
to their relative simplicity. In Table 6.3, we summarize some of the different features
of the different learning algorithms that have been discussed throughout this chapter.
Naturally, treating all the challenges of the broad topic of learning in games within a
single chapter is not possible; however, in this chapter, we have provided some of the
key basics needed to further explore this important area of research in algorithmic game
theory.

7

Equilibrium Programming with
Equilibrium Constraints

Solving a noncooperative game using conventional equilibrium solution concepts generally requires special properties for the utility functions such as concavity or quasiconcavity. However, concavity or quasi-concavity is a relatively strong condition for
a wide class of problems in wireless networks. Recently, connections between game
theory and variational inequality (VI) theory have been established. The VI problem can
be introduced through the first-order optimality condition, which facilitates the relaxed
solution concept such as the local equilibrium and quasi-equilibrium to tackle the problems that lack concavity in game utilities. By building the VI-equivalence of the game
model, we can establish a connection between the VI problem solution and the game
equilibrium. This way properties of the game equilibrium can be obtained by analyzing
the solution of the VI problem through VI theories. In this chapter, we investigate how
VI can be employed to a particular class of games, namely, the Stackelberg game.
A Stackelberg game is a special game model that corresponds to a hierarchical
decision-making process. As such, players in a Stackelberg game hold asymmetric
positions, called leader and followers. This asymmetry makes such games appropriate
for certain problems in wireless systems, such as problems involving users with
different priorities or networks of different types. The solution of a Stackelberg game is
characterized by what is called the Stackelberg equilibrium. Solving for the Stackelberg
equilibrium involves the leader’s objective function optimization subject to rational
reactions of the followers under the equilibrium solution concept adopted for the
followers’ game, which could be quite complicated, particularly when these reactions
cannot be expressed in closed form in terms of the strategies of the leader (or leaders, if
there is more than one). What comes in handy in that case is mathematical programming
with equilibrium constraints (MPEC) and equilibrium programming with equilibrium
constraints (EPEC), which have been introduced to tackle such problems. In particular,
the MPEC corresponds to the case with a single leader while EPEC corresponds to the
general case with multiple leaders. The MPEC/EPEC models do not require closedform solutions to the followers’ game and thus extend the coverage of the conventional
Stackelberg game to further tackle a wider variety of problems in wireless systems. VI
is one of the key enablers for MPEC/EPEC analysis.
This chapter is organized in the following way. First in Section 7.1, we study
basics on variational inequalities. Second, the Stackelberg game is introduced in
Section 7.2. Then, MPEC and EPEC are explained in Sections 7.3 and 7.4, respectively.
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An illustrative example of physical layer security is given in Section 7.5. Finally,
Section 7.6 draws concluding remarks.

7.1

Variational Inequalities

7.1.1

Basics of Variational Inequalities
The variational inequality (VI) problem, VI (X,F ), is defined on the set X , a subset of
an n-dimensional Euclidean space with a mapping F : X → Rn in order to obtain a
vector x ∈ X that satisfies
%
&T % &
x−x
(7.1)
F x ≥ 0, ∀ x ∈ X .
For VI (X,F ) defined in (7.1), we have the following result regarding its solution.
theorem 7.1 (Existence of solution to VI problems [195]) The VI problem VI (X ,F )
admits a solution if the set X is compact, nonempty, and convex, and mapping F is
continuous.
For VI problems, we are particularly interested in a class of problems that features
monotone properties.
definition 7.2 (monotone [195]) Problem VI (X,F ) in (7.1) is
•

•

•

monotone on X if
%
&T %
% &&
x−x
F (x) − F x ≥ 0,
strictly monotone on X if
%
&T %
% &&
x−x
F (x) − F x > 0,

∀ x,x ∈ X ;

∀ x,x ∈ X,

strongly monotone on X if ∃c > 0 s.t.
+2
%
&T %
% && +
x−x
F (x) − F x > +x − x + ,

(7.2)

x=x;

(7.3)

∀ x,x ∈ X .

(7.4)

Monotone properties are very useful in the study of the VI problems. We can resort to
the Jacobian matrix of the mapping F to assist the analysis. In particular, denoting the
Jacobian by JF , we have the following theorem.
theorem 7.3
•
•
•

If F is continuously differentiable on X ,

F is monotone if and only if JF is positive semidefinite ∀x ∈ X ;
F is strictly monotone if and only if JF is positive definite ∀x ∈ X ;
F is strongly monotone if and only if JF is uniformly positive definite ∀x ∈ X ,
i.e., ∃c > 0 s.t.
y T JF (x) y ≥ c y2 ,

∀ y ∈ Rn .

(7.5)

Due to monotonicity properties, the following theorem can be drawn regarding the
solution to the VI problems.
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theorem 7.4 Suppose X ⊆ Rn is closed and convex and F : X → Rn is continuous.
Then, for the VI problem VI (X,F ),
•
•

7.1.2

If F is strictly monotone on X , VI (X,F ) admits at most one solution;
If F is strongly monotone on X , VI (X,F ) has a unique solution.

Connections with Optimization and Games
VI defines a broad class of problems that are closely related to convex optimization [196]
and game theory [197]. To elaborate, consider a constrained optimization given as
min

f (x)

(7.6a)

s. t.

x ∈ X,

(7.6b)

where objective function f is continuously differentiable on a closed and compact set X
as an n-dimensional subset of Rn . Then, if X is convex, according to the minimum principle in nonlinear programming, any local minimizer of f , denoted by x , satisfies [196]
%
&T
% &
x−x
(7.7)
∇x f x ≥ 0, ∀ x ∈ X .
The point that satisfies the preceding condition is also called a stationary point. Further,
if f is convex in x, then the stationary point is the global minimizer of f .
Further consider the cases that the feasible region X is explicitly defined by finitely
many differentiable inequalities and equations
,
X = x ∈ Rn |G (x) ≤ 0,H (x) = 0 ,
(7.8)
where G : Rn → Rn , H : Rn → Rn are vector-valued continuously differentiable
functions. Suppose the constraints satisfy certain constraint qualification [198]; then, the
stationary point of (7.6) satisfies the Karush–Kuhn–Tucker (KKT) condition specified as
∇x f (x) +

n

=1

μ ∇x G (x) +

n


ν ∇x H  (x) = 0

(7.9a)

=1

H (x) = 0

(7.9b)

0 ≤ μ ⊥ G (x) ≤ 0,

(7.9c)

where 0 ≤ a ⊥ b ≥ 0 indicates that a,b ≥ 0 and a · b = 0, and μ and ν are the Lagrange
multipliers related with the constraints.
By revisiting the previous discussions on VI and optimization, solving (7.6) is equivalent to solving the VI problem in (7.1), on the condition that mapping F is defined as
∇x f (x). If X is convex, the equivalence is obtained in the sense that the VI problem
solution corresponds to the stationary point of the optimization. Further if f is convex,
then the VI problem solution corresponds to the global minimizer of the optimization.
Let us now consider the game model defined as
. , /
, G = J , Xj j ∈J , fj j ∈J ,
(7.10)
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where there are J = |J | agents each solving the individual optimization
%
&
min fj x j ;x −j
s. t.

x j ∈ Xj ,
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(7.11a)
(7.11b)

where the subscript j stands for all agents in J other than agent-j . Consider the case
of a convex game where for each agent j , the problem in (7.11) is a convex problem;
then% we know
& that the individual problem in (7.11) is equivalent to the VI problem
VIj Xj ,F j , which solves for x j satisfying
T

% &
x j − x j F j x ≥ 0,

∀ x j ∈ Xj ,

(7.12)

% &
with F j = ∇x j fj x j . Then, the game G can be represented as the form of a VI
problem VI (X,F ) with
#
X =
Xj ,
(7.13)
j ∈J

and

 
F = F j j ∈J .

(7.14)

Now that we have represented the game model in the form of a VI problem, similar to the
case of optimization, the VI problem solution also corresponds to the Nash equilibrium
of the game. Therefore, we can convert the optimization problems or game models in
the form of VI problems and then apply the VI theory to help the analysis regarding the
original optimization or game problems.

7.2

Stackelberg Game Review

7.2.1

Basics of the Stackelberg Game
Stackelberg game refers to a class of strategic game models that incorporate the hierarchical decision-making process. Consider two players, denoted as A and B in a Stackelberg game who, respectively, solve the following problems
min fA (x A ;x B )
s. t.

x A ∈ XA ,

(7.15a)
(7.15b)

and xB is determined as a function of xA , by solving
min

fB (x B ;x A )

(7.16a)

s. t.

x B ∈ XB ,

(7.16b)

where the strategy x A is determined by A, while x B is determined by B, while their
utilities depend on the strategies of both players. In a Stackelberg game, the players
act sequentially, where the one with the first move is named as leader while the other
one is named as follower. For the game defined in (7.15) and (7.16), we have taken

Leader’s problem
Leader’s
first move

Follower’s
reaction

Follower
Follower’s problem

Upper problem

Leader

Lower problem

Solving for the equilibrium
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Game playing
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Stackelberg
equilibrium

Figure 7.1 Stackelberg game.

A as the leader and B as the follower. Due to the sequential decision making among
them, they enter the game asymmetrically, which further affects the ways they approach
their optimization problems. Specifically, at the first stage, the leader considers its own
objective by taking into account also the rational reaction of the follower, which we
call the upper-layer problem. At the second stage, the follower optimizes his own goal
with the leader’s action in the first stage as a given, called the lower-layer problem.
Because the leader’s upper problem takes the follower’s reaction into account, the leader
has an advantageous position in the game. In contrast, the follower can only react to
the action of the leader, which puts him at a disadvantage in the game. This is the
distinguishing feature of Stackelberg games, known as the “first-mover advantage.” This
sequence of moves in a Stackelberg game is illustrated in Figure 7.1.

7.2.2

Stackelberg Equilibrium
The equilibrium of a Stackelberg game is known as the Stackelberg equilibrium. For the
one-leader one-follower Stackelberg game defined by (7.15) and (7.16), suppose that the
Stackelberg equilibrium exists. Then, we first solve the follower’s problem by assuming
a fixed strategy for the leader, i.e., the lower-layer problem in the game. In this respect,
we can denote the lower optimality condition as
x B = BRB (x A ) = arg min fB (x B ;x A ) ,
x B ∈XB

(7.17)

where BRB is the best-response function of B, i.e., the follower’s optimal strategy is
obtained in the form of a function that has parameters of the fixed leader’s strategy.
Suppose that the follower’s response is unique, and BRB appears explicitly as a closedform function. We can then use this solution in the leader’s problem, which leads to
the upper-layer problem. For the game between A and B, the upper problem can be
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formulated as
min fA (x A,BRB (x A ))
s. t.

x A ∈ XA .

(7.18a)
(7.18b)

By solving the upper-layer problem, the leader obtains an optimal strategy, denoted
as x A . Then, the leader’s action is substituted
% into
& the follower’s response to arrive at
the actual strategy for the follower as BRB x A . Finally, the optimal strategies of the
leader and follower constitute
equilibrium. In view of this discussion,
, the Stackelberg
the Stackelberg equilibrium x A,x B satisfies
$ %
% &&
fA x A,BRB x A ≤ fA (x A,BRB (x A )) , ∀x A ∈ XA,
(7.19)
%
&
%
&
fB x B ,x A ≤ fB x B ,x A , ∀x B ∈ XB .
Note that the preceding steps are based on the implicit assumption that the bestresponse function of the follower admits a closed-form expression. However, this is
not always true for practical problems. When this property does not hold, we generally
cannot directly apply the preceding process. To tackle this issue, we can instead resort
to the MPEC formulation.

7.3

Mathematical Programming with Equilibrium Constraints (MPEC)
When the follower’s rational response cannot admit a closed-form expression, we introduce mathematical programming with equilibrium constraints (MPEC), which provides
an effective tool to handle such cases [199].
Generally, an MPEC problem appears in the form of
min

f (x,y)

(7.20a)

s. t.

x ∈ X,

(7.20b)

y ∈ S (x) ,

(7.20c)

where f is an (n + m)-dimensional continuously differentiable function, X ⊆ Rn ,
S (x) is the solution set of the VI problem defined as VI (C (x) ,F (x,·)), indicating
that y ∈ S (x), if and only if y ∈ C (x) and
&T
%
(7.21)
y − y F (x,y) ≥ 0, ∀ y ∈ C (x) .
Suppose C (x) is defined as
,
C (x) = y ∈ Rm |gi (x,y) ≥ 0,

i = 1,2, · · · ,I ,

(7.22)

with the fact that g is twice continuous differentiable and concave in the second variable.
For the MPEC specified in (7.20), we make the following assumptions.
•
•

X is compact;
C (x) is not empty, ∀ x ∈ A, where A is an open set containing X ;
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•
•
•

C (x) is uniformly compact on A;
Problem VI (C (x) ,F (x,·)) is strongly monotone;
The constraints defined by g are all active while satisfying the constraint qualification.

The following indicates that the VI problem as the constraints of MPEC leads to a
unique solution (due to strong monotonicity), and the unique solution is characterized by
the KKT conditions (as constraint qualification holds). In particular, the KKT conditions
can be specified as
F (x,y) − ∇y g (x,y) λ = 0,

(7.23a)

0 ≤ λ ⊥ g (x,y) ≥ 0,

(7.23b)

where λ is the multiplier related with the constraint of C (x). As such, we can see that
∀x, there exists a unique y within the set S (x). Also, this unique VI problem solution
as the constraints of MPEC can by fully characterized by the KKT conditions. With the
KKT conditions replacing the VI as the constraints, the original optimization problem
can be rewritten as
min f (x,y)

(7.24a)

x ∈ X,

(7.24b)

F (x,y) − ∇y g (x,y) λ = 0,

(7.24c)

0 ≤ λ ⊥ g (x,y) ≥ 0.

(7.24d)

s. t.

Thus, in the form of single-layer optimization, the MPEC problem is reformulated.
However, it is obvious that the optimization in (7.24) does not satisfy the constraint
qualification condition. Actually, the failure of constraint qualification is a common
problem when converting the MPEC to a single-layer optimization. Moreover, the constraint in (7.24d) appears in the form of complementarity, which is generally difficult to
handle [199].
As the constraint in the converted complementarity form presents the main difficulties
to tackle the MPEC as a standard optimization problem, concerted research efforts have
been devoted to this issue. Here we introduce an effective method proposed in [200].
For the problem in (7.24), which appears in the smooth form, we can reformulate it
in a nonsmooth form as
min f (x,y)

(7.25a)

x ∈ X,

(7.25b)

F (x,y) − ∇y g (x,y) λ = 0,

(7.25c)

g (x,y) − z = 0,

(7.25d)

−2 min (λ,z) = 0,

(7.25e)

s. t.

where z is the newly introduced variable such that the optimization in (7.25) satisfies
the constraint qualification. For the problems in 7.20 (also (7.24)) and (7.25), we have
the following theorem.
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theorem 7.5 ([200]) {x ,y, } is a-global (local) solution,to the MPEC- in (7.20) if
and only if there exists a pair λ ,z so that the quadruple x ,y ,λ ,z is a global
(local) solution to the optimization in (7.25).
With the equivalence between MPEC problem and nonsmooth optimization thus
established, we can resort to the problem in (7.25) with optimization techniques to
solve the original problem. For problem (7.25), the main challenge lies in the nonsmooth
constraint in (7.25e). To overcome this difficulty, the following smoothing technique
was introduced [200]. Specifically, define the function φ η with the parameter η as
0
(7.26)
φ η (a,b) = (a − b)2 + 4η2 − (a + b) .
For the function φ η , ∀η,
φ η (a,b) = 0 ⇔ a ≥ 0, b ≥ 0, ab = η2 .

(7.27)

Also, when η = 0, φ η (a,b) = −2 min (a,b), and for any η > 0, φ η (a,b) is continuously differentiable. Moreover, for any (a,b), limμ→0 φ η (a,b) = −2 min (a,b).
Based on these observations, it should be clear that we can use the function φ η as
the smoothed version to approximate the nonsmooth constraint in (7.25). In particular,
define the function


(7.28)
η (λ,z) = φ η (λ ,z ) =1,2,··· ,m .
Then, we arrive the η-parameterized version of the optimization in (7.25) as
min

f (x,y)

(7.29a)

s. t.

x ∈ X,

(7.29b)

F (x,y) − ∇y g (x,y) λ = 0,

(7.29c)

g (x,y) − z = 0,

(7.29d)

(λ,z) = 0,

(7.29e)

η

which is a smooth problem with proper constraint qualification. The problem in (7.29)
can be regarded as an approximated version of the optimization in (7.25). We can see
that, when η is sufficiently close to zero, the problem in (7.29) can provide a solution
that is sufficiently close to the solution to the nonsmooth problem (7.25), which further
solves the original MPEC problem in (7.20).
In Section 7.1, we have shown that the VI problem can be regarded as another form
of the optimization problem or the game model. By revisiting the MPEC problem
in (7.20), we can see that the VI problem as constraint can be reinterpreted as a single
optimization or game. For the first case where the constraint in the form of VI is actually
an optimization, the MPEC is mathematically identical to the Stackelberg game detailed
in Section 7.2. Specifically, the VI as the constraint corresponds to the follower’s problem, while the MPEC as a whole corresponds to the upper problem for the leader. In
particular, for the MPEC (7.20), the VI constraint regarding y is parameterized by the
other optimization variable x. Correspondingly, for the Stackelberg game, the follower’s
optimal strategy has parameters of the leader’s strategy. Also, the MPEC solves the VI
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problem as a constraint toward its optimum, while the Stackelberg game leader needs
to anticipate the response of the follower to obtain its optimal strategy. The second case
that the VI problem as the constraint in the MPEC corresponds to the game model can
be similarly justified as in the first case, while the optimum in the first case is replaced
with the equilibrium of the game. As the game model usually concerns more than one
agent, the MPEC therein can lead to the one-leader multifollower game.
On the other hand, comparing the MPEC with a Stackelberg game, we can see that
in Section 7.2, applying the sequential process to solve a Stackelberg game generally
requires closed-form solution by the follower. In contrast, for the MPEC, the discussions in 7.3 were based on the assumption that the VI problem as constraint allows the
unique solution to permit a proper KKT representation. As such, we can see that the
MPEC problem, though more complicated, requires fewer conditions. Consequently,
the MPEC model broadens the Stackelberg game to more general scenarios, to enable
wider applications.

7.4

Equilibrium Programming with Equilibrium Constraints (EPEC)
Equilibrium programming with equilibrium constraints (EPEC) is a natural extension
of the MPEC models, incorporating multiple MPEC problems in a competitive
manner [201]. Specifically, the EPEC problem concerns a set of competitive agents in
J = {1,2, · · · ,J }, where each j ∈ J solves the following problem
%
&
min fj x j ,y;x −j
(7.30a)
s. t.

x j ∈ Xj ,

(7.30b)

y ∈ S (x) ,

(7.30c)

 
where x = x j j ∈J and the constraint in (7.30c) is defined as in (7.20c) as a VI problem
and shared among all agents in J .
As can be seen, all the agents are required to solve the individual problem in (7.30) as
MPEC, where all the MPECs are coupled in two ways. On the one hand, all agents affect
each other by determining their individual optimum in terms of x j . On the other hand,
all agents need to tackle a common constraint in terms of y through a VI problem that
is parameterized by x. Technically, different agents may have obtained the different
y through the common constraint on condition of identical x, as the common constraint as the VI problem may admit multiple solutions. As such, opportunistic agents
and pessimistic agents are introduced, who correspond to the agents who anticipate,
respectively, the most beneficial and adversarial solution in terms of their own objective
functions as the actual solution to the VI problem as constraints. Due to the inherent
complexity regarding the solution selection for the VI problem, we limit the discussion
here to the case where the VI problem as constraint leads to a unique solution for any
fixed x.
Denote the solution% to the MPEC
&&problem for agent-j
% with
& respect to the strategies of
%
other agents as SOL MPEC x −j , where MPEC x −j corresponds to the problem
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in (7.30), which is parameterized by the strategies of all other agents. Then, the equilibrium to the EPEC, denoted by {x ,y }, satisfies
/



.
(7.31)
x j ,y ∈ SOL MPEC x −j , ∀ j ∈ J .
Note in (7.31) that all the agents share the common anticipation of y as it uniquely
exists with respect to x . Also, we use “∈” rather than “=” in (7.31) as the MPEC
problem for each agent may admit multiple solutions.
The condition in (7.31) has motivated employment of diagonalization methods to
solve EPEC problems [201]. In particular, we can solve the individual MPEC problems
in the form of (7.30) by adopting the methods discussed in the previous section. Then,
one proceeds to solve the problems for each agent cyclicly in the Jacobi manner or
Gauss–Seidel manner. The convergence (if any) corresponds to a solution of the EPEC
problem.
As can be expected, diagonalization methods are generally complicated while the
convergence cannot be guaranteed. As the constraint in (7.30c) admits a unique solution
for each fixed x, the constraint can be handled as at a single agent. Assume that the
constraint in (7.30c) is undertaken at agent j , then the EPEC problem is decomposed as
/
.
&&
%
%
(7.32)
x j ,y ∈ SOL MPEC x −j ,
at agent j and solved for
, xi ∈

$

arg min
s. t.

%
&1
fi x i ,y ;x −i
x i ∈ Xi

,

(7.33)

at all agents-i ∈ J \ {j }. Note that for the problems in (7.33), the parameter y is
obtained from (7.32). In this respect, the original J parallel MPEC problems are reduced
to one MPEC problem and J − 1 single-layer optimizations. This can be regarded as a
subproblem by each distinguishing agent j , denoted as sEPEC-j . For the subproblem
sEPEC-j and original EPEC, we have the following result regarding their solution sets.
theorem 7.6 ([202]) Denote by S the set of solutions for the original EPEC problem,
and by Sj the set of solutions for the subproblem sEPEC-j . Then,
2
S=
Sj .
(7.34)
j ∈J

In view of Theorem 7.6, we can handle the EPEC problem, which is originally a
set of coupled MPECs, as a single MPEC and a set of optimization problems in the
conventional form. As we can see, the decomposition features the advantage that all the
optimization variables in the subproblems are no longer overlapping, which is different
from the original EPEC that shares the common variable y at all MPECs. In this respect,
inherent difficulties of EPEC can be handled to some extent with the theories and
methods on MPEC and optimization.
To solve the EPEC problem, it has been proposed to reformulate EPEC problems as
a nonlinear complementarity problem or a nonlinear programming problem, where the
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key is to handle the VI-form constraint (7.30c) with different relaxation techniques. For
details on such techniques, the interested readers can refer to [201].
As an extension of MPEC, EPEC can be viewed as the multileader multifollower
game, in which the leaders are faced with the MPEC problem in the form of (7.30),
and the followers’ problem is to solve the VI problem in (7.30c) as the constraints of
EPEC. Specifically, the followers are expected to react to any of the leaders’ strategies
x to produce their strategies as y ∈ S (x). In this regard, y is the lower equilibrium
among the followers as the followers are competing with each other. Meanwhile, for
the leaders, they are expected to optimize the MPEC problem, where the anticipation
of the lower equilibrium is required to facilitate the upper-layer decision making. Comparing EPEC with the standard Stackelberg game, we can see that EPEC extends it
by accommodating the multiple leaders as well as multiple followers. More important,
EPEC provides us a mathematical model to tackle the case that the follower’s optimum
(or followers’ equilibrium) does not admit a closed-form solution. Therefore, EPEC
extends the Stackelberg game and MPEC to tackle a wider variety of problems that
feature hierarchical structures.

7.5

Example: Physical Layer Security
The previous discussions laid the theoretical background regarding VI, hierarchical
games, MPEC, and EPEC. In this section, we present an illustrative example to apply
these theories to the domain of wireless design. In particular, we consider physical layer
security in wireless networks, where the techniques through EPEC provide a novel and
effective approach to enhance wireless security [203].

7.5.1

Problem Formulation
A multicell wireless network is studied with J ReUs and K SeUs, in which each
user is served by an independent access point. We show the proposed system model
in Figure 7.2. The sets of ReUs and SeUs are represented by J = {1,2, · · · ,J } and
K = {1,2, · · · ,K}, respectively. N nonoverlapping channels are available to each user,
represented
as the channel set N = {1,2, · · · ,N }. The SeU-k transmission
power is


power is q j = qj (n) n∈N . Moreover,
pk = pk (n) n∈N , and the ReU-j

 
 transmission
the SeUs’ power vector is p = pk k∈K , and the ReUs’ power vector is q = q j j ∈J .
Because of the device limited power budget, the SeU-k and ReU-j power constraints
are expressed as, respectively,
$ '
1
'
'
max
p k ∈ Pk = p k '
pk (n) ≤ pk , pk (n) ≥ 0, ∀ n ∈ N ,
(7.35)
'
n∈N

and

'
1
'
'
max
qj (n) ≤ qj , qj (n) ≥ 0, ∀ n ∈ N ,
q j ∈ Qj = q j '
'
$

n∈N

(7.36)
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Figure 7.2 System model.

where pkmax and qjmax are the maximal power of SeU-k and ReU-j , respectively. For
SeUs’ transmissions, the link gain from the SeU-k transmitter to SeU-l receiver over
channel-n is denoted as hkl (n), and the legitimate link gain of SeU-k is hkk (n). Moreover, we assume that an eavesdropper exists for each SeU, with the wiretap link hkk (n)
¯
at SeU-k. We treat the legitimate transmissions from other SeUs as interference at the
eavesdropper, with the interference link gain hlk (n) from SeU-l to the eavesdropper of
¯
SeU-k. For the ReUs transmissions, the link gain is gj i (n) from the ReU-j transmitter to
the ReU-i receiver on channel-n, with the desired signal link gain as gjj (n) for ReU-j .
Because of the SeUs and ReUs coexistence, there is mutual interference among them,
where interference link gain from SeU-k to ReU-j in channel-n is given by h̄kj (n). The
legitimate SeU-k transmission is interfered by the ReU-j transmission with the link gain
written as ḡj k (n) over channel-n, while interfering link gain to the SeU-k eavesdropper
is gj k (n).
¯We have the signal-to-interference-plus-noise ratio (SINR) of the legitimate transmissions of SeU-k over channel-n as

lgt

SINRk (n) = 
j ∈J

pk (n) hkk (n)
,

qj (n) ḡj k (n) +
pl (n) hlk (n) + σ02

(7.37)

l∈K\{k}

where σ02 is the noise power. The legitimate SeU transmission suffers from the inter
ference from other SeUs, l∈K\{k} pl (n) hlk (n), plus the interference from the ReUs,
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j ∈J qj (n) ḡj k (n). For the SeU-k eavesdropper, the SINR of wiretap channel-n is
expressed as

pk (n) hkk (n)
.

¯
qj (n) gj k (n) +
pl (n) hlk (n) + σ02
¯
j ∈J
l∈K\{k}
¯

SINReve
k (n) = 

(7.38)

With the SINRs of the legitimate and wiretap links, we can write the achieved SeU-k
secrecy rate as

 
%
&+
lgt
log 1 + SINRk (n) − log 1 + SINReve
RkS =
k (n)
n∈N

=


n∈N



lgt

1 + SINRk (n)
log
1 + SINReve
k (n)

(7.39)

+

,

where ( · )+ = max { · ,0}.
The SINR of ReU-j in channel-n can be written by
SINRtrs
j (n) = 
k∈K

qj (n) gjj (n)
,

pk (n) h̄kj (n) +
qi (n) gij (n) + σ02

(7.40)

i∈J \{j }

which suffers the interference from all SeUs and other ReUs. Based on the obtained
SINR, we can write the ReU-j transmission rate as



log 1 + SINRtrs
.
(7.41)
RjT =
(n)
j
n∈N

In order for the SeUs to maximize the secrecy rate, the secrecy rate as the game utility
function can be adopted as
UkS = RkS ,

∀ k ∈ K.

(7.42)

Correspondingly, the SeU-k problem at the upper layer can be provided as
max

UkS

(7.43a)

s. t.

p k ∈ Pk .

(7.43b)

The ReUs aim at maximizing their own transmission rate. Nevertheless, the ReUs only
have lower priorities, and consequently the occupied resources have to be restricted as
there are limited resources. Their transmissions are priced according to their transmit
power. Then, the ReUs utility function are given as

UjT = RjT − θj
qj (n) , ∀ j ∈ J ,
(7.44)
n∈N

where θj ≥ 0 is the price coefficient imposed of ReU-j . This pricing mechanism
provides an effective and simple way to affect the ReUs’ transmission behaviors. If the
price increases, the ReUs will be more conservative in power allocation, which allows
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the SeUs with more resources to potentially improve security. As a result, the ReU-j
problem at the lower layer can be formulated by
max

UjT

(7.45a)

s. t.

q j ∈ Qj .

(7.45b)

To investigate the equilibrium, first we investigate the lower-layer problem (Nash
game) among the ReUs by fixing the SeUs’ strategies at the upper layer. Then in a
distributed way, the ReUs at the lower layer try to optimize their own utility functions,
which can be formulated as a noncooperative game with the parameters by the fixed
upper strategies. Consequently, the lower game as G (p) with the upper strategy p can
be written by
"
!
. /
, .
(7.46)
G (p) = J , Qj j ∈J , UjT
j ∈J

G (p) is a traditional one-layer noncooperative game among the ReUs in J . The
strategy space, Qj , for each ReU-j is independent, and the utility function, UjT , is
parameterized by the upper strategy p. As a result, the lower equilibrium among the
ReUs is also parameterized by upper-strategy p. To investigate the lower equilibrium,
the best-response strategy is studied for each ReU to optimize its own utility function.
Specifically, if the strategies of all other ReUs are fixed, the ReU-j best-response is
%
%
&
&
(7.47)
q j = BRj q −j ;p = arg max UjT q j ;q −j ,p ,
q j ∈Qj

where BRj is the ReU-j best-response strategy. BRj is a power allocation function of
all other ReUs, q −j , which is also parameterized by upper strategy p. With the help
of the best-response
function, the lower-layer equilibrium of the followers’ game is

q = qj
, satisfying
j ∈J



q j = BRj q −j ;p ,

∀j ∈ J.

(7.48)

For notational simplicity, the best-response functions at all ReUs can be concatenated,
and we rewrite the lower-layer equilibrium condition in (7.45) as q = BR (q ;p).
A generic SeU as the leader in the upper layer decides its transmission strategy by
jointly considering the strategies of all other SeUs and the lower-layer equilibrium of
game G as the potential reactions from all ReUs. The SeU-k problem can be written by
%
&
max UkS p k ,q;p −k
(7.49a)
p k ,q

s. t.

p k ∈ Pk ,

(7.49b)

q = BR (q;p) ,

(7.49c)

q j ∈ Qj ,

(7.49d)

∀ j ∈ J,

where (7.49c) is the lower-layer equilibrium condition among followers. For optimization (7.49), constraint (7.49c) shows in the form of the equilibrium condition of another
game, which is MPEC in literature [199]. When considering the competition among all
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SeUs, K MPECs coexist in parallel, which consequently constitutes the EPEC problem [201]. For the optimization parameters in (7.49), only the strategy of the SeU, p k ,
is to be optimized. While in contrast, the lower-layer equilibrium q, is only to be anticipated. The lower-layer equilibrium, q, is decided by the game playing among the ReUs
at the lower layer. In other words, the SeU at the upper layer cannot directly “control” the
lower-layer equilibrium, and consequently cannot “optimize” it. Nevertheless, the leader
needs to “anticipate” the potential reactions of the ReUs, which are mathematically
given by the lower-layer equilibrium, to assist its decision making in the first stage of
the multileader multifollower game. For the MPEC in (7.49), the solution is1
,
%
&
%
&
pk ,q ∈ SOLk p−k = arg max UkS p k ,q;p −k ,
(7.50)
p k ,q

within the region defined by (7.49b), (7.49c), and (7.49d), where SOLk is the operator
to solve problem (7.49). Toward the solution of solving the MPEC
 problem in (7.49)
for all leaders simultaneously, the upper-layer equilibrium p = pk k∈K satisfies
,
%
&
p k ,q ∈ SOLk p−k , ∀ k ∈ K,
(7.51)
which can be written as {p ,q } ∈ SOL (p ) equivalently by concatenating all SeUs’
solutions.
Based on the preceding analysis, the multileader multifollower game equilibrium can
be written by {p ,q }, satisfying the following pair of relationships
!
q = BR (q ;p ) ,
(7.52)
{p ,q } ∈ SOL (p ) .

7.5.2

One-Leader Game as MPEC
In this subsection the case of a single leader (but still multiple followers)
is considered.

Because only one SeU as the leader has the strategy as p = p (n) n∈N , we drop the
subscript-k. To solve the resulting MPEC, we first investigate the lower-layer equilibrium among the ReUs under a fixedSeU strategy.
Because of the concavity of game G (p), there exists a lower-layer Nash equilibrium
for maximizing the utility of game G (p) among the ReUs, for each fixed choice of the
upper-layer strategy p [197].
Next some useful properties of the lower-layer equilibrium are investigated. As
studied earlier, the lower equilibrium can be presented by the best-response strategy
in (7.47). Because of the concavity of the lower-layer game, the Lagrange multiplier
method is adopted to explicitly represent the ReU-j individual optimality by Karush–
Kuhn–Tucker (KKT) condition as follows
⎧
γj (n)
⎪
⎪
(7.53a)
⎨ 0 ≤ qj (n) ⊥ θj + λj − 1 + q (n) γ (n) ≥ 0,∀ n ∈ N ,
j
j

max
⎪
⎪
qj (n) ≥ 0,
(7.53b)
⎩ 0 ≤ λj ⊥ qj −
n∈N

1 Notice that we use operator “∈” in (7.50), rather than “=” as (7.48), because the solution to the

best-response function BRj in (7.47) is unique; but in contrast problem (7.49) is generally nonconcave,
and the solution set is not necessarily a singleton.
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where 0 ≤ x ⊥ y ≥ 0 means that x,y ≥ 0 and x · y = 0, and λ j is the Lagrange
multiplier associated with the maximum power constraint, and γj (n) is defined as
γj (n) =

p (n) h̄j (n) +

gjj (n)
.

qi (n) gij (n) + σ02

(7.54)

i∈J \{j }

Here, γj (n) can be viewed as a function of the power strategies by all other ReUs
and the SeU. For equation set (7.53), two cases can be solved. If the maximum power

constraint is inactive, n∈N qj (n) < qjmax , λj = 0, the power allocation can be
written by
1
1
−
qj (n) =
.
(7.55)
θj
γj (n)

Otherwise, if the maximum power constraint is active, n∈N qj (n) = qjmax , λj > 0,
the equation set in (7.53) is simplified to
⎧
1
1
⎪
(7.56a)
⎪
⎨ qj (n) = θ + λ − γ (n) ,
j
j
j

⎪
⎪
qj (n) = qjmax .
(7.56b)
⎩
n∈N

In this case, the power allocation cannot be written in a closed form and can only
be computed using certain numerical methods. We can use the monotonous relation
between the allocated power qj and the multiplier λj and obtain the unique multiplier
with the equality in (7.56b) through a bidirectional search. Then, we can calculate the
power allocation by (7.56a).
The best-response strategy has been studied for a generic ReU to optimize its utility
function, by fixing the strategies of the remaining ReUs’ and the SeU. According to the
analysis on the lower-layer equilibrium (c.f. (7.47)), the ReUs, power allocation at the
Nash equilibrium satisfies either (7.55) or (7.56), where the power allocation structure
shows in similar forms but the essential difference lies in whether the maximal power
is used or not. To achieve the lower-layer equilibrium through an iterative process, the
ReUs in the lower layer of the game update their power allocation in an iterative manner
until convergence.2 For notational simplicity, we write the set of ReUs who are of fullpower transmission at the lower equilibrium as
'
$
1
'
'
JF = j ∈ J '
qj (n) = qjmax ,
(7.57)
'
n∈N

and thus the set of the remaining ReUs can be written as J \J F .
In the previous discussions, the lower equilibrium satisfies the mutually best-response
condition in (7.48), which can be provided in (7.55) or (7.56) explicitly. Also, the SeU
as a leader should anticipate the lower equilibrium to optimize its own utility, which
leads to the MPEC in the form of (7.49).
For (7.49), the main challenge is the equilibrium constraint in (7.49c) without analytical expressions. To overcome this issue, we can use the obtained results regarding the
2 We assume there exists one unique lower equilibrium among the ReUs. Generally a contraction mapping

argument can be used to prove convergence such iterations.
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lower equilibrium and reinterpret the equilibrium constraint by concatenating the KKT
condition at the ReUs. So, the MPEC is rewritten as3
max
p,q

s. t.

U S (p,q)

p (n) ≤ pmax,

(7.58a)
p (n) ≥ 0,

∀ n ∈ N,

(7.58b)

n∈N

1
1
, ∀ j ∈ J \J F , ∀ n ∈ N ,
−
θj
γj (n)
1
1
qj (n) =
−
, ∀ j ∈ J F, ∀ n ∈ N,
θj + λj
γj (n)

qj (n) = qjmax, ∀ j ∈ J F ,

qj (n) =

n∈N

qj (n) ≥ 0,

∀ j ∈ J,

∀ n ∈ N,

(7.58c)
(7.58d)
(7.58e)
(7.58f)

where the equilibrium condition in (7.49c) is defined by (7.58c), (7.58d), and (7.58e).
Notice that because of the concavity of the utility optimization problem with respect
to its own strategy at the ReUs, the KKT condition is the same to the best-response
strategy. In (7.58), the ReUs in J F conduct full-power transmission, and consequently
the maximal power constraint is written in the form of an equality. In contrast, the
ReUs sum transmission power in J \J F is strictly smaller than the maximal allowed
power. Consequently the maximal power constraint therein is no longer active, and it
can be ignored. Because the constraints in (7.58) are linearly independent, problem
in (7.58) satisfies the constraint qualification. As a result, the MPEC can be reformulated
equivalently in the form of single-layer optimization, which leverages the optimization
techniques for tackling the MPEC.

7.5.3

Multileader Game as EPEC
For the EPEC formulation, first we investigate the lower-layer problem among the ReUs
by fixing upper-layer strategies. Obviously, the properties of the lower-layer equilibrium
keep the same as the one SeU case. Next the previous subsection’s analysis on the lowerlayer equilibrium can be readily employed here.
We now study the upper-layer problem and the competition among the SeUs. According to the equilibrium properties, the SeUs, as the leaders, need to anticipate the lower
equilibrium among the ReUs to make the decision at the upper layer. It is equivalent for
one SeU to make the anticipation and share it among all SeUs. The anticipation of the
lower equilibrium is incorporated in the problem of one single SeU. Denote the selected
SeU by k, the SeU-k optimal solution is
%
&
x k = arg max UkS x k ;p −k ,
(7.59)
x k ∈Xk

3 The operation (·)+ in the secrecy rate is dropped in order to facilitate the differential operation. In practice,

this can be achieved by dropping the users with negative secrecy rates.
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where x k = pk ,q 4 and
,

' 

Xk = x k = pk ,q ' p k ,q satisfies the constraints in (7.58) .
With multiple SeUs, zj (n) in (7.60) becomes

⎧
2
1
⎪
k∈K pk (n) h̄kj (n) + σ0
⎪
−
,
⎪
⎨θ +λ
gjj (n)
j
j
zj (n) =

⎪
pk (n) h̄kj (n) + σ02
1
⎪
⎪
⎩
− k∈K
,
θj
gjj (n)
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(7.60)

if j ∈ J F ,
(7.61)
otherwise.

The other SeUs can use the anticipation by SeU-k regarding the lower-layer equilibrium
and concentrate on their own transmission strategies to maximize the utility function.
As a result, we can write the problem as
%
&
(7.62)
p l = arg max UlS pl ,q ;p−l , ∀ l ∈ K\ {k} ,
p l ∈Pl

where q is shared by SeU-k in (7.59).
Hence, the EPEC is decomposed in the form of distributed optimization among all
SeUs, in which the lower-layer equilibrium as the coupled variable is only explicitly
considered at SeU-k. This decomposition can be viewed as a subproblem of the original
EPEC, denoted as sEPEC-k. For the solutions of the sEPEC-k and original EPEC, the
following result is a simple application of Theorem 7.6.
theorem 7.7 Denoting the solution set to the sEPEC-k as Sk and the solution set to
EPEC as S, we have
2
S=
Sk .
(7.63)
k∈K

Next we focus on solving sEPEC-k. The problem at SeU-k is given in (7.59) and is
identical with the MPEC in (7.58). Based on the previous discussions, it is a nonconcave
problem, with maximization of a nonconcave objective function over a convex region.
In contrast, for the other SeUs in K\ {k}, problem (7.62) is a concave optimization
problem. As a result, because of the inherent nonconcavity of the EPEC, the equilibrium
existence is not ensured in the conventional Nash sense, which needs the global concavity (or quasi-concavity). Consequently, we use he relaxed solution concept denoted
as LNE.
From the analysis of the one-leader case previously, only the local optimum can be
achieved for the MPEC, while the global optimum is guaranteed. For the problem at
SeU-k of sEPEC-k, the local optimum can be obtained. In contrast, the problems for
SeU-l ∈ K\ {k} involve concave problems with the global optimum.
Because the utility functions at the SeUs are differentiable and continuous, the individual optimality in terms of the first-order conditions can be represented as
&T 
%
&
%
(7.64)
−∇x k UkS x k ;p −k ≥ 0, ∀ x k ∈ Xk ,
xk − xk


4 Concatenation of column vectors a and b is normally written as a T ,bT

notational simplicity.

T

; here, we write it as [a,b] for
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and

%

pl − pl

&T 

%
&
−∇pl UlS pl ,q ;p−l ≥ 0,

(7.65)
∀ pl ∈ Pl , ∀ l ∈ K\ {k} ,
% &
% &
for the SeUs, where Xk = X%k ∩&U x k with U x k being the neighborhood of x k and
∇ is the gradient operator. U x k is introduced because of the local optimality at SeU-k
to solve the MPEC. The gradient operators are obtained as (7.66) and (7.67) for any
SeU-k ∈ K, in which αk (n) and βk (n) are written by


%
&
α k (n)
βk (n)
S
(7.66)
∇pk Uk p k ,q;p−k =
−
1 + pk (n) α k (n) 1 + pk (n) βk (n) n∈N
⎡

⎤
pk (n) α 2k (n) ḡj k (n)
−
⎥
%
& ⎢
⎢ 1 + pk (n) α k (n) hkk (n) ⎥
∇q UkS p k ,q;p −k = ⎢
⎥
⎣
pk (n) β2k (n) gj k (n) ⎦
+
¯
1 + pk (n) βk (n) hkk (n) j ∈J , n∈N
¯

(7.67)

hkk (n)
,

qj (n) ḡj k (n) +
pl (n) hlk (n) + σ02

(7.68)

αk (n) = 
j ∈J

l∈K\{k}

and
hkk (n)
,
¯ 
qj (n) gj k (n) +
pl (n) hlk (n) + σ02
¯
j ∈J
l∈K\{k}
¯

β k (n) = 

(7.69)

respectively. Notice optimality (7.64) is defined in the local
sense, while/ optimality
.
, (7.65) is in the global sense. Then, the strategy profile x k , p l l∈K\{k} that satisfies (7.64) and (7.65) simultaneously constitutes the LNE of the problem sEPEC-k.
Because the variables are independent in the first-order optimality conditions in (7.64)
and (7.65), we concatenate them in a compact form as

T


z(k) − z(k),
F (k) z(k), ≥ 0, ∀ z(k) ∈ Z (k),
(7.70)


 
where z(k) = x k , pl l∈K\{l} and

 
F (k) z(k)

%
& 
%
&
= −∇x k UkS x k ;p −k , −∇pl UlS p l ,q;p −l

l∈K\{l}

and
Z (k) = Xk ×

#

Pl .



(7.71)
,

(7.72)

l∈K\{l}

Here, superscript-(k) shows that the anticipation of the lower equilibrium is conducted
at SeU-k. Then, recalling our earlier discussion on VI theory, the formulation in (7.70)
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%
&
defines a VI problem, VI Z (k),F (k) . The EPEC is reformulated as a VI problem, with
the solution to the VI problem corresponding to the LNE of the EPEC. Next selected
properties of LNE are investigated from the VI perspective.
By leveraging the VI theories, the following conclusion is drawn regarding the LNE
of the EPEC problem.
theorem 7.8

For the problem of sEPEC-k, LNE exists.

Proof As shown
previously,
the LNE of sEPEC-k corresponds to the solution of VI
&
%
problem VI Z (k),F (k) . To reformulate the %VI &problem, Xk is convex because it is
the intersection of the convex sets Xk and U x k , and Pl is apparently convex for all
l ∈ K\ {k}. The feasible region Z (k) is bounded, compact, and convex. Moreovor, the
operator F (k) is continuous. Using the VI theories, a VI problem with the preceding
properties admits a solution. As a result, we establish the existence of LNE for sEPECk as the following theorem.
&
%
theorem 7.9 For the VI problem of VI Z (k),F (k) , denote the Jacobi matrix of the
operator F (k) as Jz(k) F (k) , and then the LNE of sEPEC-k is unique if Jz(k) F (k) is positive
definite.
Proof Based on the VI theories, if the operator Jacobi matrix is positive definite, the
VI problem satisfies the strict monotonicity, which
& at most one solution for the
% (k)allows
(k)
, the positive definiteness of
VI problem. As the existence of solution to VI Z ,F
Jz(k) F (k) ensures the uniqueness of the solution to the VI problem, which means the
uniqueness of the LNE of sEPEC-k.
Next, we will discuss the computation of LNE. With the formulation of sEPEC-k,
SeU-k is needed to solve the MPEC problem to obtain its own strategy and anticipate the
lower-layer equilibrium among the ReUs. In this regard, the optimization reformulation
and successive concave approximation are used as detailed in the previous subsection.
The SeU-l ∈ K\ {k} are required to conduct the secrecy rate maximization with respect
to their own transmission strategy by (7.62). This is a concave optimization problem, and
the Lagrange multiplier method can be adapted to achieve the optimal power allocation.
Specifically, the SeU-l optimal power allocation is written by (7.73),
⎡ %
& 0%
&2 4α (n)β (n) %
& ⎤+
− αl (n) + βl (n) + αl (n) − βl (n) + l κ l
αl (n) − βl (n)
⎦
pl (n) = ⎣
2α l (n)βl (n)
(7.73)
where κ satisfies



pl (n) = plmax .

(7.74)

n∈N

For (7.73) and (7.74), the bidirectional search can be used to finalize the legitimate
power allocation.
According to the earlier discussions, the distributed process for the game to achieve
the equilibrium for sEPEC-k is performed as following. In stage one, SeU-k in the upper

164

Equilibrium Programming with Equilibrium Constraints

layer solves the MPEC for its own strategy and in anticipation of the lower equilibrium.
Next, the lower equilibrium information is shared with all other SeUs. Given the other
SeUs’ behaviors and the shared information of the lower-layer equilibrium, the SeU
updates its own transmission strategy to optimize the secrecy rate. This process is iteratively conducted until convergence. In stage two, the upper-layer strategies at the SeUs
are fixed, and the ReUs at the lower layer observe the behavior of SeUs and other ReUs.
The observation corresponds to estimation and detection on the aggregated interference
from all other users, which is independently performed. Then, the ReU determines the
transmission strategy according to (7.55) or (7.56), which updates among the ReUs
are also conducted iteratively until convergence. The upper-layer strategies achieved at
stage one among the SeUs and the lower-layer strategies obtained at stage two among
the ReUs constitute the LNE of sEPEC-k. At last, we obtain the LNE of the original
EPEC as the interaction of the solution sets of all the subproblems, as shown by (7.63).

7.5.4

Results
In this subsection numerical results are given to corroborate our theoretical analysis.
Specifically, the convergence of the distributed resource competition among the users
is demonstrated, and then the security performance is evaluated. A square area is considered with the ReUs and SeUs competing for their own utility maximization. The
following simulation settings are employed by default unless otherwise specified. The
average distance from the legitimate transmitter to the SeUs desired receiver is 100 m,
and the average distance from the legitimate transmitter to the eavesdropper is 120 m.
The average distance between the ReU’s transmitter and receiver is 100 m. The maximal
allowed transmission power is 30 dBm for all users. The wireless channels have unit
bandwidth. The legitimate transmissions and the eavesdropping suffer the path loss and
the Rayleigh flat fading and are also affected by the thermal noise. In Table 7.1, the
simulation parameters are shown.
The baseline case is considered that all the ReUs and SeUs share equal priorities as a
single-layer game, where the single-layer noncooperative game model can be given as
!
""
.
. /
/ !. /
, S
T
{P
}
, Uj
Uk
.
(7.75)
G = K ∪ J,
k k∈K , Qj j ∈J ,
k∈K

Table 7.1 Simulation parameters
Parameter

Value

Number of channels
Area size
Transmitter–receiver distance
Transmitter–eavesdropper distance
Path loss model
Fading
Maximum power
Thermal noise power

5
500 m × 500 m
Uniformly in [80,120] m
Uniformly in [100,140] m
127.1 + 37.6 log10 (d[km]) dB
Rayleigh flat fading
30 dBm
−100 dBm

j ∈J
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In the single-layer game, all the users follow their individual best-response strategies
to optimize their own utility functions. Because of this total symmetry, all the users
update their power allocations simultaneously. Starting from any feasible initialization,
the ReUs conduct the iterative power allocation using (7.55) or (7.56), while the SeUs
power allocation is provided in (7.73) and (7.74). All the users iteratively update their
power allocation strategies until convergence to an equilibrium, and the equilibrium
for (7.75) is the single-layer Nash equilibrium (sNE).
The performance with different numbers of SeUs and ReUs is evaluated in Figures 7.3
and 7.4. In Figure 7.3, the situation is considered where there are three ReUs and the
price coefficient at the ReUs is ten. If the number of SeUs increases, the SeUs sum
utility increases, and the ReUs sum utility decreases, for both our proposed scheme
and the baseline scheme. This is because more SeUs utilize more resources and generate more severe interference, which leaves fewer available resources to the ReUs and
consequently impairs their performance. In Figure 7.4, the performance is shown with
respect to the number of ReUs, with the number of SeUs set at 3 and the price coefficient
for the ReUs set at 10. When a larger number of ReUs are present in the network, the
ReU sum utility increases, for both our proposed scheme and the baseline scheme. For
the secrecy performance at the SeUs, the security performance is reduced for the case of
the single-layer game. In contrast, under the proposed scheme, the overall secrecy rate
can be slightly improved if there are more ReUs in the network.
In Figure 7.5 we show the results from microscope. There are four ReUs and four
SeUs, with the price coefficient at the ReUs being ten. The logarithmic ratio of the
achieved sum utility of SeUs and ReUs is calculated under EPEC and the single-layer
game for each simulation trial, and the empirical cumulative distribution function of
the ratio is shown. Previously, the average performance of SeUs is improved while the
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Figure 7.3 The sum utilities of SeUs and ReUs with respect to the number of SeUs.
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EPEC and single-layer game.

performance of ReUs degraded under EPEC as compared with the single-level game.
Nevertheless, those results are obtained in the sense of average performance, while
Figure 7.5 shows that the advantage of our proposed scheme cannot be guaranteed
for all the simulation trials. Specifically, the probability for EPEC to outperform the
single-layer game in terms of the SeUs’ sum utility is 65 percent. In addition, there
is also 10 percent chance for the sum utility of ReUs to be higher under the EPEC
as compared with the baseline. The SeUs benefited from the first-mover advantage
in the EPEC. Nevertheless, the first-mover advantage is the information-advantage in
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essence. Specifically, the SeUs’ ability to choose a favorable position in the networked
competition relies on their anticipation of the lower equilibrium. If they can accurately
anticipate the lower equilibrium and take it into account in their decision making, the
first-mover advantage can be obtained. But for practical wireless systems in different
wireless environments (equivalently different realizations of simulation trials), the SeUs
as the leaders may not be able to anticipate the lower equilibrium accurately and as a
result fail the first-mover advantage. An example is when the lower-level competition
among the ReUs leads to multiple equilibria, in which case the anticipation by the SeUs
is not necessarily identical with the actually achieved equilibrium from the lower competition. Consequently, there are cases in which the performance of the SeUs under EPEC
might be dominated by the single-layer game. However, for most cases in Figure 7.5,
the first-mover advantage can be preserved, and consequently in the previous results,
the average security performance under EPEC outperforms that of the baseline scheme.

7.6

Summary
In this chapter, we studied the concept of variational inequality (VI), Stackelberg game,
mathematical programming with equilibrium constraints, and equilibrium programming
with equilibrium constraints and discussed their individual properties and approaches to
solve them, with the connections among them. Moreover, we illustrated the application
of these concepts in the context of a physical layer security example. Extensive discussions show the powerful role these concepts play in leading to deeper analysis and
producing insightful results. There are some other useful references [204, 205] in which
the equilibrium solution concept is among the leaders and among the followers (that
is at each level), which should be Nash equilibriums, and [206], which discusses (in a
specific context) how pricing by a leader (service provider) affects the behavior of Nash
followers.

8

Miscellaneous Games

In this chapter, we present some miscellaneous game-theoretic constructs. In Section 8.1,
we discuss a game in which the leader can control the outcome of the followers’ game
through a zero-determinant strategy. In Section 8.2, we discuss social choice theory,
which is widely used in voting and can be used for generating the group preference list.
The group preference list can be used for many games such as the matching game.

8.1

Zero-Determinant Strategy

8.1.1

Introduction
While cooperative scenarios have been ubiquitous in wireless networks, oftentimes
some devices may be able to cheat or break the cooperation unilaterally to receive higher
payoffs. For example, in [207], the authors propose the use of cooperation between
femtocells and macrocells in a heterogeneous cellular network. In this scenario, the femtocell access points (FAPs) assist a macrocell base station (MBS) in serving macrocell
users (MUs) while MBS allocates a portion of its subchannels to the FAPs. In such cooperative scenarios, the FAP may cheat the MBS by requesting more spectrum resources
than it really needs, without actually serving its mobile users (MUs). Even though such
behavior increases the payoff of FAPs, the MUs will experience a degradation in their
wireless quality of service (QoS), which in turn reduces the overall social welfare.
In the literature, to prevent such cheating behavior within cooperative wireless scenarios, in [208] a monitoring device is implemented for wireless communication to
detect and circumvent sophisticated cheating methods. In [209], a cheating detection
system is proposed to investigate credibility of the reports submitted periodically from
the network nodes and identify the cheating ones. By applying a one-way hashing
function along with the use of arithmetic coding, in [210] a method is proposed to detect
cheating and identify the cheater deterministically. In [211], a cheat-proof credit-based
system is constructed for enhancing cooperation among selfish nodes in mobile ad hoc
networks.
However, the cheating detection methods in existing works require high costs during
the detection, and detection errors influence the performance of cooperation. In order
to avoid such challenges, recently the zero-determinant strategy has received much
attention. By using the zero-determinant strategy, each player can unilaterally set the
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expected utility of an opponent or set a ratio between the players’ and their opponents’
expected payoffs, regardless of the opponents’ strategies. In [212], the zero-determinant
strategy was studied in iterated plays of the prisoner’s dilemma. In [213], the zerodeterminant strategy has been extended to the general case of 2 × 2 iterated games.
In [214], the zero-determinant strategy in a multiplayer game was also investigated. In
[215], the zero-determinant strategy has been applied in the area of wireless communication, and the secondary sharing of licensed spectrum is formulated as an iterated
power control game. In the proposed game, the player using the zero-determinant strategy can control its own long-term payoff regardless of the actions of other player(s).
However, in [216] the zero-determinant strategy was found to be unstable. Without
an informational advantage over other players, the game will instead evolve into lesscoercive strategies. Especially if players employ the zero-determinant strategy in the
iterated game concurrently, the utilities of the players can be low.
In this section, the zero-determinant strategy is employed to design a cooperative
resource-sharing scheme in wireless communication networks [217]. Two types of participants are considered in resource sharing. The first type of participant optimizes the
social welfare as an administrator of cooperation (AoC), and the second type of participant is a regular selfish participant of cooperation (PoC). Because of the selfishness,
each PoC only maximizes its own utility and optimizes strategies to achieve the highest
revenues at current and future services for itself. Therefore, in order to maintain the
desired social welfare, the AoC is equipped with the power control mechanisms using
the zero-determinant strategy, where the selfish behaviors of PoCs will not affect the
weighted sum of AoC and PoC utilities. We analyze the properties of the proposed
games in detail and illustrate the variety of applications of the zero-determinant strategy
in wireless communication networks. The key points can be summarized as follows:
•
•

•

A zero-determinant strategy is investigated in wireless cooperations to deal with
weak communication signals or cheating behaviors.
AoC adopts the zero-determinant strategy. With the zero-determinant strategy, the
AoC is able to unilaterally maintain the social welfare at the desired stable value,
whatever the selfish behaviors of the PoCs. Moreover, this desired value is also
optimized to achieve and maintain stable and high social welfare.
The zero-determinant strategy is applied to the two-player discrete-strategy
iterated game, two-player continuous-strategy iterated game and multi-player
continuous-strategy iterated game.

The rest of this section is organized as follows. The system model is shown in
Section 8.1.2. We illustrate a zero-determinant strategy for the AoC in the two-player
discrete-strategy iterated game in Section 8.1.3. In Section 8.1.3, we develop the
game as a two-player continuous strategy iterated game and apply the modified zerodeterminant strategy to the game. Then, we study a zero-determinant strategy in the
multiplayer continuous-strategy game in Section 8.1.3. Finally, we present the wide
applications of the zero-determinant strategy in areas of wireless communication in
Section 8.1.5, provide simulation results in Section 8.1.4, and conclude the contents of
the section in Section 8.1.6.
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Figure 8.1 Downlink transmission in two-tier small cell networks. © 2016 IEEE. Reprinted, with

permission, from Zhang et al. 2016.

8.1.2

System Model
As illustrated in Figure 8.1, a downlink scenario is considered where one AoC and N
PoCs are service providers and serve their corresponding users at the same time with
the same channels. To minimize interference among AoC and PoCs, the AoC and PoCs
optimize their power control strategies. The power control is modeled as an (N + 1)player iterated game, in which each player is able to determine its own transmit power
A
levels during the game. We denote the transmit
 Aof the AoC as p (x), where x is
 A power
A
the power level of the AoC satisfying x ∈ lo ,hi , lo is the lowest transmit level, and
A
hA
i is the highest level of the AoC. The transmit power p is a function of transmit power
A
level x. Within the feasible region, p is a monotonically increasing function of x.
Correspondingly, ∀k ∈ {1,2, . . . ,N }, the transmit power
of the
k th PoC is pkP (yk ), where


yk is the power level of the k th PoC, satisfying yk ∈ loP ,hPi , loP is the lowest transmit
level, and hPi is the highest level of the PoCs, and pkP is a monotonically increasing
function of yk .
Moreover, a long-memory player in an iterated game has no advantage over a shortmemory player if each stage game is repeated identically infinite times [212]. Consequently, all players are assumed to have memory of only one previous move, i.e., at the
current game iteration, and the actions of all players depend only on the outcome of the
previous round. The AoC and all PoCs are assumed to adopt the mixed strategies, and we
define s A (x ,y1,y2, . . . ,yN ,x) as the conditional probability for AoC’s transmit power
A
A A
th
P
 ∈
p P (x P),∀x ∈ lo ,hi , the k PoC transmit power p (yk ), ∀kA∈ {1,2, . . . ,NA }, ∀y
lo ,hi , in the previous round, and the AoC transmit power p (x), ∀x ∈ lo ,hA
i , in
the current round. Based on these, we can write the constraint as
hA
i



loA

s A (x ,y1,y2, . . . ,yN ,x)dx = 1.

(8.1)

Similarly, we define skP (x ,y1,y2, . . . ,yN ,yk ), ∀k ∈ {1,2, . . . ,N }, as the conditional
A
th
P
probability for the AoC’s transmit
 P P power p (x ), the l PoC’s transmit power p (yl ),
∀l ∈ {1,2, . . . ,N }, ∀yl ∈ lo ,hi , in the previous round, and the kth PoC transmit
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power pP (yk ), ∀k ∈ {1,2, . . . ,N }, ∀yk ∈ loP ,hPi , in the current round. The conditional
probability skP (x ,y1,y2, . . . ,yN ,yk ) satisfies
hPi



loP

skP (x ,y1,y2, . . . yN ,yk )dyk = 1,

∀k ∈ {1,2, . . . ,N }.

(8.2)

Because the AoC and N PoCs serve their corresponding users at the same time
with the same channels, the AoC and N PoCs interfere with each other during the
service. Consequently, we set the signal-to-interference-plus-noise ratio (SINR) of the
user served by the AoC, where the user of the AoC is called AU, as
ηA =

pA (x)ga
,
N

N0 +
pkP (yk )gka

(8.3)

k=1

where ga is the path gain between the AoC and AU. gka , ∀k ∈ {1,2, . . . ,N} is the path
gain between the k th PoC and AU, and N0 is the Gaussian noise power.
The SINR of user served by the k th PoC (PU) is
ηkP =

pkP (yk )gkk
,
N

N0 + pA (x)gak +
plP (yl )glk

∀k ∈ {1,2, . . . ,N },

(8.4)

l=1,l =k

where glk is the path gain between the l th PoC and k th PU, gak is the path gain between
the AoC and the k th PU, and gkk is the path gain between the k th PoC and the k th PU.
When the transmit power of the AoC and all PoCs are pA (x) and pkP (yk ), ∀k ∈
{1,2, . . . ,N }, respectively, we normalize the bandwidth and define the utilities of
the AoC wA (x,y1,y2, . . . ,yN ) and the utility of each PoC wPk (x,y1,y2, . . . ,yN ),
∀k ∈ {1,2, . . . ,N }, as
$
wA (x,y1,y2, . . . ,yN ) = log2 (1 + ηA ),
(8.5)
wPk (x,y1,y2, . . . ,yN ) = log2 (1 + ηkP ).
In (8.5), if the transmit power of the i th player increases while the transmit power of
all the other N players remains the same, the utility of the i th player will improve, but
the utilities of N other players decrease. As a result, when the PoCs behave noncooperatively, the social welfare is deteriorated to be unsatisfying and unstable.
In the following subsections, we consider the cases where there are (i) two players applying discrete strategy, (ii) two players applying continuous strategy, and (iii)
multiple players applying continuous strategy. We then study the corresponding zerodeterminant strategies for the AoC to unilaterally achieve high stable social welfare.

8.1.3

Game Analysis
Case I: Game Analysis in Two-Player Discrete-Strategy Game
By the strategy profile of the AoC and N PoCs with an initial condition, the iterated
game procedure can be viewed as a stochastic process. For simplification, we first
consider the scenario where there are one AoC and one PoC, which can transmit at
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P P
two discrete power levels, namely, N = 1, x ∈ {loA,hA
i }, and y ∈ {lo ,hi }. We label the
four outcomes of each iteration as 1, 2, 3, and 4 corresponding to xy ∈ {ll,lh,hl,hh},
respectively, where x and y denote the transmit levels of the AoC and PoC, and l and
P
h denote transmitting in level loA or loP and level hA
i or hi , respectively. The payoff
matrices of the AoC and PoC are defined as
A A A 
A A P
A A P
A A P
A A P 
WA = [wA
1 ,w2 ,w3 ,w4 ] = [w (lo ,lo ),w (lo ,hi ),w (hi ,lo ),w (hi ,hi )]

and
P
P A P 
WP = [wP1 ,wP2 ,wP3 ,wP4 ] = [wP (loA,loP ),wP (loA,hPi ),wP (hA
i ,lo ),w (hi ,hi )] ,

respectively. In the current iteration, the four possible cases are v = [v1,v2,v3,v4 ] ,

where 4i=1 vi = 1. The utilities of the AoC and PoC are, respectively, U A = v WA
and U P = v WP .
According to the strategy profiles of the AoC and PoC, for N = 1, x ∈ {loA,hPi },
and y ∈ {loA,hPi }, in Figures 8.2 and 8.3, the conditional probabilities of the AoC and
PoC from the previous round to the current round are denoted as a = [a1,a2,a3,a4 ]
and b = [b1,b2,b3,b4 ] , respectively, where a1 = s A (loA,loP ,loA ), a2 = s A (loA,hPi ,loA ),
P A
A A P A
P A P A
P A P A
a3 = s A (hA
i ,lo ,lo ), a4 = s (hi ,hi ,lo ), and b1 = s (lo ,lo ,lo ), b2 = s (lo ,hi ,lo ),
A
A
P
P
P
A
P
A
b3 = s (hi ,lo ,lo ), b4 = s (hi ,hi ,lo ).
a1
a2
Low

High

a3

Low

a4

Low

1-a1

High

1-a3 1-a2
1-a4

High
Next
iteration

Current
iteration

Figure 8.2 The conditional strategy of player X. © 2016 IEEE. Reprinted, with permission, from

Zhang et al. 2016.
b1
b2
Low

High

b3
Low

Low

b4

High

1-b3 1-b2

1-b1
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1-b4
Current
iteration

Next
iteration

Figure 8.3 The conditional strategy of player Y. © 2016 IEEE. Reprinted, with permission, from

Zhang et al. 2016.
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We write the Markov chain transition matrix as H and the stationary vector as vs , i.e.,
⎡

a1 b1
⎢ a2 b2
H=⎢
⎣ a3 b3
a4 b4

a1 (1 − b1 )
a2 (1 − b2 )
a3 (1 − b3 )
a4 (1 − b4 )

(1 − a1 )b1
(1 − a2 )b2
(1 − a3 )b3
(1 − a4 )b4

⎤
(1 − a1 )(1 − b1 )
(1 − a2 )(1 − b2 ) ⎥
⎥ and
(1 − a3 )(1 − b3 ) ⎦
(1 − a4 )(1 − b4 )


v
s H = vs .

(8.6)

(8.7)

In each game iteration, the PoC may cheat the AoC and break the cooperation unilaterally, but the AoC tries to enhance the social welfare regardless of the PoC’s strategy. To
overcome this, the AoC employs the zero-determinant strategy, inspired by the original
work of Press and Dyson in [212]. Suppose H = H − I, thus v
s H = 0. Moreover,
according to the Cramer’s rule, the adjugate matrix of H , i.e., adj (H ) times H equal to
the determinant of H , which is zero, according to the properties of matrix determinant.
Consequently, we also have adj (H )H = 0. Thus, every column of the adj (H ) is
proportional to v
s . Therefore, in the dot product of any vector f with stationary vector
,
if
we
replace
v
v
s
s with any column of adj (H ), it can be expressed as a determinant
where a column depends only on one player’s strategy, i.e.,
v
s · f,

⎛

−1 + a1 b1
⎜
a2 b2
= det ⎜
⎝
a3 b3
a4 b4

−1 + a1
−1 + a2
a3
a4

−1 + b1
b2
−1 + b3
b4

⎞
f1
f2 ⎟
⎟.
f3 ⎠
f4

(8.8)

We set the second column of the determinant as 4
a = [−1 + a1, − 1 + a2,a3,a4 ] .
A
P
f = αW + βW + γ1, with α and β as weight factors, and
A
P
A
P
v
s · f = vs (αW + βW + γ1) = αU + βU + γ

(8.9)

where γ is a scalar. Here φ is a nonzero scalar. If 4
a = φ(αWA + βWP + γ1), namely,
the second column and fourth column of the determinant are proportional. According to
the properties of the matrix determinant, we have
αU A + βU P + γ = 0.

(8.10)

The social welfare of both cooperative participants is written by
Uall = αU A + βU P = −γ.

(8.11)

If the AoC employs the zero-determinant strategy, the AoC can always keep the social
welfare at a desired level whatever the PoC strategy is. The maximal and stable social
welfare that the AoC maintains regardless of PoC actions can be obtained by solving
the following optimization problem
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max Uall = αU A (a,b) + βU P (a,b),
a
!
0  a  1,
s.t.
αU A + βU P + γ = 0.

∀b,
(8.12)

Accordingly, the problem can be transformed into
min γ
⎧
⎨ 0  a  1,
s.t. 4
a = φ(αWA + βWP + γ),
⎩
φ = 0.

(8.13)

When φ > 0, because of the constraint a ≥ 0, we use it in the second constraint of
problem (8.13), and thus
γmin = max(ri ),
where

$
ri =

∀i ∈ {1,2,3,4},

P
− φ1 − αwA
i − βwi ,
P
−αwA
i − βwi ,

∀i ∈ {1,2},
∀i ∈ {3,4}.

(8.14)

(8.15)

Correspondingly, we use the relation a ≤ 1 in the second constraint of problem (8.13),
and obtain the following
γmax = min(ri ),
where

$
ri+4 =

∀i ∈ {5,6,7,8},

P
−αwA
i − βwi ,
A
− αwi − βwPi ,

∀i ∈ {1,2},
∀i ∈ {3,4}.

1
φ

(8.16)

(8.17)

Therefore, γ is feasible when γmin  γmax, namely,
max(ri ) ≤ min(rj ), ∀i ∈ {1,2,3,4}, ∀j ∈ {5,6,7,8}.

(8.18)

As φ can be any positive value satisfying the constraints in (8.18), the minimum value
of γ is
&
%
P
A
P
(8.19)
γmin = − min αwA
3 + βw3 ,αw4 + βw4 .
Similarly, when φ < 0, we have
γmin = max(rj ),
γmax = min(ri ),

∀j ∈ {5,6,7,8} and

(8.20)

∀i ∈ {1,2,3,4}.

(8.21)

Therefore, γ is feasible when γmin  γmax, i.e.,
max(rj ) < min(ri ), ∀i ∈ {1,2,3,4},∀j ∈ {5,6,7,8}.

(8.22)

As φ can be any negative value with a small absolute value satisfying the constraints in
(8.22), the minimum value of γ is
&
%
P
A
P
(8.23)
γmin = − min αwA
1 + βw1 ,αw2 + βw2 .
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Therefore, as the AoC takes the zero-determinant strategy as 4
a = φ(αWA + βWP +
γ1), the corresponding AoC strategy a when reaching the minimum is
!
P
1 + φ(αwA
i + βwi + γmin ), ∀i ∈ {1,2},
ai =
(8.24)
A
P
∀i ∈ {3,4}.
φ(αwi + βwi + γmin ),
To better illustrate this strategy, we use a simple Chicken-Dare example in which
there are two players, X and Y, applying chicken or dare behaviors in the game. We
assume player X is AoC and player Y is PoC. Accordingly, the utility of both players
in all situations is WA = [5 3 6 0], and WP = [5 6 2 0], respectively. The weighted
factors of both players are supposed to be the same, namely, α = 1, and β = 1. Based
on (8.24), when player X applies zero-determinant strategy [8/9 1 1/9 1], the second
and fourth columns of the determinant vs · f are proportional, and thus player X can
unilaterally determine αU A + βU P − 9 = 0. The social welfare can be maintained at
the value of 9.

Case II: Game Analysis in Two-Player Continuous-Strategy Iterated Game
To further analyze the problem, we consider the scenario in which there are one AoC
and
 PoC yet transmitting
 P P  at continuous power levels, namely, N = 1 while ∀x ∈
 A one
,
and
∀y
∈
lo ,hi . According to the definition in the general case, if the
lo ,hA
i
transmit power of the AoC is pA (x) and the transmit power of the PoC is p P (y), the
AoC and PoC payoffs are defined as wA (x,y) and wP (x,y), respectively. The probability
for the AoC and PoC to choose corresponding levels x and y in each round is represented
by v(x,y). The AoC and PoC utilities within each round are, respectively,
 hA  hP
i
i
vs (x,y)wA (x,y)dydx
(8.25)
UA =
loA


UP =

hA
i
loA

loP



hPi
loP

vs (x,y)wP (x,y)dydx.

(8.26)

Furthermore, if we suppose that the AoC and PoC choose, respectively, levels x = x−1
and y = y−1 in the previous round and select level x = x0 and y = y0 in the current
round, the transition function can be expressed as
H (x−1,y−1,x0,y0 ) = s A (x−1,y−1,x0 )s P (x−1,y−1,y0 ).

(8.27)

Accordingly, we have
v(x−1,y−1 )H (x−1,y−1,x0,y0 ) = v(x0,y0 ).

(8.28)

If the stationary state is defined as vs (x,y), the stochastic process reaches a stable
point when v(x−1,y−1 ) = v(x0,y0 ) = vs (x,y). As a result, the following lemma holds.
lemma 8.1

When function s̃ A (x,y,hA
i ) is defined as
!
s A (x,y,hA
i ),
s̃ A (x,y,hA
)
=
i
)
s A (x,y,hA
i − 1,

x < hA
i ,
x = hA
i ,

(8.29)
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 P P
A
A
∀x ∈ loA,hA
i , ∀y ∈ lo ,hi , according to the AoC strategy, when s̃ (x,y,hi ) =
A
P
φ(αw (x,y) + βw (x,y) + γ), the AoC and PoC utilities satisfy,
αU A + βU P + γ = 0,

(8.30)

where α, β, and γ are scalars.
If the AoC adopts the zero-determinant strategy, the AoC can always maintain the
social welfare at a desired level whatever the PoC does. The maximal stable social
welfare that the AoC keeps regardless of PoC’s actions can be obtained by solving the
following problem
max Uall = αU A (s A,s P ) + βU P (s A,s P )
sA
!
0  s A (x ,y ,x)  1,
s.t.
αU A + βU P + γ = 0,

∀s P
(8.31)

where the first constraint is for the AoC transition probability, and the second constraint
is the zero-determine strategy.
Similarly, we set T1 (x,y) = αwA (x,y) + βwP (x,y). The problem can be transformed to
min γ
⎧
A
⎨ 0  s (x ,y ,x)  1,
A
s.t. s̃ (x,y,hA
i ) = φ(T1 (x,y) + γ),
⎩
φ = 0.

(8.32)

Based on the problem given in (8.32), when φ > 0, due to the constraint
,y ,x) ≥ 0, we have


 P P
(8.33)
γmin = max(r(x ,y )), ∀x ∈ loA,hA
i ,∀y ∈ lo ,hi ,

s A (x

where

$
r(x ,y ) =

− φ1 − T1 (x ,y ),
−T1 (x ,y ),

&

∀x ∈ loA,hA
i ,
x = hA
i ,

Correspondingly, due to the constraint s A (x ,y ,x) ≤ 1, we have


 P P
γmax = min(r(x ,y )), ∀x ∈ loA,hA
i ,∀y ∈ lo ,hi ,
where

$
r(x ,y ) =

−T1 (x ,y ),
1
φ − T1 (x ,y ),

&

∀x ∈ loA,hA
i ,
x = hA
i .

(8.34)

(8.35)

(8.36)



γ is feasible when γmin  γmax, namely, ∀x ,x ∈ loA,hA
i ,∀y ,y ∈

 PConsequently,
lo ,hPi ,
max(r(x ,y )) < min(r(x ,y )).

(8.37)
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As φ can be any positive value with a small absolute value satisfying (8.37), the minimum value of γ is
%
&
 P P
(8.38)
γmin = − min T1 (hA
i ,y ) , ∀y ∈ lo ,hi .
Similarly, when φ < 0,



 P P
and
γmin = max(r(x ,y )), ∀x ∈ loA,hA
i ,∀y ∈ lo ,hi

(8.39)



 P P
γmax = min(r(x ,y )), ∀x ∈ loA,hA
i ,∀y ∈ lo ,hi .

(8.40)

As a result, γ is feasible when γmin  γmax , i.e.,
(8.41)
max(r(x ,y )) < min(r(x ,y )),
 A A
 P P
 A A
 P P
∀x ∈ lo ,hi , ∀y ∈ lo ,hi , ∀x ∈ lo ,hi , and ∀y ∈ lo ,hi .
As φ can be any negative value with a small absolute value satisfying (8.41), the
minimum value of γ is
%
&
γmin = − min T1 (x ,y ) ,
&

 P P
(8.42)
∀x ∈ loA,hA
i ,∀y ∈ lo ,hi .
Consequently, as the AoC adopts the zero-determinant strategy,
!
φ(T1 (x ,y ) + γmin ),
x < hA
A
A
i ,
s (x ,y ,hi ) =
φ(T1 (x ,y ) + γmin ) + 1
x = hA
i .

(8.43)

Whatever PoC does, the social welfare can be maintained at the value −γmin unilaterally.

Case III: Game Analysis in Multiplayer Continuous-Strategy
Iterated Game
In this subsubsection, we study the scenario with one AoC and N PoCs transmitting at
continuous power levels. Let v(x,y1,y2, . . . ,yN ) be the probability for AoC and the k th
PoC, ∀k ∈ {1,2, . . . ,N }, to choose corresponding levels x and yk in each round. If the
AoC and the k th PoC choose, respectively, levels x and yk in the previous round and
select levels x and yk in the current round, the transition function can be given by
H (x ,y1, . . . yN ,x,y1, . . . yN ) = s A (x ,y1, . . . yN ,x)

N
#

skP (x ,y 1, . . . ,y N ,yk ).

k=1

(8.44)
Accordingly, we have
v(x ,y1, . . . ,yN )H (x ,y1, . . . yN ,x,y1, . . . ,yN ) = v(x,y1, . . . ,yN ).

(8.45)

If the stationary state is vs (x,y), the stochastic process reaches a stable point when
v(x,y1,y2, . . . ,yN ) = v(x ,y1,y2, . . . ,yN ) = vs (x,y1,y2, . . . ,yN ).
Moreover, based on the payoff when the AoC and all PoCs serve their corresponding
users with different power levels, the utilities of AoC and the k th PoC ∀k ∈ {1,2, . . . ,N}
are, respectively,
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UA =
UkP =

 hAi  hPi

x=loA y1 =loP

 hAi  hPi

x=loA y1 =loP

···
···

 hPi

yN =loP

 hPi

yN =loP

vs wA dyN · · · dy1 dx

(8.46)

vs wPk dyN · · · dy1 dx.

(8.47)

We define the total utilities of all the players with weight factors α and βk , ∀k ∈
{1,2, . . . ,N } as social welfare as
Uall = αU A +

N


βk UkP .

(8.48)

k=1

When the AoC and all PoCs cooperate to serve their corresponding users, in order to
avoid the unpredictable decrease of the social welfare caused by the cheating behaviors
of any PoC, the AoC is required to maintain the social welfare at a high and stable value,
regardless of the strategies of all N PoCs. To achieve such an objective, the following
problem needs to be solved:
max Uall ,
sA

s.t.

∀skP ,

∀k ∈ {1,2, . . . ,N }
(8.49)

0  s A  1.

Using the zero-determinant strategy, we have the following lemma.


lemma 8.2 Let the function s̃ A (x,y1,y2, . . . ,yN ,loA ), ∀yk ∈ loP ,hPi , ∀k ∈ {1,2, . . . ,N}
be defined as
s̃ A (x,y1, . . . yN ,loA )
! A
s (x,y1, . . . ,yN ,loA ) − 1,
=
s A (x,y1, . . . ,yN ,loA ),

x = loA,
x > loA,

(8.50)

and set T2 (x,y1, . . . ,yN ) = αwA (x,y1, . . . ,yN ) + β 1 wP1 (x,y1, . . . ,yN ) + · · · +
β N wPN (x,y1, . . . ,yN ). According to the AoC strategy, if


(8.51)
s̃ A (x,y1, . . . ,yN ,loA ) = φ T2 (x,y1, . . . ,yN ) + γ ,
and the utilities of AoC and PoC satisfy,
αU A + β1 U1P + · · · + βN UNP + γ = 0,

(8.52)

where α, β1 , . . . , β N , and γ are scalars.
Accordingly, if the AoC adopts the zero-determinant strategy, the optimization problem (8.49) is transformed into
min γ
⎧
A
⎨ 0  s (x ,y1, . . . ,yN ,x)  1,
A
s.t. s̃ (x,y1, . . . ,yN ,loA ) = φ(T2 (x,y1, . . . ,yN ) + γ).
⎩
φ = 0.

(8.53)
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Based on the preceding discussion, when φ > 0, due to the constraint
s A (x ,y1,y2, . . . ,yN ,x) ≤ 1, we have
γmin = max(r(x
&,y1, . . . ,y

 PN )),P 
,∀y
∈
lo ,hi ,∀k ∈ {1, . . . ,N},
∀x ∈ loA,hA
i
k

(8.54)

where
r(x ,y1, . . . yN )
$
− φ1 − T2 (x ,y1, . . . yN ),
=
−T2 (x ,y1, . . . yN ),

&

∀x ∈ loA,hA
i ,
x = hA
i .

(8.55)

Correspondingly, because of the constraint s A (x ,y ,x) ≥ 0, we have
γmax = min(r(x
 A A &,y1 , . . . ,y
 PN )),P 
∀x ∈ lo ,hi ,∀yk ∈ lo ,hi ,∀k ∈ {1, . . . ,N},

(8.56)

where
r(x ,y1 , . . . ,yN )
$
−T2 (x ,y1 , . . . ,yN ),
=
1
φ − T2 (x ,y1 , . . . ,yN ).

&

∀x ∈ loA,hA
i ,
x = hA
i .

(8.57)

Therefore, γ is feasible when γmin  γmax, namely,
max(r(x ,y1, . . . ,yN )) < min(r(x ,y1 , . . . ,yN )).

(8.58)

As φ can be any positive
 satisfying the constraints given in (8.58), the minimum
 P value
P
value of γ is, ∀yk ∈ lo ,hi ,∀k ∈ {1,2, . . . ,N},
%
&
γmin = − min T2 (hA
i ,y1, . . . ,yN ) .

(8.59)



Similarly, when φ < 0, ∀yk ∈ loP ,hPi , ∀k ∈ {1,2, . . . ,N }, we have
&

∀x ∈ loA,hA
i ,and

(8.60)

&

∀x ∈ loA,hA
i .

(8.61)

max(r(x ,y1 , . . . ,yN )) < min(r(x ,y1, . . . ,yN )).

(8.62)

γmin = max(r(x ,y1 , . . . ,yN )),
γmax = min(r(x ,y1, . . . ,yN )),

Consequently, γ is feasible when γmin  γmax , i.e.,

As φ can be any
& value satisfying
 the constraints in (8.62), the minimum value
 Anegative
A
P
P
of γ is, ∀x ∈ lo ,hi ,∀yk ∈ lo ,hi , ∀k ∈ {1, . . . ,N},
%
&
γmin = − min −T2 (x ,y1 , . . . ,yN ) .

(8.63)
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A
Consequently, as the AoC adopts
 zero-determinant strategy s (x ,y1,y2, . . . ,
 P the
P
yN ,x), ∀k ∈ {1,2, . . . ,N}, ∀yk ∈ lo ,hi ,

s A (x ,y1, . . . ,yN ,hA
i )
!
φ(T2 (x ,y1, · · · yN ) + γ),
=
1 + φ(T2 (x ,y1, . . . ,yN ) + γ),

&

∀x ∈ loA,hA
i ,
x = hA
i ,

(8.64)

and the social welfare can be unilaterally maintained at the value of −γmin . As all x
and yk are continuous bounded variables, based on the different utility functions of
AoC and PoCs, we can approach the optimal solution with many existing optimization
algorithms [218].

8.1.4

Simulation Results
Next, we conduct simulations to evaluate the performances of the zero-determinant
strategy over different scenarios. There are two players applying the discrete strategy,
two players applying the continuous strategy and multiple players applying the continuous strategy in iterated games. In Figure 8.1, we suppose that the AoC and PoC
serve their corresponding users at the same time with the same channel. In the scenario
in which there are two players (i.e., one AoC and one PoC) applying the discrete
strategy, without loss of generality, we can take AoC and PoC to be located at (0,0)
and (−20,20), respectively, and their corresponding users AU and PU are located at
(100,0) and (−15,20), respectively. In the proposed game, the AoC is able to use the
transmit power of 0.1W or 10W , and the PoC is able to use the transmit power of
0.1W or 0.2W . The white noise is −105 dBm. The detailed setting of parameters are
illustrated in Table 8.1.
For the AoC, we compare the zero-determinant strategy with the aggressive (a =
[0,0,0,0]) and energy-saving strategy (a = [1,1,1,1]). The social welfare is as defined
in (8.5). In Figure 8.4, when the AoC adopts the zero-determinant strategy, whatever
the PoC applies aggressive (b = [0,0,0,0]), average (b = [0.5,0.5,0.5,0.5]) or energysaving strategy (b = [1,1,1,1]), the social welfare can be maintained as a stable value.
Table 8.1 Parameter setting
Physical Meaning

Value

Weighted factor for AoC α
Weighted vector for PoC β
Minimum transmit power of AoC
Minimum transmit power of each PoC
Maximum transmit power of AoC
Maximum transmit power of each PoC
Gaussian noise density
Bandwidth of each sub-band
Average distance between AoC and AU
Average distance between PoC and PU

1
All elements equal to 1
0.1W
0.1W
10W
0.2W
−105 dB/Hz
1 MHz
100 m
5m
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The maximum value is 9.5405. However, when the AoC takes aggressive or energysaving strategy, the social welfare is determined by the strategies of both PoC and
AoC. Moreover, in the proposed game, we evaluate relationships between the final
social welfare with the distance between the PoC and PU and the maximum transmit
power of PoC, respectively. In Figure 8.5, with the distance between the PoC and
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PU increasing, the social welfare decreases. The social welfare when AoC takes zerodeterminant strategy is higher than that when AoC is aggressive, but lower than that
when AoC uses the energy-saving strategy.
Figure 8.6 shows the results when the AoC adopts zero-determinant, tit-for-tat, and
Pavlov strategies and the PoC applies tit-for-tat and Pavlov strategies, in the two-player
discrete-strategy scenario. The game starts from a random state. When the AoC adopts
the zero-determinant strategy, whatever the PoC strategy is, the social welfare converges
to a stable value, and the value is the highest compared with the results of any other
strategies. When the AoC applies tit-for-tat and Pavlov strategies, the game can be
unstable, and both the expectation and variation of the social welfare depend on the
strategies of the PoC.
In the scenario in which there are two players applying continuous strategy, we suppose that the AoC is able to choose the transmit power from 0.1W to 10W , and the PoC
is able to choose the transmit power from 0.1W to 0.2W in the game. We compare the
zero-determinant strategy with the aggressive (s A (x ,y ,hA
i ) = 0, ∀x , ∀y ) and energysaving strategy (s A (x ,y ,loA ) = 1, ∀x , ∀y ).
In Figure 8.7, when the AoC adopts the zero-determinant strategy, no matter when
the player PoC applies aggressive (s A (x ,y ,hPi ) = 0, ∀x , ∀y ), average (s P (x ,y ,y) =
1/(hPi − loP ), ∀x , ∀y , ∀y), or energy-saving strategy (s P (x ,y ,loP ) = 1, ∀x , ∀y ),
the social welfare can be maintained as a stable value. The maximum value is 9.35.
However, when the AoC takes an aggressive or energy-saving strategy, the social welfare
is determined by the strategies of both PoC and AoC. Moreover, in Figure 8.8, with the
distance between the PoC and PU increasing, the social welfare generally decreases.

8.1 Zero-Determinant Strategy

183

10.1

AoC: Zero-determinant, PoC: Energy-saving
AoC: Zero-determinant, PoC: Average
AoC: Zero-determinant, PoC: Aggressive
AoC: Energy-saving, PoC: Energy-saving
AoC: Energy-saving, PoC: Average
AoC: Energy-saving, PoC: Aggressive
AoC: Aggressive, PoC: Energy-saving
AoC: Aggressive, PoC: Average
AoC: Aggressive, PoC: Aggressive

10

9.9

Social welfare

9.8

9.7

9.6

9.5

9.4

9.3

9.2

0

5

10

15

20

25

30

Iteration

Figure 8.7 The social welfare vs. iteration with different strategies. © 2016 IEEE. Reprinted, with

permission, from Zhang et al. 2016.

20
Zero-determinant
Energy-saving
Aggressive

18

Social welfare

16

14

12

10

8

1

2

3
4
Distance between PoC and PU (m)

5

6

Figure 8.8 The distance between PoC and PU vs. social welfare. © 2016 IEEE. Reprinted, with

permission, from Zhang et al. 2016.

The social welfare when the AoC uses the zero-determinant strategy is higher than that
when the AoC is aggressive but lower than that when the AoC takes the energy-saving
strategy.
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Figure 8.9 considers the situations when the AoC adopts the zero-determinant, titfor-tat, and Pavlov strategies and the PoC applies the tit-for-tat, and Pavlov strategies, in
the two-player continuous-strategy scenario [219, 220]. We start from a random state
of the proposed game. When the AoC adopts zero-determinant strategy, with more
iterations, it can unilaterally converge to the stable social welfare. Nevertheless, even
though sometimes the social welfare is higher than the zero-determinant strategy when
the AoC applies the tit-for-tat and Pavlov strategies, the proposed game may be unstable.
When the PoC applies different strategies, the game results can be different.
In the scenario with multiple players applying continuous strategy, there are three
players playing the game, the AoC and two PoCs are located at (0,0), (−20,20), and
(23, −12), respectively, and their corresponding users, i.e., AU and two PUs, are located
at (100,0), (28, − 12), and (−19, − 24), respectively. During the game, the AoC is able
to choose the transmit power from 0.1W to 10W , and the PoC is able to choose the
transmit power from 0.1W to 0.2W . We compare the zero-determinant strategy with
the aggressive (s A (x ,y1,y2,hA
i ) = 0, ∀x , ∀y1 , ∀y2 ) and the energy-saving strategy
(s A (x ,y1,y2,loA ) = 1, ∀x , ∀y1 , ∀y2 ).
In Figure 8.10, when the AoC adopts the zero-determinant strategy, no matter when
the two PoCs apply aggressive strategy (s P (x ,y1,y2,hPi ) = 0, ∀x , ∀y1 , ∀y2 ), average
strategy (s P (x ,y1,y2,y1 ) = s P (x ,y1,y2,y2 ) = 1/(hPi − loP ), ∀x , ∀y1 , ∀y2 , ∀y1 , ∀y2 )
or energy-saving strategy (s P (x ,y1,y2,loP ) = 0, ∀x , ∀y1 , ∀y2 ), the social welfare can
be maintained at a stable value. The maximum value is 16.4934. However, when the
AoC takes aggressive or energy-saving strategy, the social welfare is determined by the
strategies of the two PoCs and AoC. Furthermore, in Figure 8.11, with the distance
between the PoC and PU increasing, the social welfare decreases. The social welfare
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when AoC uses the zero-determinant strategy is much higher than that when AoC is
aggressive, while slightly lower than that when AoC adopts the energy-saving strategy.
Figure 8.12 shows the situations when the AoC adopts the zero-determinant and
Pavlov strategies, and the other two PoCs apply the tit-for-tat, and Pavlov strategies,
in the multiplayer continuous-strategy scenario. Starting from a random game state,
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when the AoC adopts zero-determinant strategy, with more iterations, irrespective of
the strategies of the PoCs, the social welfare converges to the same and stable value.
However, when the AoC applies the Pavlov strategy, the social welfare if the PoCs adopt
tit-for-tat is lower than the one when the PoCs use Pavlov, and both strategies are lower
than the one when the AoC adopts the zero-determinant strategy.
Performance evaluation is conducted by increasing the number of PoCs and comparing the maximal social welfare that the AoC can unilaterally maintain with the zerodeterminant strategy. In Figure 8.13, PoCs are randomly deployed in the areas with
diameter of 50 meters, 100 meters, and 150 meters, respectively. The centralizations of
the areas are 100 meters far away from the AoC. The AoC employs the zero-determinant
strategy, and all the PoCs adopt all kinds of selfish strategies in the game. According to
the game results, with the number of PoCs increasing, the highest social welfare the
AoC is able to maintain generally increases, and the rate of the increase decreases when
we deploy the PoCs in a smaller area. The reason is that when there are few PoCs in the
area, users can attain better performance with a larger number of PoCs. However, when
the density of PoCs is large, the interference is severe. With more PoCs in the area, more
interference will be generated, affecting the performance of the services.

8.1.5

Related Work and Applications for Zero-Determinant Game Model
The zero-determinant game model can be widely employed on resource sharing cooperation in wireless networks, and we outline some major applications as follows.
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Heterogeneous Networks
In heterogeneous networks (HetNets) where macrocell cellular and small/femto cells
coexist and share wireless resources, with more resources and coverage areas, the
macrocell connection ensures the communication QoS. By contrast, because of a lack
of fully centralized control, the small/femto cells are selfish and pursue optimizing
their own utilities. The small/femto cell may try to cheat during the resource-sharing
cooperation. Consequently, the macrocell acts as the AoC, and the small/femto cell acts
as the PoC. There are many cooperation examples in literature that can be considered
from this perspective. In [221], the small/femto cell base station cooperates with the
macrocell base station and adopts a power control strategy to circumvent strong interference to other users. Consequently, it is important to maintain all users’ SINRs at a high
feasible value. The scheme proposed in [222] adjusts the femtocell user transmit power
to mitigate the cross-tier interference. Furthermore, the cooperation can be applied not
only in power control but also in other wireless resource allocations in a similar way.
In [223], if there are few licensed femtocell users but many macrocell users close to the
femtocell base station, the macrocell pays back the femtocell network to use its power
and spectrum resources serving the macrocell users. In [224], if the femtocell is crowded
with indoor users and the macrocell network serves few users with available spectrum
resources, the femtocell prefers to borrow spectrum resources from the macrocell and
pay certain prices to improve the utilities of both networks. However, according to
the preceding cooperations, the small/femto cells may unilaterally cheat the macrocell
and do not follow the rules in the cooperation to get high utilities in the next iteration,
causing a series of noncooperations and low social welfare. Accordingly, to avoid the
noncooperative behaviors of small/femto cells in the preceding applications, the macrocell can adopt the zero-determinant strategy to maintain high and stable social welfare.
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Cognitive Radio Networks
Secondary users are allowed to use the spectrum with low interference from primary
users. A primary user can maintain the high stable social welfare during resource sharing. However, the secondary user can cheat the primary user to achieve its own higher
utility. Here, the primary user behaves as the AoC, and the secondary user behaves as
the PoC. The game model can be employed in the following cognitive radio scenarios.
In [221, 225], both primary and secondary users cooperate to control transmission power
to share the limited spectrum resources. In [226, 227], primary users can cooperate and
lease a portion of its spectrum to secondary networks to obtain revenue when QoS of all
primary users is ensured. Moreover, in [228], the primary user and secondary user cooperate and play a Stackelberg game in power control and channel allocation to achieve
better performances for themselves. The authors of [229] consider the problem of joint
power control and beamforming during the cooperation to minimize the total transmitted
power. In [230], the primary users’ cooperation is proposed for better performances in
the secondary network. In [231], for different secondary users, the cooperative spectrum sensing schedule can be investigated with multiple primary channels. Based on
the preceding cooperations, when the secondary users show potential noncooperative
behaviors, the primary user can adopt the zero-determinant strategy to avoid the low
and unstable social welfare.

Device-to-Device (D2D) Communication Networks
D2D users can also cooperate and reuse cellular network spectrum, hence increasing
its utilization. Specifically, the D2D communication network can underlay the cellular
network. Similarly, the cellular network is required to keep the high stable social welfare
in terms of good QoS performance and high revenue, and the D2D users may cheat cellular networks for higher utilities, for example, by using higher power than the limit. The
proposed game model can be applied to the following scenarios. In [232], the authors
employ a power control method to D2D communication to cooperate with the traditional
cellular network and constrain the SINR degradation of the cellular link to a certain
level. The authors in [233] derive the optimum power allocation strategy to coordinate
the interference and benefit the overall performance. Moreover, as illustrated in [234],
the D2D and cellular networks can share the same spectrum with a joint scheduling and
resource allocation scheme. In [235], the D2D network can also cooperate and pay a
certain price to cellular networks to allow D2D users causing limited interference on
the shared channels. In the preceding applications, even if the D2D users can behave
noncooperatively, the cellular network can still adopt the zero-determinant strategy to
achieve the social welfare at a high and stable value unilaterally.

8.1.6

Conclusions
In this section, we have studied the zero-determinant methods for the administrator
of cooperation (AoC) in a two-player discrete-strategy game, two-player continuousstrategy game, and multiplayer continuous-strategy game. The objective is to achieve
stable high social welfare regardless of the strategy of the participants of cooperation (PoCs). The strategy is a potential solution that can be adopted in wireless
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networks with limited coordination capability among users or cheating behaviors
during resource-sharing cooperation. Simulations have verified that if the AoC applies
the zero-determinant strategy, the social welfare can be determined by the AoC
unilaterally. Moreover, compared with the classic tit-for-tat and Pavlov strategies,
the zero-determinant strategy is able to maintain the high and stable social welfare.

8.2

Social Choice Theory
Social choice theory or social choice is the framework analyzing how a group of individuals reaches a collective decision, among a set of individual alternatives or preferences.
Each individual is assumed to have a preference relation for a given set of alternatives
[236]. Social choice combines these preference relations into a single preference relation
representing the whole group preference. The set of individual preference relations is a
preference profile [237]. Decision-making scenarios in which the social choice model
finds applications are ubiquitous: selecting a winner from among the contestants in
a reality television show, electing a leader among a set of political candidates in a
democracy, choosing a chairman from the union members, and so on.
Social choice draws its motivation from the French philosopher and mathematician
Condorcet’s formulation of the voting paradox. This paradox, also known as the
Condorcet paradox, is a situation in which collective preferences can be cyclic,
even though individual voter preferences are not cyclic. The preferences of different
majorities among a group of individuals are conflicting; for example, three majorities
prefer candidates A over B, B over C, and C over A, respectively, and hence the
paradox [238].
We now go over some of the important basic concepts of social choice theory. In
order to better understand these concepts, a scenario is considered with n candidates
and m individuals. Each of these m individuals have their preferences for each of the n
candidates. We denote a preference relation of individual i where i ∈ {1,2, . . . ,m}, over
the set of alternatives, which is the set of candidates {c1,c2, . . . ,cn }, as
cj Pi ck ,

(8.65)

where j,k ∈ {1,2, . . . ,n}, which represents that individual i prefers candidate cj to
candidate ck .
A preference profile is the list of preferences of all individuals, which can be
denoted as
P m = (Pi )i∈{1,2,...,m} .

8.2.1

(8.66)

Social Welfare Function
A function that maps the individual preference profiles to a single preference relation for
the whole group is named a social welfare function. If F is the social welfare function,
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then it maps each preference profile P m = Pi ,i ∈ {1,2, . . . ,m} to a single preference
relation, denoted by F (P m ) [236]. A social welfare function is said to be
•
•
•

8.2.2

dictatorial, if there is an individual i so that the social welfare function F maps
to the preference relation of i, Pi for every preference profile;
unanimous, if cj Pi ck where j,k ∈ {1,2, . . . ,n}, for every individual i ∈
{1,2, . . . ,m}, then cj F (P m ) ck ;
independent of irrelevant alternatives, if the socially chosen alternative does not
change when unchosen alternatives are eliminated from the preference profile
[239].

Arrow’s Impossibility Theorem
Here, we discuss the much celebrated Arrow’s impossibility theorem, put forward by
American economist and Nobel prize winner Kenneth Arrow [236, 240, 241]. This
theorem is one of the most important concepts in this area, and has formed the basis
of modern social choice theory.
The theorem states that if there are three or more alternatives, a social welfare function that satisfies the properties of unanimity, independence of irrelevant alternatives,
and nondictatorship does not exist. In other words, when we look for a social welfare
function, if dictatorship is not something we want, we must either restrict the domain of
preference profiles over which we define the social welfare function, or give up either
of the unanimity or independence of irrelevant alternatives properties [236, 242].

8.2.3

Social Choice Function
There are certain scenarios in group decision making, where the individuals need not
rank all the possible alternatives. This is because it is sufficient to choose only one
alternative as the common choice, for example, electing a president or a committee
chairman. A social choice function is a function that maps every preference profile to
one alternative, which is the most preferred alternative of the group [236]. A social
choice function, say G, is said to be
•

•
•

monotonic, if cj Pi ck and hence, cj Qi ck where j,k ∈ {1,2, . . . ,n}, for
every individual i ∈ {1,2, . . . ,m}, and G(P m ) = cj , then G(Qm ) = cj , where
P m and Qm are a pair of preference profiles;
dictatorial, if for every preference profile P m , the preferred alternative of individual i is G(P m );
unanimous, if for every preference profile P m = Pi ,i ∈ {1,2, . . . ,m}, if
cj Pi ck where j,k ∈ {1,2, . . . ,n}, for every individual i ∈ {1,2, . . . ,m},
then G(P m ) = cj .
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Nonmanipulability
The social choice model assumes implicitly that each individual stays true to reporting
his or her preference relation. There are scenarios where an individual can falsely report
his or her preference relation and cause the group to select an alternative that he or
she prefers to an alternative that would be chosen if he or she were to report the true
preference relation [236]. A social choice function is said to be manipulable when such
a situation occurs. The social choice function is called nonmanipulable when this cannot
happen. In that case, the outcome is the alternative chosen by the whole group because
each individual reports his or her true preference relation.

8.2.5

Conclusions
We discussed some of the main concepts like the social welfare function, Arrow’s
impossibility theorem and social choice function. We also discussed the idea of nonmanipulability, which underlies the need to study social choice functions, by considering
the possibility of manipulation to achieve individual goals. We also looked at some
relevant work utilizing the social choice model, which highlights the vast potential of
the model in similar research areas. The application of the social choice framework
can be in many research areas. Social choice theory is employed to investigate decision
making in choices of online services by users in [243]. In [244] computer-aided methods
like SAT solvers are used to tackle NP-complete problems in social choice. Reference
[245] investigates a scenario in which each individual has a cost associated with each
alternative and evaluates the effectiveness of randomized social choice algorithms. A
decision-making scheme, Maximal Recursive (MR) with better efficiency and computability compared to an existing alternative, is proposed in [246]. Social choice theory
can help form the group preference list, which can be used for many games such as the
matching game.

Part II

Applications

9

Applications of Game Theory in the
Internet of Things

Literally, there are two important components in the Internet of Things (IoT): “Internet”
and “Things.” This implies that every objective that falls into the “Things” category is
capable of connecting to the Internet. Hence, by allowing billions of smart devices to be
connected to the Internet, IoT is a novel paradigm and rapidly gaining ground in modern
wireless communications. With a variety of pervasive presence of smart devices around
us, IoT enables these devices to be the huge data source for numerous applications, e.g.,
education, economics, transportation, and healthcare. With this idea, IoT has brought a
variety of benefits, e.g., improving system efficiency and users’ satisfaction; enhancing
flexibility, safety, and security; and finally opening new business opportunities and revenue streams. For example, TomTom,1 a well-known GPS manufacturer, introduces an
IoT service for a congestion index. The data of travel time, particularly in urban areas,
will be collected from smart devices, e.g., vehicle journey recorders and traffic cameras,
and sent to the TomTom servers through communication channels such as 3G/Wi-Fi
for further processing. Meaningful traffic information can be extracted from these data.
Based on this traffic information, the TomTom service shows the global congestion level
to general public, industry, and policy makers by providing travel time information and
real-life driving patterns. Drivers can therefore have more efficient and safe journeys
using the TomTom service. Accordingly, government agencies and authorities can make
appropriate policies, rules, and regulations in controlling road traffic and constructing
road infrastructure to reduce accidents. Finally, businesses can have useful information
for their operations, e.g., opening retail stores, gas stations, and repair shops at the best
locations.
To support such applications and hence achieve such benefits, IoT integrates several technologies, e.g., hardware design, data communication, data storage, information
retrieval, and presentation. Many disciplines in the areas including engineering, computer science, business, and social science are also incorporated into IoT to achieve
goals of target applications. Therefore, designing and developing IoT systems as well as
services require holistic approaches including engineering and management to ensure
efficiency and optimality in every part of IoT.
IoT is a broad concept introduced to describe a network of objects, e.g., sensors,
actuators, and electronic devices, connecting to the Internet through wireless and wired
connections. To support such a heterogeneous environment with high flexibility and
1 www.tomtom.com.
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reliability, IoT system can be divided into different tiers, namely, devices, communications and networking, platform and data storage, as well as data management and processing. Different layers involve different resources, e.g., energy used for the devices to
operate, spectrum and bandwidth for wireless and wired networks to transfer data, computing and data storage for the platform and infrastructure, and data processing services
for IoT applications. Hence, resource management is an important issue for efficient
operation of the IoT system. However, using classical approaches, e.g., optimizationbased approaches, is challengeable in efficiently controlling and managing the resources
of IoT’s system due to the following reasons.
•

•

Heterogeneous Large-Scale Systems: Naturally, IoT involves and consists of
a number of diverse components, e.g., billions of sensors, hundreds of access
points, and tens of cloud data centers, integrated in a highly complex manner.
Thus, the centralized management approaches that rely on the optimization
solution, which is obtained with complete global information, may not be
practically feasible and efficient.
Multiple Entities and Rationality: IoT components may belong to or are operated
by different entities, e.g., sensor owners, wireless service providers, and data
center operators, with different objectives and constraints. Optimization-based
approaches that support only a single objective will fail in modeling and determining the optimal interaction among these self-interested and rational entities.

Compared with the optimization-based approaches, incentive mechanisms, e.g., economic approaches, using cost, revenue, and profit as essential drivers, are capable to
address such a multiobjective situation and hence are considered an alternative to optimization of the resource management of the IoT system. Approaches based on economics, e.g., pricing models, can easily eliminate data redundancy without the complex
computation. For example, by using pricing models, e.g., auctions, the sensors with the
highest remaining resources will be selected to perform sensing tasks. This can guarantee a trade-off between maximizing the network lifetime by lengthening the lifetime of
the sensors with low remaining resources and providing the required data without doing
massive computation. To efficiently control and manage the resources of the IoT system
and hence obtain the economical interaction among IoT entities, economic approaches
involving the analysis and optimization of the production, distribution, and consumption
of goods and services are widely applied.
In this chapter, the basic definition of IoT is introduced in Section 9.1, followed by
a representative IoT architecture as well as the specific resources and services of the
IoT. Then, Section 9.2 presents a survey of the economic analysis and pricing models
for data collection in IoT as data aggregation and routing, relay selection, congestion
management, resource allocation, task allocation, area coverage, and privacy management. Section 9.3 presents optimal pricing and privacy management for people-centric
services in mobile crowdsensing networks, in which full formulation, algorithms, and
performance evaluation are included. Finally, Section 9.4 investigates the problem of
providing incentives for users to participate in mobile crowdsourcing by applying the
rank-order tournament as the incentive mechanism.

9.1 An Overview of the Internet of Things (IoT)
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An Overview of the Internet of Things (IoT)

9.1.1

Definition of IoT
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The authors in [247] provided one of the formal, concrete, and standardized definitions
of IoT: “Internet of Things envisions a self-configuring, adaptive, complex network
that interconnects ‘things’ to the Internet through the use of standard communication
protocols. The interconnected things have physical or virtual representation in the digital world, sensing/actuation capability, a programmability feature and are uniquely
identifiable.” There are also some other similar definitions of IoT in the literature due to
its broad applicability, which can be found in [248–251].
Derived from the definition in [247], the things in IoT can be objectives offering
services in terms of data capture, communication, and actuation with unique identification and Internet capability. Thus, the fundamental features of IoT can be listed as
follows [252]:
•
•

•
•
•

Sensing capability: “Things” in IoT are capable of performing sensing tasks.
Heterogeneity: IoT may support different underlying networks, e.g., wired, wireless, and cellular, and a variety of diverse communication devices, e.g., access
pointbased and peer-to-peer (P2P) fashion.
Addressing modes: IoT is able to support multiple types of transmissions, e.g.,
anycast, unicast, multicast, and broadcast.
High reliability: Despite different solutions, connectivity and reliable transmissions are guaranteed by IoT.
Self-capabilities:
–
–
–

•

9.1.2

high self-configuration autonomy
self-organization and self-adaptation to dynamic scenarios
self-processing of the huge amounts of exchanged data

Secure environment: The robustness of security issues such as network attacks
(e.g., hacking and denial of service [DoS]), authentication, data transfer confidentiality, data/device integrity, privacy, and trusted secure environment are guaranteed.

Architecture of IoT
To meet the preceding features, several IoT architectures have been proposed in
[248, 253–255]. We depict a representative architecture of IoT in Figure 9.1, which
consists of the following different tiers:
•

Smart devices: This layer is a physical layer that consists of smart devices, e.g.,
RFID tags, sensors, and video camera. Due to their limited computing, data storage, and transmission capabilities, the functions of these devices are mainly to
perform primitive tasks, such as monitoring areas of interest and gathering data
from the physical entities, e.g., environmental conditions. They are generally
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Figure 9.1 A general architecture of the IoT system.

•

•

•

•

connected with Internet gateways for data aggregation. Additionally, they can
also be connected to each other using peer-to-peer connections for information
forwarding, e.g., multihop network.
Networking and communications: This layer provides data communications and
networking infrastructure to efficiently transfer the data collected from devices
at the physical layer to the higher layers, e.g., data center. Typically, the devices,
which can be mobile or fixed, are connected to the gateways with wireless networks. Then, backbone networks, such as mesh networks, will transfer the data
from gateways to the Internet.
Platform and data storage: This layer contains hardwares and platforms in local
data centers or services in the cloud, e.g., infrastructure-as-a-service (IaaS) and
platform-as-a-service (PaaS), to provide facility for data access and storage.
Data management and processing: This layer can be an application software composed of backend data processing, e.g., database and decision unit, and frontend
user and business-to-business (B2B) interfaces, which provides useful information extracted from the data to users in the application layer.
Application: In this layer, the end-users will utilize the useful information to
improve their perception and hence be more flexible. Moreover, they can send
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commands to control sensors/actuators at the physical layer according to their
demand, e.g., adjusting the type of data. Therefore, the information extracted from
the collected data will be more consistent with the end-users’ demand.

9.1.3

Resources and Services of IoT
Management of resources is the top challenge in efficiently controlling IoT and flexibly
delivering service due to the fact that IoT is a multitier large-scale system in a heterogeneous environment with a variety of resources and multiple services. To optimize the
resource management in an IoT system with the aforementioned economic approaches,
we first introduce several typical resources and services, which have already been traded
in the market and studied to optimize their utilization in a business model.
•

•

•

•

•

Sensing data: The data is sensed by the devices and gathered from the physical
layer. Following that, the data is used to extract information, which can be traded
and priced in the market to make profit for the device owners.
Spectrum and network bandwidth: In a wireless network, the transmission of the
data collected from the devices requires the spectrum and bandwidth. However,
due to their limited availability, they are precious resources, which can be traded.
For example, with the aim of earning more revenue and improving the spectrum
utilization simultaneously in cognitive radio networks, licensed users can sell
their free spectrum to unlicensed users. Additionally, with the consideration about
the precious feature of the spectrum and bandwidth, the collected data can be
stored in cache as long as it is valid. This is why caching is widely applied to save
spectrum and bandwidth in large-scale IoT networks.
Cloud services: Data collected from the physical layer will be transmitted to the
cloud by using spectrum and bandwidth. To access the data, the IoT users need to
buy cloud storage to store the data. Further, the IoT users can buy computational
resources in the cloud to extract the useful information from the data.
Data and information services: The data and information services will be offered
to support IoT application. Moreover, they can be connected together into an
overall integrated service and hence improve the IoT users’ level of satisfaction.
For example, information searching service requires data mining to improve the
searching speed and information security protection to conceal the searching
target.
Energy: Energy is an essential resource, which is used to power the operation
of IoT components, e.g., sensors need energy to sense data, access points need
energy to support the transmission of signals, and servers cannot extract useful
information from collected data without energy. Energy providers can optimize
the prices of energy supplied to the IoT components to maximize their profits.

Among these resources and services, the sensing data is the most important one in
an IoT system. This is not only because the quality of the data resources determine the
IoT users’ satisfaction but also because their value proposition is the core component
of the business model. Optimizing the utilization of data can maximize the revenue and
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Figure 9.2 A general business model for the IoT system.

profit of its owners and providers. To demonstrate how important the sensing data in
an IoT system is, we present an overview of a business model that has been applied
to IoT systems, as shown in Figure 9.2. In practice, there are four main components in
the IoT business model, namely, infrastructure, customer/IoT user, cost structure, and
revenue structure. The value proposition of data resources turns out to be the bond with
these components in this model. This is because the value proposition involves setting
the price of the data resources and encouraging IoT users, i.e., enhancing customers’
willingness to pay. Because the major revenue for the businesses is created by the value
proposition, choosing an appropriate economic approach is important in IoT business
models.

9.2

Game Theoretic Models for Data Collection in the IoT
It requires adaptive and robust designs to address many issues in data collection to
maintain long service time and low maintenance cost. Such issues include topology
formation, packet forwarding, resource and power optimization, coverage optimization,
and efficient task allocation. For these issues, sensors have to make optimal decisions
from current capabilities and available strategies to achieve desirable goals. This section
discusses numerous applications of the economic models, known as intelligent rational
decision-making methods, to develop adaptive algorithms and protocols in data collection [256].

9.2 Game Theoretic Models for Data Collection

9.2.1
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Data Aggregation and Routing in Participatory Sensing and
Crowdsensing Networks
Participatory sensing allows a large number of users using mobile devices, e.g., smartphones and tablets, to gather sensing data from interest areas without requiring the fixed
and expensive infrastructure of WSNs. The reverse auction mechanisms, e.g., sealed-bid
reverse auction, are applied in participatory sensing and crowdsensing networks, which
can efficiently stimulate users to provide their sensing data. In the data aggregation
model as shown in Figure 9.3, the server acting as an auctioneer will first broadcast the
sensing task description from the requesters to all users, i.e., sellers. Then, the users who
are interested in the sensing task will accept and perform it. The users submit their tasks
including the sensed data and the corresponding prices to the server, i.e., auctioneer,
once the sensing task is completed. A subset of users whose asking prices are the lowest
will be selected and paid by the server.
High price competition among the users is always present for the purpose of minimizing the payment, i.e., incentive cost. This means that the number of participating users
should be large enough to support such a high price competition. A reverse auctionbased dynamic price incentive mechanism with virtual participation credit (RADPVPC) has been proposed by the authors in [257] to achieve this goal. As shown in

Service provider/
requester

Server/plaorm
Server
Server

Server
Server

Server
Server

Access point/
base staon

Parcipant/user

Parcipant/user

Parcipant/user

Area of interest

Figure 9.3 Data aggregation using in crowdsensing networks.
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Figure 9.4 Data aggregation using RADP-VPC.

Figure 9.4, the users perform the sensing task assigned by the requesters and provide
the sensing data to the requesters via the server. Two functions, i.e., RADP and VPC,
are incorporated in the proposed approaches of [257] to select the winners from the
users and address the incentive cost explosion problem. Specifically, the RADP employs
the first-price sealed-bid reverse auction to select the users with lowest asking prices
as the winners. The sensing data from the winners will be bought by the server with
rewards. However, the losers in the current round have no incentive to participate in the
next round because they do not get paid in the current round even if they performed
the sensing task. Therefore, the number of participating users will decrease, and the
price competition will disappear. As a result, in the next round, the winners of current
round will increase their asking prices to increase their utilities, which may cause an
incentive cost explosion. To reverse this situation and hence avoid the incentive cost
explosion problem, the VPC mechanism has been introduced. Loser i in the previous
auction round r − 1 will receive an amount of virtual credit α i when participating in the
current auction round r, as follows:
$
vr−1 + αi , if user i is lost in round r − 1,
r
vi = i
0,
otherwise,
where vri is the cumulative VPC. It is used to decrease the asking price in the current
round as airc = aira − vri , where aira is the actual ask claimed by user i, and airc is his
competition task. The server uses airc to select the winners rather than aira , and thus the
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loser has more opportunities to win in the current round. The simulation results show
that using the VPC, the proposed strategy can reduce the incentive cost up to 63 percent
compared with the random selection based fixed pricing mechanism in [258], while
stabilizing this cost over auction rounds.
Moreover, there arises another problem that the rewards may not meet the winners’
expectations, and as a result they will also drop out in the next round. In addition to the
RADP-VPC, the authors in [259] introduced a participant ReCruiting (RC) mechanism
to address this problem. The RC enables the server to broadcast the maximum price
paid to the winner in the previous auction rounds as an invitation to the dropped users.
By this way, dropped users can reevaluate their return-on-investment based on this price
information and decide on whether rejoin in the next round or not. The simulation results
illustrated that the RADP-VPC with the RC dramatically suppressed the auction price,
thereby alleviating the pressure on choosing the right value of VPC in [257].

9.2.2

Opportunistic Transmission in Multihop Network
Due to the fact that the cost of using the single-hop 3G/4G connection is much higher
than that of using the short-range communication (via neighbors or Wi-Fi routers), the
authors in [260, 261] proposed opportunistic networking to send the sensing data to
the server. The proposed scheme, combined with the cost-based pricing, encourages the
seller to transmit its data to neighbors using short-range communication and minimize
the global system cost as a result. Cost-based pricing is a strategy to set the price of a
product based on the costs of producing it.
As shown in Figure 9.5, the model in [260] consists of a source phone user, i.e., a
seller/participant, selling its sensed data to a server, i.e., a buyer, through the 3G cellular
radio or the nearby Wi-Fi routers or its neighboring users. The source will first build a
one-hop neighbor table including the available neighbors and the corresponding relay
costs. Then, the source calculates its profit based on these costs and selects a neighbor
that has the minimal cost for the data relay. Thanks to the much lower cost of the
short-range communication (via neighbors or Wi-Fi routers) than that of 3G/4G communication, the opportunistic networking can achieve the minimum transmission costs,
maximum energy efficiency, and minimum traffic. This is validated in the corresponding
simulation results using the Lyapunov optimization theory.
However, these results are only achievable if the system parameter is sufficiently
small, which is multiplied by the total monetary value of the data to determine the
selling price. To overcome this shortcoming, the authors in [261] adopted a similar
cost-based pricing scheme to optimize the packet delivery, where the relay nodes are
separated into two types, i.e., integrated relays and courier nodes. The integrated relays
are used to support the transmission of critical packets, while less-critical packets are
forwarded by the courier nodes by comparing the forwarding charge and the packet’s
threshold price. The forwarding price of each courier node depends on the delivery time,
buffer capacity, and the remaining energy. To maximize the profit, the source will select
the courier node with lowest price with respect to the criticalness of data. Because the
forwarding price is inversely proportional to the availability of resources, the proposed
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Figure 9.5 Opportunistic transmission based on cost pricing.

delivery scheme achieves high efficiency in terms of energy, cost, and delivery rate. The
simulation results showed that the average energy consumption can be reduced by up
to 40 percent compared with the traditional MANET delivery protocols, e.g., Ad hoc
On-Demand Distance Vector (AODV) protocol [262].

9.2.3

Relay Selection for Data Forwarding
Because the nodes are typically rational and selfish, pricing strategies, e.g., the sealedbid reverse auction scheme, are adopted as incentive mechanisms to stimulate the nodes
to forward the sensing data. Therefore, the source node can choose the optimal routes,
e.g., the shortest route and the least-energy consumption route, for data forwarding
while the QoS requirements can be met. Moreover, the efficiency in the relay selection
problem can be guaranteed.
The sealed-bid reverse auction scheme has been adopted in [263] to select relay
nodes and minimize the energy consumption as well as prolong the network lifetime.
As illustrated in Figure 9.6, the entire forwarding process consists of several stages,
each of which includes one buyer and several sellers. The buyer, i.e., source node, will
buy the data forwarding service from the sellers, i.e., neighbor nodes. Because the relay
selection process at each stage is the same, only the relay selection in the first stage will
be introduced.
First, the source node builds a table including the information of the link quality
and the residual energy of its neighbors. The link quality is the output of a function
with the residual energy and the hop count from the neighboring node to the sink
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Figure 9.6 Auction-based relay selection mechanism.

node as the inputs. Different from the typical sealed-bid reverse auction where only the
neighbors, i.e., sellers, submit their asks in this scheme, both the source node and the
neighbors submit their asking prices at the same time . The asking price of a neighbor
is a function of the hop count, the link quality, and the service price it is willing to get
from the source node. The asking price of the source node is an average price calculated
based on the information in its table. The source node will buy the relay service from
a neighbor at the deal of the neighbor’s asking price if the neighbor’s asking price is
smaller than that of the source. In the multiple selected neighbors case, the source node
chooses the one with the lowest asking price. The simulation experiment has shown
that the proposed algorithm outperforms the low energy adaptive clustering hierarchy
(LEACH) protocol [264] in terms of energy consumption. This is because of the singlehop communication strategy in the LEACH protocol.

9.2.4

Congestion Management
Congestion will occur at the relay nodes when multiple source nodes simultaneously
transmit data to the sink node. An increase in the congestion level will aggravate the
network delay and hence devalue the information extracted from the data. Worse yet,
the destination-to-source feedback scheme [265], one of traditional congestion control
techniques, is not applicable to address this problem in WSN. This is because the flow
paths may change even before the feedback loop has to be formed. Dynamic pricing
strategies, e.g., value-based pricing, are therefore considered appropriate solutions to
manage the congestion in WSNs.
The value-based pricing, combined with the packet dropping strategy, has been incorporated in [266] to manage congested nodes. Instead of the sellers, the sink, i.e., the
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buyer, sets prices for packets received from sensors, i.e., sellers, depending on what
the sink is willing to pay, and then tells the sensors these prices. Naturally, the packets
with higher prices are expected to contain more important information and hence will
be more likely to be selected when congestion arises at the sink. This is because of the
sink’s preference on the importance of information rather than its other properties.
Moreover, by introducing the Jain’s fairness index in [267], the probability of accepting each packet can be determined to guarantee the fairness among all packets and the
coverage fidelity of the whole network. This is because the probability of acceptance,
i.e., the accumulated survival probability, contains information on the price and the coverage fidelity. Therefore, the probability of acceptance can be considered as a decision
variable by the sink to decide on whether to select or drop the packets. The simulation
results showed that the throughput of the proposed scheme is much higher than that of
the first-in-first-out (FIFO) policy, especially when network congestion occurs.
In addition to the pricing models used earlier, the authors in [268] introduced a
term called node price to address the congestion control and the energy consumption
minimization. Specifically, each packet sent from the source to the sink is associated
with a corresponding node price, which is defined as the total number of transmission
attempts across the network before a successful delivery. The node price depends on
the communication cost, i.e., the consumed energy to successfully deliver a packet from
each source to the sink. Based on the congestion level at the sink node, the node price
will control individual nodes to increase or decrease their reporting rates depending on
their communication costs. Therefore, the energy consumption of the WSN is minimized while the congestion is alleviated. However, the node price is not applicable to
dense networks due to the difficulty that sending the control information to every node,
especially the sensors at distance from the sink, is challenging.

9.2.5

Resource Allocation in Multifunction Sensor Networks
Due to the dynamic nature of WSN, using traditional resource management to assign
the network resources, e.g., time slot, communication bandwidth, and energy, to sensors
to perform their tasks is inefficient [269]. However, market-enabled pricing schemes,
e.g., double auction, can alleviate the inefficiency by creating an artificial market to
dynamically exchange the resources between the sensors.
For multifunction sensors, e.g., multifunction micro-electro-mechanical systems
(MEMS) sensors, which can perform multiple tasks, executing a task requires resources.
This means the amount of the demanded resources for a task should equal that of the
supplied resources. However, it is difficult to allocate the resource with the amount
exactly equals the demand due to the following reasons. First, each task must exactly
determines the amount of allocated resources accordingly. Second, if the determination
is not accurate, which means there are some residual resources, the task should resell
them to other tasks so that the efficiency of resources utilization can be guaranteed.
Therefore, it is essential to exchange resources between the tasks toward the aim of
maximizing the global performance. To address the case that a task may act as a resource
buyer and a resource seller simultaneously, the double-sided auction is adopted. This is
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Figure 9.7 (a) Discrete supply and demand curves of double auction, and (b) continuous supply

and demand curves from economics.

because the double-sided auction allows a task to sell its free resources by submitting
asks while at the same time acting as a buyer to buy the scarce resource by submitting
bids. As shown in Figure 9.7(a), the asks from sellers and the bids from buyers form
the supply and demand curves, respectively. The x-axis denotes the amount of supplied
resources and y-axis denotes the ask or the bid prices. For example, on the supply curve,
a seller asks to sell Qa1 units of resources at price Pa1 (i.e., Bid 2) while on the demand
curve, a buyer bids to buy Qb2 units of resources at price Pb2 (i.e., Ask 1), and so on. It
can be seen that Figure 9.7(a) is actually a discretized form of the supply and demand
model, which is shown in Figure 9.7(b). The intersection point of the supply and
demand curves is the supply-demand equilibrium, i.e., the market equilibrium [270].
Similarly, a continuous double-auction parameter selection (CDAPS) scheme has
been proposed by the authors in [271] allowing sensor tasks represented by agents to
exchange their resources via the double-auction scheme. Firstly, each agent submits a
bid to buy and an ask to sell resources. Then, the auctioneer decides a valid transaction
for the resource exchange at which there exists the largest ask price pa and the lowest bid
price pb with pa > pb , the transaction price, i.e., a clearing price, p is set as p = (pb +
pa )/2. From Figure 9.7(a), pa and pb are Pa4 and Pb4 , respectively. The buyer obtains
resources, while the sellers receive payments according to the auction rules. This process
is iteratively repeated to match each remaining pair of a buyer and a seller and define
corresponding clearing prices. There exist, in principle, multiple clearing prices while
the auctioneer often selects one of them as the clearing price to avoid the complexity of
the auction process and reduce computational complexity. The competitive market equilibrium obtained through this auction scheme satisfies the Karush–Kuhn–Tucker conditions and hence ensures convergence to the optimal solution. With the target tracking
resource allocation model described by Van Keuk [272], the simulation results demonstrated that the performance in terms of mean track utility of the CDAPS has a significant
improvement over the conventional rule-based methods because it converges to the
global optimal allocation. However, similar to the data allocation approach based on
the supply and demand model in [273], the global optimal allocation may not be stable.
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9.2.6

Task Allocation
Given limited resources, using static task assignment schemes to assign tasks, e.g., area
scanning, may not meet a desired objective, e.g., maximizing resource utilization. This is
because the tasks are assigned by static task assignment to specific sensors for execution,
which lacks the interactions among the elements of the network. Therefore, the dynamic
task allocation schemes with negotiation mechanisms, e.g., sealed-bid reverse auction
mechanism, are adopted to optimize the task allocation and resource utilization.
The reverse auction, in which the roles of the buyers and the sellers are reversed, aims
to achieve a fair energy balance among sensors [274, 275] or high data quality [276]. The
model in [274] consists of an allocator/auctioneer, i.e., buyer, and sensors, i.e., sellers,
in which the auctioneer once receiving a task, will broadcast the task description, e.g.,
size and deadline of the task, to all sellers. The asking price of executing the task for
each seller is calculated based on its current status of available energy, communication
cost, task deadline and resource release time. For example, the asking price can be
inversely proportional to the remaining energy level. Specifically, the higher remaining
energy a seller owns the lowest price it asks, and thus it may have a higher chance of
being selected. There are two schemes to determine the seller with the lowest asking
price, i.e., the winner, which are centralized and distributed schemes. In the centralized
scheme, all the sellers are required to submit their asking prices simultaneously, and
the seller with the lowest price will be selected to execute the task. However, in the
distributed scheme, each seller will set a waiting time value according to its calculated
price. For example, the seller with the lowest price has the shortest waiting time and
thus is the first to submit its asking price to the buyer being selected as the winner. In the
meantime, other sellers will receive a winner-determining message from the buyer and
leave the auction without sending their asks to the buyer. Compared with the centralized
scheme, the distributed scheme can reduce the communication overhead and energy
consumption of sending the nonwinning messages. However, the distributed scheme
requires the sellers to keep listening and wait for the winner-determining message,
which still consumes the nonwinning sensors’ energy. Waiting time reduction phase is
therefore incorporated by the authors in [275], allowing the sellers to compare their
asking prices with a broadcast budget value from the buyer. This means that if the
bidder’s asking price exceeds the budget, it will leave the competition and switch to
sleep mode without waiting for the winner-determining message. The simulation results
indicated that the reverse-auction-based scheme balances the remaining energy for all
the sensors and lowers the energy consumption compared with the static task allocation
method, e.g., energy balance-critical node path tree (EB-CNPT) [277]. However, the
task allocation approaches in [274] or [275] aim to enhance the performance of independent applications.
The authors in [276] also employed the reverse auction scheme to assign tasks to users
in mobile crowdsensing networks. There are three entities: (1) the task requester who
posts a sensing task and acts as a buyer, (2) users, i.e., sellers, and (3) the server, i.e.,
the auctioneer, which is responsible for participant selection, task price evaluation, and
payment mediation. As shown in Figure 9.8, the interactions among the three entities
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Figure 9.8 The multiple interactions among the three elements in the stages: (a) task

announcement, (b) task assignment, (c) winner selection, and (d) payment mediation.

involve four stages: task announcement, task assignment, winner selection, and payment mediation. When the requester publishes the sensing task description, the server
evaluates the task price according to its sensing region and sensing period. For example,
when a task within a region is easy to be executed, its value (i.e., price) is low and vice
versa, if the task within a square is difficult to be performed, which implies a high task
value. This value is then sent back to the requester for suggesting a budget. Based on
the budget, the requester selects phone users who satisfy the budgetary constraints and
best match the requested sensing context for the task. The selected phone users then
submit their asks for the requested sensing task, and the server selects the winner based
on their asking price and reputation. In particular, the reputation of a phone user is a
reflection of the quality about the historical sensed data that the phone user submitted
to the server. Both the winner and the losers receive rewards, and moreover reputation
of the winner is updated based on its historical data submissions. Experiments show
that the proposed mechanism entails a dynamic budget, optimal task allocation, and
high motivation for phone users to participate. However, the factors that have impact
on phone user participation, such as user preference and privacy protection, have not
been considered. To tackle this problem, the authors in [278] investigated the payment
scheme to provide acceptable rewards to the phone users. Accordingly, each seller is
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paid an amount of reward that is the highest asking price that the seller can submit to
win the auction while contributing to the profit of the server.

9.2.7

Area Coverage
Area coverage measures the area of sensing field that is covered, i.e., the collection of all
space points within the sensing field. Static sensors can be deployed. Then, the uncovered area will be healed by selecting appropriate mobile sensors via pricing models.
The authors in [279] have addressed the area coverage problem by using the sealedbid auction, where the sensing area is partly covered by static sensors, and mobile sensors cover the rest. Specifically, a static sensor, i.e., buyer, buys the service from a mobile
sensor, i.e., seller, which performs sensing tasks while moving in the uncovered area.
The static sensors detect their local coverage holes by using Voronoi diagrams [280].
As shown in Figure 9.9, every static sensor forms a Voronoi polygon with respect to the
position of its neighboring sensors. The uncovered area is the part of the polygon that
lies outside the sensing range, i.e., disk coverage zone centered at the sensor. Naturally, a
static sensor will choose the farthest vertex in its Voronoi polygon as the target location
of the approaching mobile sensor, e.g., the vertex A of the sensor S1’s Voronoi polygon
in Figure 9.9. This can prevent overlaps between the static sensor’s and the mobile
sensor’s coverage areas and thus ensure the largest achievable coverage. Following that
the static sensors calculate their bid prices based on the estimated sizes of the holes they
detect. The mobile sensors also calculate their own base prices based on the sizes of
coverage holes formed at their current positions measured by their movements. After
receiving the bid prices from the static sensors, each mobile sensor will move to cover
the hole if the highest bid price with a coverage hole size greater than their measured
size, i.e., base price. The accepted bid price will become the new base price of the mobile

Sensing
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vertex S8
S9

S7

S1

S2

A
S3

S6

Voronoi
polygon for
S1
S4
S5

Figure 9.9 Illustration of using Voronoi diagram to detect a coverage hole and decide the

hole size.
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sensor. The bidding protocol repeats until no static sensor can give a bid price higher
than the base price of any mobile sensor. Compared with the sensor random deployment
algorithm, i.e., all sensors are static, and VEC algorithm [280], i.e., all sensors are
mobile, the proposed algorithm can significantly reduce the number of sensors required
to reach a certain coverage requirement. For example, the total number of sensors can
be reduced by 30 percent when 10 percent of them are mobile. However, the approach
in [279] may not be energy efficient due to the mobile sensors’ iterative movements,
which are caused by the fact that the mobile sensors are not aware of the presence of the
largest hole beforehand.
Thus, a proxy-based bidding protocol proposed in [281] combines with the virtual
movement strategy to improve the performance in terms of energy efficiency. Instead of
moving physically in each round, the mobile sensors perform virtual movements, i.e.,
logical movements, to the logical locations. After several rounds of bidding, they determine and move to their final destinations. This approach reduces the overall movement
distance while increasing the message overheads between the sensors. To address this
disadvantage, the proxy-based bidding protocol allows each mobile sensor to consider a
static sensor as its proxy when the mobile sensor accepts the bid from this static sensor.
After that, the proxy sensor emulates the virtual movement for this mobile sensor and
bids for new destinations in the next round. The proxy may delegate its proxy role
to another static sensor with a higher bid in the next round. Therefore, the virtual
movement is actually performed by delegating the role of proxies among the stationary
sensors. Simulation results in [282] show that the proxy-based approach can save up
to 50 percent of moving distance and thus significantly reduce the energy consumption
while achieving the same coverage as that proposed in [279].

9.2.8

Target Coverage
Target coverage mainly deals with how to cover a set of discrete targets, e.g., some space
points, when their locations are known. It is realized by increasing the sensing range of
each sensor to cover interested targets under the critical energy constraint.
Assume that a sensing target is static. As shown in Figure 9.10, the target coverage problem aims to cover all targets by adjusting the sensing range of each sensor.
However, increasing the sensing ranges will increase the energy consumption and the
probability of incurring sensing overlap. Under the assumption that each sensor has its
utility based on its sensing range, the network utility maximization (NUM) framework
in [283] allowing maximizing the sensors’ aggregate utilities subject to the constraints
is suitable to address this problem. In [284], the NUM framework for determining the
sensing range of sensors was proposed to address target coverage in WSNs. Each utility
function in this approach is a logarithmically concave function of the sensing range.
Therefore, the NUM problem has a strictly concave objective function. In [284], the
problem was formulated with their interpretations as resource prices and overlapping
prices. In particular, the resource prices are the energy prices that sensors are willing to
pay. Simulation results indicated that when the number of sensors increases, the total
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objective function increases while the number of iterations needed for being convergent
does not change.

9.2.9

Target Tracking
Object tracking, including the core object classification and detection process, is also
an important part of WSNs in monitoring and surveillance applications. To efficiently
allocate target tracking task in WSN, the authors in [285] adopted a first-price sealedbid auction. Specifically, if a sensor finds a target within its vicinity while there
is no leader in the network, it will promote itself as a leader, i.e., an auctioneer/a
seller. After being the leader, it broadcasts a message to recruit sensors, i.e., buyers,
for performing the target tracking task. Once receiving the broadcast message, the
sensors evaluate the task and respond to the leader with bids. The leader evaluates
and ranks these bids to determine a subset of the responded sensors, i.e., the ones
with the highest bids, as the buyers. Then, the selected buyers perform the target
tracking task and send the target data to the seller. Compared with the traditional
task allocation protocols for target tracking, e.g., the case-based reasoning dynamic
coalition scheme [286], the proposed approach does not need the knowledge of
the neighbors in advance, which can save more storage and computing resources
of the sensors. Additionally, because less communication between the buyer and
the sellers is required, the energy can be consumed more efficiently. The simulation results in [286] showed that the energy consumption of the auction-based
scheme is less than that of the traditional task allocation protocols by more than
65 percent.
However, the proposed approach in [286] did not consider the target data quality.
Taking this attribute, the authors in [287] proposed an energy-efficient target tracking
algorithm with high accuracy, called auction-based adaptive sensor activation (AASA).
Firstly, a cluster head, i.e., an auctioneer/a seller, predicts the next location of the target via a linear prediction method and broadcasts a message to activate the sensors,
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i.e., buyers, in the predicted region. Once receiving this message, each buyer evaluates the task and responds to the auctioneer with a bid. The bid is a function of
the residual energy of the sensor and the distance between itself and the predicted
target location, both picked as interdependent variables. The buyers with the highest
bids will be selected by the seller for performing the target tracking task. The target data sent from the chosen buyers is used by the seller to estimate the location
of the target through an improved trilateration algorithm [288]. Compared with the
general tracking algorithm based on one cluster in which all the one-hop neighbor
nodes of this cluster head participate in tracking, the simulation results showed that
the AASA algorithm greatly decreases the energy consumption and increases the network lifetime while achieving high tracking quality. The same results were obtained
when the AASA algorithm is compared with the prediction-based clustering algorithm
in [289].
Moreover, the authors in [290] adopted a combinatorial auction to address a scenario
with multiple targets. Specifically, a sensor needs to perform multiple tracking tasks
in a battlefield under the resource constraint. Fortunately, some close targets can be
combined into a cluster, i.e., a bundle, and the sensor only needs to track the cluster
head, i.e., the midpoint of the cluster. Therefore, the multitarget tracking problem
has been transformed into optimizing the assignment of the targets among clusters
to achieve the highest tracking performance in terms of the resource efficiency. The
authors in [290] considered this problem as a combinatorial auction. Specifically,
a sensor management agent acts as a buyer who purchases the resources such as
sensing time, from the sensor, i.e., the seller, to accomplish the multitarget tracking
tasks. First, the targets in a battlefield are assigned into clusters, i.e., bundles, which
form a target set. Because there can be many target assignments, we may get several
available target sets. Then, the sensor management agent calculates a performanceprice (also known as benefit-cost) ratio for each target set. The price is the sum
of resource costs for completing the tasks, and the performance is the total value
of targets being destroyed. The target set that has the highest performance–price
ratio is considered as the winner of the auction. When the battlefield environment
changes, e.g., a new target arrives, the auction can be conducted again. However,
the computational complexity of the algorithm is high and requires much processing
time.

9.2.10

Barrier Coverage
Barrier coverage concerns finding a penetration path across a sensor field with the aim of
detecting any intruders that attempt to cross the field. The adjacent sensors are required
to overlap their sensing areas with each other to form a barrier to detect any intruders. Pricing mechanisms may address the key challenges of the barrier coverage, e.g.,
scalability and energy consumption. The authors in [291] used a first-price sealed-bid
auction scheme to map mobile sensors to the barrier of two-dimensional (2D) grid points
in underwater sensor networks. With bidding strategy, the auction allows determining
and assigning the mobile sensor closest to a grid point and thus minimizing energy
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Figure 9.11 Market based mechanism for (a) 2D coverage and (b) 3D coverage.

consumption for the movement of mobile sensors. As shown in Figure 9.11(a), mobile
sensors, which act as bidders, i.e., buyers, will bid on the particular grid point via a
central sensor, i.e., an auctioneer. Each bid includes a price that is inversely proportional
to the distance between the sensor and the grid point. The sensor with the highest price,
i.e., the shortest distance, is assigned to the grid point. Simulation results show that the
maximum movement that one sensor must travel to its assigned location is shorter than
that of a classical optimal solution, e.g., using the Hungarian method [292]. Moreover,
the authors in [293] considered using the first-price sealed-bid auction scheme to map
mobile sensors to the barrier of three-dimensional (3D) grid points, which is more
realistic in underwater sensor networks. As shown in Figure 9.11(a), after the chain of
sensors in the 2D barrier is formed, no moving intruders can cross the chain undetected.
However, in 3D spaces as shown in Figure 9.11(b), there may exist a hole where the
intruders can pass through.
Although the proposed approaches in [291, 293] result in reducing total energy consumption of the barrier construction for the whole network, the lifetime of the network
may still be very short. This is because the remaining energy of each sensor can also seriously affect the lifetime of whole network, which has not been considered in [291, 293].

9.2.11

Privacy Concerns
One of challenges in participatory sensing and crowdsensing networks is that the
deployment of these systems can reveal users’ private information, such as location and
identity. For example, the collected data may include the location information which
can reveal sensitive information, e.g., home addresses of users. Thus, to guarantee that
a user’s data is not associated with its identity and achieve the protection of the user’s
privacy, privacy-preserving mechanisms are applied [294].
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The users in [295] are required to submit their asking prices with obscure locations.
Only the winning users will reveal their true locations in their sensed data following
the asking process. In this case, even though the probability of revealing location information has been minimized, the buyer’s utility has been sacrificed. This is because the
buyer may overpay or underpay for the received data due to the incomplete knowledge
of users’ accurate locations and their actual utilities.
Another method to preserve the users’ privacy is to use the pseudonym to replace
a user’s real identity. In [296], a cryptographic method, i.e., time lapse cryptography
(TLC) [297], combined with the sealed-bid second-price reverse auction is adopted, in
which the asks are encrypted before being submitted. Moreover, to keep the confidentiality of the asks, the asks are signed by the users by employing the Nyberg-Rueppel
signature scheme [298] before being forwarded to a server, i.e., an auctioneer. The set
of users whose encrypted asking prices are lower than a payment threshold are selected
as winners to provide sensing data.

9.3

Privacy Management and Optimal Pricing in People-Centric Sensing
People-centric sensing is incorporated to collect data in mobile crowdsensing networks
as mentioned in Subsection 9.2.1 and provide a platform for people to share ideas,
surrounding events, and other sensing data. The collected data is needed in creating
and updating people-centric services offered to customers over the Internet, e.g., Waze2
for online traffic monitoring. However, as mentioned in Subsection 9.2.11, peoplecentric data comes with privacy threats, which impede crowdsensing participants from
providing their true data. Therefore, privacy-awareness pricing models are needed in
people-centric services to attain the maximum profit for service providers by jointly
optimizing the privacy level and subscription fee. Moreover, people-centric services can
be sold separately or together as a service bundle. The functionality of service bundle
is more complete compared with that of the individual service. Additionally, to attract
customers to buy the service bundle, the bundle is offered at a lower subscription fee
compared to the sum of subscription fees of the separately sold services.
To achieve optimal pricing and privacy management in people-centric services, three
challenges are addressed. First, the relationship between the privacy level and service
quality is investigated with data analytics by using real-world datasets. Then, to maximize the profit, a privacy-awareness pricing model is formulated to separately sell
privacy-aware people-centric services, where the data is collected from crowdsensing
participants and used to support people-centric services. The customers subscribe to
these services with subscription fees, i.e., prices. Finally, to incorporate service bundle
into such a privacy-awareness and pricing model, a profit allocation model for sharing the profit resulting from the service bundle among the individual bundled services
is introduced. The privacy-aware people-centric services, i.e., the individual bundled

2 www.waze.com.
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services, are virtually packaged as complements or substitutes, i.e., service bundles, by
a bundle scheme.

9.3.1

People-Centric Big Data: System Model
In this section, we first introduce the trade-off between the privacy level and service
quality in data analytics perspectives. Then, we discuss the system model of peoplecentric sensing and services in crowdsensing networks. Finally, we briefly present the
market strategy of bundling people-centric services.

Quality-Privacy Trade-off
There are several reasons for examining the privacy and optimal pricing of peoplecentric services. First, privacy is a common concern of people. Second, reservation
wages of crowdsensing participants are correlated with the utility of data and service
quality. The quality of data analytics is inversely proportional to privacy level [299].
Third, the customers infer both the service quality and subscription fee when deciding
whether to buy a people-centric service. The utility function of data u(·) in peoplecentric services should satisfy the following empirical assumptions:
•
•

•

u(·) is nonnegative. This is rational as the service quality cannot be negative.
u(·) is inversely proportional to the privacy level r ∈ [0,1] such that ∂u(·)
∂r < 0.
This empirical assumption is required as increasing the privacy level decreases
the quality of data analytics [299].
u(·) is convex and decreases at an increasing rate over the privacy level such that
∂ 2 u(·)
< 0. This assumption reflects the empirical change of service quality at
∂r 2
varying privacy levels.

Based on these empirical assumptions and to facilitate our optimization modeling, we
propose the following utility function:
u(r;α) = α1 − α2 exp (α 3 r) ,

(9.1)

where r is the privacy level, and α 1 , α2 , and α 3 are the curve-fitting parameters of the
utility function to real-world experiments, i.e., the ground truth. Big data platforms, e.g.,
Apache Mahout3 and MLlib [300], can be used for running the real-world experiments
,%
&-B
at scale. In particular, a set of B real-world experiments r (i),τ (i) i=1 are executed
at varying privacy levels r (i) , resulting in the real-world service quality of τ (i) , where
r (i+1) > r (i) ≥ 0. α 1 , α2 , and α3 are obtained by minimizing the residuals of a nonlinear
least squares fitting as follows:
minimize
α

B +
+2

+ (i)
+
+u(r ;α) − τ (i) + .

(9.2)

i=1

Optimization Problem 9.2 can be solved iteratively to find the best-fitting parameters
α [301]. We denote u(r;α) as u whenever it does not cause confusion. In Section 9.3.4,
3 http://mahout.apache.org/
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we show the validity of (9.1) in capturing the quality–privacy trade-off of people-centric
services trained on real-world datasets.
Figure 9.12 shows the key components of the optimal pricing and privacy management framework proposed in this chapter. These components are executed iteratively.
The framework is initiated by defining the data utility using the form expressed in (9.1).
Then, the profit maximization models are executed to obtain the optimal subscription
fee and privacy level. These profit maximization models are presented in Sections 9.3.2
and 9.3.3 for separate and bundling sales, respectively. For bundling, the profit allocation
models presented in Section 9.3.3 are performed. Then, the service provider decides
whether the service bundling is effective to attain the maximum profit.

People-Centric Services
Figure 9.13 shows the system model of people-centric sensing and services. People
share their crowdsensing data through a massive system of mobile devices and IoT
gadgets. In particular, the proliferation of sensors, e.g., cameras, microphones, and
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accelerometers, in mobile devices enables people to participate in cooperative sensing
of events and phenomena. Besides, people’s intelligence can be incorporated in the
sensing process, which helps in collecting complex and rich data. Other data regarding
people can also come from conventional sensor networks. The network connections
in people-centric sensing include various technologies such as cellular and Wi-Fi networks. In the following we describe the major entities in people-centric services under
consideration:
•

Crowdsensing participants are the source of the data. We consider a peoplecentric service with N crowdsensing participants where each participant i produces privacy-preserving data denoted as follows:
yi = xi + zi ,

•

•

i = 1, . . . ,N

(9.3)

where yi is the noisy data, xi is the true data, and zi is the added noise component.
We assume that the noise components {zi }N
i=1 are independent Gaussian random
components with zero mean and variance σz2 . We also denote% this data
& in vector
form as y ∈ RN , x ∈ RN , and z ∈ RN such that z ∼ N 0,σz2 IN where IN
is the identity matrix of size N . To attain high service quality, the participant
stochastically sends its true data x to the people-centric service with a probability
of P (true data). We define the privacy level r to be equal to the probability of
sending the noisy data y instead of the true data x such that P (true data) = 1 − r.
Our system model is general and can incorporate any privacy definition such
as k-anonymity [302], l-diversity [303], and differential privacy [304]. Each
participant, whether it is a member of the public or data warehouses, has a
reservation wage c, which is the lowest payment required to work as a data
collector.
A service provider buys people-centric data from the crowdsensing participants
and applies data analytics to build the people-centric service. This service is
hosted at one of the cloud computing platforms such as Microsoft Azure and
Amazon Web Services (AWS). To cover the operation cost, the service provider
charges a “subscription fee” ps to customers who access the people-centric service. Moreover, the service provider decides the “privacy level” r at which the
data should be collected by the crowdsensing participants. For gross profit maximization, the service provider jointly optimizes the subscription fee and privacy
level of its service.
Customers are the users of the people-centric service. Each customer has a reservation price θ, which is the maximum price at which that particular customer will
buy the people-centric service. A customer considers both the reservation price
θ, service quality u, and subscription fee ps when making its buying decision. In
particular, a customer buys the service if the inequality θ ≥ pus holds.

As summarized in Table 9.1, this people-centric sensing model overcomes the limitations of conventional sensing systems based on sensor networks only. However, peoplecentric sensing comes with the privacy challenge, which should be considered in optimal
pricing and profit maximization.
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Table 9.1 Comparison of people-centric sensing and conventional sensing
Aspect

People-centric sensing

Conventional sensing

Deployment

Mobile devices owned by
participants
Human in the loop
Move with people
Data privacy

Sensor nodes typically owned by
service providers
Machines only
Static or limited mobility
Energy conservation

People engagement
Mobility
Key challenge

Service 1

Service 3

Results

(a)

Service 1

Results
Service 2

Ensemble
methods, e.g., voting
(b)

Figure 9.14 Interrelated services as complements and substitutes: (a) complementary services
(complements) and (b) substitute services (substitutes).

Bundling Interrelated Services
People-centric services can be interrelated and sold as one service bundle.4 Figure 9.14
illustrates the interrelation among people-centric services from the perspectives of customers. Complementary services are associated and concurrently required to achieve the
objectives of customers. For example, both sentiment analysis [305] and activity tracking [306] are typically required to provide in-depth understanding of human-intense
mobile systems. On the other hand, substitute services have similar or comparable
functionalities that decrease the customer’s willingness in buying both services. If a
customer buys one of the substitute services, that customer will probably not buy its
paired service. For example, sentiment analysis using the data analytics models of deep
learning [307] and random forests [308] are substitutes. In some scenarios, the customers buy both substitute services to improve the performance of service quality, e.g.,
a mixture of models in ensemble learning [309].

9.3.2

Optimal Pricing in People-Centric Services
In this section, we first present the market model of selling people-centric service
separately. Then, we introduce the profit maximization model with privacy awareness.

4 Product bundling is an effective marketing strategy of selling products in one package, e.g., Microsoft

Office includes Microsoft Word, Excel, and PowerPoint.
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Finally, closed-form solutions of the subscription fee and privacy level are derived and
proved to be globally optimal.

Gross Profit Maximization
The system model under consideration in this section is shown in Figure 9.13. The
service provider collects data from crowdsensing participants at a privacy level r. The
data is essential to train and update a people-centric service offered to customers paying
a subscription fee ps . The gross profit F (·) of selling the people-centric service can be
defined mathematically as follows:

ps 
− N cP (true data) ,
(9.4)
F (r,ps ) = Mps P θ ≥
67
8
u 8 5
5
67
Total data cost
Subscription revenue

where M is the number of potential customers, ps is the service subscription fee, r is
the privacy level, c is the reservation wage of crowdsensing participants, and N is the
number of potential crowdsensing participants. The gross profit F (·) is the difference
between the subscription revenue and total data cost. The operational cost of the service,
such as the computing cost, is neglected. The first term of (9.4) defines the subscription
revenue
& from offering
% & the service at a subscription fee of ps and service quality
% resulting
u. P θ ≥ pus = 1 − θ pus is the probability for a customer to buy the service after
inferring both ps and u, which can be calculated from the complementary cumulative
distribution function. The total data cost is defined in the second term of (9.4) to be
proportional to the probability of sending the true data P (true data). This is rational
as the service quality and gross profit are negatively affected by increasing the privacy
level, and thus the service provider should also pay less for the noisy data. Assuming
that θ follows a uniform distribution over the interval [0,1], (9.4) can be written as
follows:
ps
F (r,ps ) = Mps 1 −
− N c (1 − r) .
(9.5)
α 1 − α2 exp (α 3 r)
The profit maximization problem can be formulated as follows:
maximize F (r,ps )
r,ps

subject to C1 : ps ≥ 0,

(9.6)

C2 : r ≥ 0.
The objective of (9.6) is to maximize the gross profit by jointly optimizing ps and r.
The constraints C1 and C2 are required to ensure nonnegative solutions of ps and r,
respectively. We next provide a closed-form solution (ps∗,r ∗ ) of this profit maximization
problem and prove its global optimality.

Optimal Subscription Fee and Privacy Level
We apply the Karush–Kuhn–Tucker (KKT) conditions, which are sufficient for primaldual optimality of concave functions [310]. Based on (9.6), we formulate the Lagrangian
dual function as follows:
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(9.7)

where λ1 ≥ 0 and λ2 ≥ 0 are the Lagrange multipliers (dual variables) associated with
the constraints C1 and C2 , respectively.
proposition 1

The maximization problem admits a unique solution, ps∗ and r ∗ , are
M α 1 α 3 − 4N c
,
2M α 3
1
4N c
r∗ =
log
α3
M α2 α3

ps∗ =

(9.8)
.

(9.9)

Proof To achieve this result, the first derivatives of (9.7) with respect to ps and r are
found as follows:
2Mps
∂L (·)
=M−
,
(9.10)
∂ps
α 1 − α2 exp (α 3 r)
∂L (·)
M α 2 α 3 ps2 exp (α 3 r)
.
(9.11)
= Nc −
∂r
(α 1 − α2 exp (α 3 r))2
The closed-form solutions in (9.8) and (9.9) with inactive inequality constraints can
then be deduced by setting both derivatives to zero and solving the resulting system of
equations.

Special Case: Fixed Privacy Level
We next discuss the special case when the service provider cannot control the privacy
level, e.g., r is fixed by a legislative court.5 In such a case, the profit of the service
provider can be defined as in (9.5) with r being fixed. For profit maximization, the
service provider responds by selecting the optimal subscription fee as deduced in the
following proposition.
proposition 2 When the privacy level r is fixed by an external entity, the optimal
subscription fee is found as follows:
ps∗ =

α1 − α2 exp (α 3 r)
,
2

(9.12)

which is globally optimal.
Proof The second derivative of F (r,ps ) given in (9.5) with respect to ps is defined as
follows:
2M
∂ 2 F (·)
=−
< 0,
(9.13)
α 1 − α2 exp (α 3 r)
∂ps2
which is always nonpositive as M > 0. Thus, F (r,ps ) is concave, and the solution in
(9.12) of the fixed privacy problem is globally optimal.

5 The European Commission (http://ec.europa.eu), for example, regularly revises a set of regulations to

protect the data privacy of citizens in the European Union.
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9.3.3

Interrelated People-Centric Services
People-centric services can be interrelated as complements and substitutes as shown in
Figure 9.14. The joint optimization of the subscription fee and privacy levels in a service
bundle is introduced in this section. First, we present the system model and define the
degree of contingency in service bundling. Second, we present the profit maximization
models and the closed-form solutions of selling service bundles as complements and
substitutes, respectively. The closed-form solutions are also shown to be globally optimal. Finally, we define the profit shares that should be allocated to each service within
the bundle.

Market Model and Degree of Contingency
We consider the marketing strategy of virtually bundling two services denoted as
service S1 and service S2 into a bundle denoted as service bundle Sb as shown in
Figure 9.15. We identify the degree of contingency between the two services as γ,
which indicates the customer interest in obtaining the two services S1 and S2 as a service
bundle Sb . We incorporate the definition of γ from microeconomics as follows [311]:
γ=

θb − (θ1 + θ2 )
,
θ1 + θ2

(9.14)

where θb , θ1 , and θ2 are the reservation prices of the service bundle Sb , the standalone
service S1 , and the standalone service S2 , respectively. The service bundle Sb can be
classified into two types as follows:
•

•

θb ≥ (θ1 + θ2 ) and hence γ ≥ 0: When θb is greater than or equal to the
summation of θ1 and θ2 , S1 and S2 are complementary services. For example,
the customers are willing to buy both services S1 and S2 , as each service has a
unique functionality.
θb < (θ1 + θ2 ) and hence γ < 0: When θb is less than the summation of θ1 and
θ2 , S1 and S2 are substitute services. For example, the customers are not willing to
buy both services S1 and S2 , as they are similar and comparable in functionality.

Service 1

Service 2
Bundling

Service
bundle

Subscription
Subscription
fee

Customer
Customers

Figure 9.15 System model of bundled people-centric services. © 2017 IEEE. Reprinted, with
permission, from Alsheikh et al. 2017.
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Figure 9.16 Customer demand on the service bundles of complements and substitutes. © 2017
IEEE. Reprinted, with permission, from Alsheikh et al. 2017.

The customer demand on buying Sb can be found as in Figure 9.16. uk is the service
quality of the k-th service in Sb . The shaded regions represent the probability of buying
Sb . pb is the subscription fee of Sb . Each point in the figure represents the reservation price pair (θ1,θ2 ) of the two services in the bundle. For both complementary
and substitute services, a customer will buy Sb if (θ1,θ2 ) lies above the decision line
(1+ γ)(θ1 u1 + θ2 u2 ) = pb . Moreover, the customers of substitute services will also buy
Sb when (θ1,θ2 ) lies on the right side of the line pu1b and above the line pu2b . We observe
that the customers are more willing to buy Sb containing complementary services than
substitute services.

Complementary People-Centric Services (γ ≥ 0)
S1 and S2 are complements when the reservation price of the service bundle Sb is greater
than the total reservation price of the standalone services θb ≥ (θ1 + θ2 ). The gross
profit of Sb containing complementary services can be defined as follows:
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%
&
Gc (r1,r2,pb ) = Mpb P (1 + γ)(θ1 u1 + θ2 u2 ) > pb − N (c1 (1 − r1 ) + c2 (1 − r2 )) ,
67
8
5
67
8 5
Total data cost of S1 and S2

Total subscription revenue

(9.15)
where M is the number of potential customers willing to buy the service bundle Sb . pb
is the subscription fee of Sb . r1 and r2 are the privacy levels of S1 and S2 , respectively.
N is the number of crowdsensing participants. c1 and c2 are the reservation wages of
the crowdsensing participants in S1 and S2 , respectively.
& u1 = α 1 − α2 exp (α 3 r1 ) is
%
is the service quality of S2 as
,
and
u
=
β
−
β
exp
β
r
the service quality of S
1
2
1
2
3
2
&
%
formulated in (9.1). P (1 + γ)(θ1 u1 + θ2 u2 ) > pb is the probability of buying Sb as
defined by the shaded area of complementary services in Figure 9.16. Assuming that θ1
and θ2 follow a uniform distribution, (9.15) can be rewritten as follows:
Gc (r1,r2,pb ) = Mpb 1 − %

0.5pb2
&2
1 + γ u1 u2

− N c1 (1 − r1 ) − N c2 (1 − r2 ) . (9.16)

The profit maximization problem for selling two complements in Sb is then expressed
as follows:
maximize Gc (r1,r2,pb )
r1,r2,pb

subject to C3 : pb ≥ 0,
C4 : r1 ≥ 0,

(9.17)

C5 : r2 ≥ 0,
where C3, C4, and C5 are the optimization constraints required to ensure nonnegative
solutions of pb , r1 , and r2 , respectively. Note that maximization problem (9.17) admits
the unique globally optimal solution.
We next present the optimal solutions to the profit maximization problem with fixed
privacy levels for S1 and S2 . When the privacy levels are enforced by an external legislation entity, we have the following proposition.
proposition 3 When the privacy levels r1 and r2 are fixed by an external entity, the
optimal subscription fee of the service bundle is expressed as follows:
%
&
&&
%
%
0.82 γ + 1 (α1 − α2 exp (α 3 r1 )) β1 − β2 exp β3 r2
∗
pb =
.
(9.18)
%
&&&0.5
%
%
(α1 − α2 exp (α 3 r1 )) β 1 − β2 exp β3 r2
Expression 9.18 is globally optimal.
Proof

The second derivative of Gc (r1,r2,pb ) defined in (9.16) with respect to pb is

∂ 2 Gc (·)
−3Mpb
=
&& %
&2 < 0,
%
%
2
∂pb
(α 1 − α2 exp (α 3 r1 )) β1 − β2 exp r2 β3 γ + 1

(9.19)

which is nonpositive. Thus, the profit maximization problem with a fixed privacy level
is strictly concave, and the solution in (9.18) is globally optimal.
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Substitute People-Centric Service (γ < 0)
As they have comparable functionality, substitute services are only required to obtain
better overall service quality, e.g., predictive performance. Services S1 and S2 are called
substitutes when the reservation price of the service bundle Sb is less than the total
reservation price of the separate sales θb < (θ1 + θ2 ). Bundling substitute services
yields the following gross profit:

Gc (r1,r2,pb ) = Mpb P
5

(1 +
 γ)(θ1 u1 + θ
 2 u2 ) > pb
∪ θ1 ≥

pb
u1

67

∪ θ2 ≥



pb
u2

8

Total subscription revenue

− N c1 (1 − r1 ) − N c2 (1 − r2 ) .
5
67
8

(9.20)

Total data cost of S1 and S2


 

 
P (1 + γ)(θ1 u1 + θ2 u2 ) > pb ∪ θ1 ≥ pu1b ∪ θ2 ≥ pu2b
is the probability for a
customer to buy Sb , which can be defined by the shaded area of substitute services in
Figure 9.16. Then, (9.20) can be rewritten as follows:
0.5p2 + γ2 pb2
Gs (r1,r2,pb ) = Mpb 1 − % b &2
−N c1 (1 − r1 )−N c2 (1 − r2 ) .
1 + γ u1 u2

(9.21)

The profit maximization problem of selling two substitute services in Sb is expressed as
follows:
maximize Gs (r1,r2,pb )
r1,r2,pb

subject to C6 : pb ≥ 0,

(9.22)

C7 : r1 ≥ 0,
C8 : r2 ≥ 0.

The objective is one of maximizing the gross profit of Sb under the constraints C6, C7,
and C8 for nonnegative solutions in pb∗ , r1∗ , and r2∗ , respectively.
proposition 4 The profit function Gs (r1,r2,pb ) defined in (9.21) for substitute
people-centric services is strictly concave. The closed-form solutions pb∗ , r1∗ , and r2∗ are
given in (9.24), (9.25), and (9.25), respectively, where
A3 = 3N α 3 c2 + 3N c1 β3 − 3N α 3 c2 − 3N c1 β3 +
+ 16α1 β1 M 2 α 23 γβ23

+ 8α 1 β1 M 2 α 23 β23

9

%

1
γ2

+1


2 2 2 2
&2 8α 1 β1 M α 3 γ β3

+ 27N 2 α 23 c22 γ2

+ 27N 2 α 23 c22
0.5
− 54N 2 α 3 c1 c2 γ2 β3 − 54N 2 α 3 c1 c2 β3 + 27N 2 c12 γ2 β23 + 27N 2 c12 β23 .
(9.23)
These closed-form solutions are globally optimal.
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Profit Sharing
A service bundle can be formed by two service providers forming a bundling coalition K. We next present a profit-sharing model to distribute the bundling profit among
the cooperative providers.
pb∗ =−

0.5A3
,
M α3 β3

(9.24)
%

&
2

&

%

13.5 c1 c2 N 2 γ2 + c1 c2 N
2.25 N c1 γ2 + N c1 A3
1
%
&−
%
& , (9.25)
log
α3
M 2 α 2 α 3 β1 β3 γ2 + 2γ + 1
M 2 α 2 α 23 β1 β3 γ2 + 2γ + 1
%
&
%
&
13.5N c2 N c1 γ2 + N c1
2.25N c2 γ2 + 1 (A3 )
1
∗
%
&−
%
& . (9.26)
r2 = log
β3
M 2 α 1 α 3 β2 β3 γ2 + 2γ + 1
M 2 α 1 α 3 β2 β23 γ2 + 2γ + 1

r1∗ =

Let ϕk indicate the profit share of the service provider Sk , where k ∈ K. The core
solution C is defined as follows [312]:
"
! 

'
ϕk = G∗K and
ϕk ≥ FS∗ ,S ⊆ K
(9.27)
C = ϕ'
k∈K

5

67

8

group rationality

k∈S

5

67

8

individual rationality

where G∗K is the bundling profit and FS∗ is the profit resulting from selling the services
separately.
The core solution C can contain an infinite number of possible share allocations, be
empty, or lead to unfair share allocations when considering the contributions of services
in Sb . We next present the Shapley value concept, which provides a fair and single
solution to the profit-sharing problem of Sb .
For% each &service Sk , where k ∈ K, forming the bundle Sb , the Shapley value solution
η = η1,η2 ensures fairness and assigns a payoff ηk defined as [312]:


ηk =

S ⊆K\{k}

|S| ! (|K| − |S| − 1) !
|K| !
67
8
5
probability of random ordering

%

&
G∗K − FS∗
5 67 8

.

(9.28)

marginal contribution

The first term defines the random order of joining the bundle. The second term defines
the marginal contribution of each service on increasing the bundling profit.

9.3.4

Experimental Results
In this section, we first present three people-centric services that are trained using realworld datasets. We also analyze the quality of the services when deep learning [307]
and random forests [308] are utilized as data analytics algorithms. We then introduce
numerical results of selling the services separately. Finally, we evaluate the bundling
models for selling complementary and substitute services, respectively.

People-Centric Services and Bundles
Using real-world datasets, we design the following people-centric services:
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Service S1 (sentiment analysis using deep learning): Using the Sentiment140
dataset [305], we develop a service to predict people’s sentiment from social
networking tweets. The sentiment can be either positive or negative. People post
tweets, which typically include personal information, and privacy awareness
is reasonably required. We use 629,145 tweet samples for model training and
419,431 tweet samples for model testing and quality calculation. We assume that
the reservation wage of each crowdsensing participant is 0.2.6
Service S2 (sentiment analysis using random forests): This service is similar
to service S1 earlier, except in using a random forest classifier instead of deep
learning.
Service S3 (activity tracking using random forests): This service enables the tracking of human activities using the accelerometer sensors of mobile devices. We use
the Actitracker dataset [306] containing a time series of 1,098,207 data points.
We divide the accelerometer time series into overlapping window frames resulting
in 23,072 training and 5,768 testing samples. The predicted activities are walking,
jogging, walking upstairs, walking downstairs, sitting, and standing. We set the
reservation wage of each crowdsensing participant as 0.1.

These people-centric services can be sold separately or interrelated in service bundles.
We consider the following bundling scenarios:
•

•

Bundle Sb1 (S1 and S3 ): Section 9.3.4 considers the economic strategy of virtually
packaging services S1 and S3 into one service bundle. Services S1 and S3 are
complementary as both services are typically required to provide in-depth understanding of mobile users. We assume that the degree of contingency is γ = 0.1,
which indicates the high customer willingness in acquiring both services at once.
Bundle Sb2 (S1 and S2 ): In Section 9.3.4, we analyze services S1 and S2 as
substitutes because they have comparable functionality, i.e., both services S1 and
S2 are used for sentiment analysis, but they differ in the data analytics algorithm.
To reflect the low customer willingness of buying comparable services, the degree
of contingency is set as γ = −0.1.

We set the number of crowdsensing participants to N = 100 and the number of customers to M = 1000.

The Quality-Privacy Trade-off
Figure 9.17 shows the quality-privacy models of S1 , S2 , and S3 , respectively. We note
three major results. First, the service quality decreases as the privacy level increases.
This is clear as increasing the privacy level results in higher data distortion. Second, it
can be also noted that the real data fits the quality function defined in (9.1). Third, the
service quality of S1 and S2 are different even though they use the same dataset. This is
due to the different data analytics algorithms used in S1 and S2 .
6 We use monetary units for all payment, cost, and profit analysis in the experimental results. Actual

currency, such as the United States dollar, can be applied without affecting the optimization models or
results.
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Figure 9.17 The prediction quality of the services S1 , S2 , and S3 (from left to right) under varying
privacy levels. © 2017 IEEE. Reprinted, with permission, from Alsheikh et al. 2017.

Standalone Sales
We use service S1 to evaluate the profit maximization model for selling people-centric
services as a standalone product. From Figure 9.17, the quality–privacy fitting parameters of S1 are α 1 = 0.822, α2 = 0.004, and α3 = 2.813.
•

Gross Profit Optimization: Figure 9.18 shows the gross profit F ∗ (r,ps ) of S1
defined in (9.5) under varied privacy level r and subscription fee ps . When the
subscription fee is high, the profit decreases as fewer customers will be willing to
pay the subscription fee. When the subscription fee is low, more customers will
buy S1 . However, the gross profit falls due to the low subscription fee. Likewise,
a high privacy level results in a low service quality, and fewer customers will be
accordingly interested in the service of poor quality. A low privacy level results
in a high service quality, but gross profit will decrease due to the high spending in
buying the true data from the crowdsensing participants. The optimal settings of
the subscription fee ps∗ = 0.406 and privacy level r ∗ = 0.62 can be found using
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the closed-form solutions in (9.8) and (9.9), respectively. Then using (9.5), the
maximum profit is calculated as F (r ∗,ps∗ ) = 195.5.
The Impact of Reservation Wage: In Figure 9.19(a), we consider the impact of
varying the reservation wage of the crowdsensing participants on the gross profit
F ∗ (·), privacy level r ∗ , subscription fee ps∗ , and total data cost. First, there is an
inverse correlation between the reservation wage and the gross profit. Specifically,
when the reservation wage is increased, the total data cost will increase up to
c = 0.15, and the profit will accordingly decrease. Increasing the reservation
wage beyond c = 0.15 yields a fall of the total data price, as a rational service
provider will intensively increase the privacy level as defined in (9.9). Second, we
note that the reservation wage and subscription fee are also inversely proportional.
In particular, the service provider reduces the subscription fee to attract more
customers due to the degradation in the service quality.
The Impact of Customer Base: Figure 9.19(b) shows the gross profit F ∗ (·), privacy
level r ∗ , subscription fee ps∗ , and total data cost under varied number of customers. When the number of customers increases, the gross profit and subscription fee increase as the benefit of the increased demand. Moreover, the service
provider decreases the privacy level to collect more true data, which increases the
service quality and total data cost.
Fixed Privacy Level: In some scenarios, the service provider does not control the
privacy level as discussed in Section 9.3.2, e.g., due to legislation rules. Instead,
the service provider only specifies the subscription fee as in (9.12) to gain the
maximum gross profit. In Figure 9.20, we analyze the gross profit F ∗ (·), subscription revenue, subscription fee ps∗ , and total data cost of S1 at varying privacy
level r. We note two important results. First, the subscription revenue, subscription fee, and total data cost are inversely correlated with the privacy level. This
is expected, as increasing the privacy level negatively affects the service quality,

•

•

•

F* (·)=195.5 at p*s =0.406 and r * =0.62
200

100

Gross profit

229

0

-100

-200

-300
1

1
0.8

Subscri

0.6

ption p

0.4

rice

0.5
0.2

0

0

Privacy

level

Figure 9.18 Gross profit of S1 under varying privacy level r and subscription fee ps . © 2017

IEEE. Reprinted, with permission, from Alsheikh et al. 2017.
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profit F ∗ (·), privacy level r ∗ , subscription fee ps∗ , and total data cost. © 2017 IEEE. Reprinted,
with permission, from Alsheikh et al. 2017.

and fewer customers will be interested in buying S1 . Besides, the total data cost
will decrease when the privacy level is high. Second, we note that the gross profit
increases up to r = 0.62, then it decreases due to the extreme loss of customers
at the high privacy levels r > 0.62.

Complementary People-Centric Services
We consider bundling S1 and S3 as complementary services into Sb1 . From Figure 9.17,
the fitting parameters of S1 are α 1 = 0.822, α2 = 0.004, and α 3 = 2.813. For S3 ,
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Figure 9.20 Gross profit F ∗ (·), subscription revenue, subscription fee ps∗ , and total data cost under
varying privacy level r. © 2017 IEEE. Reprinted, with permission, from Alsheikh et al. 2017.

the fitting parameters are β 1 = 0.867, β2 = 0.001, and β3 = 4.2. We first analyze the
bundling profit and the impacts of the different parameters on Sb1 . We then present the
payoff allocations among S1 and S3 based on the importance of each service on the sales
of Sb1 .
•

•

•

Gross Profit Optimization: The gross bundling profit Gc (r1,r2,pb ) defined in
(9.16) is presented in Figure 9.21. When the subscription fee pb and the privacy
levels r1 and r2 are either high or low, the gross profit goes down. Specifically,
fewer customers will buy overpriced or poor quality service bundles. Likewise,
Sb1 makes a low profit when the subscription fee and privacy level are low due
to the low revenue and high total data cost, respectively. The optimal settings
pb∗ = 0.754, r1∗ = 0.513, and r2∗ = 0.499 can be obtained using the closedform solutions. The optimal gross profit of Sb1 is Gc (r1∗,r2∗,pb∗ ) = 487.84, which
is greater than that of selling services S1 and S3 as standalone products with
F1 (r ∗,ps∗ ) = 195.5 and F3 (r ∗,ps∗ ) = 206.02, respectively. Thus, the rational
service providers will decide to build Sb1 and stop selling S1 and S3 as standalone
services.
Demand Boundaries: Figure 9.22 shows the demand boundary of Sb1 in the reservation price spaces. The customers buy Sb1 when the customer valuations lie
above the decision line (1+γ)(θ1 u1 +θ2 u2 ) = pb∗ , where u1 = 0.82, u2 = 0.859,
γ = 0.1, and pb∗ = 0.754. The customers do not buy Sb1 when their valuations
are below the decision line.
The Impact of Contingency Degree: In Figure 9.23(a), we analyze the gross profit
G∗c (·), privacy levels r1∗ and r2∗ , subscription fee pb∗ , and total data cost under varying degree of contingency γ. The total data cost of service bundle Sb1 includes
the data costs of S1 and S3 as expressed in (9.16). First, we note that the gross
bundling profit is proportional to the degree of contingency. This is clear as
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Figure 9.21 Gross profit Gc (r1,r2,pb ) by bundling S1 and S3 into the service bundle Sb1 under
varied privacy levels r1 and r2 and subscription fee pb . © 2017 IEEE. Reprinted, with
permission, from Alsheikh et al. 2017.

•

the high degree of contingency indicates strong interrelation between S1 and
S3 . Thus, the customers are more interested in buying both services together.
Second, the subscription fee of Sb1 is increased to meet any increase in the degree
of contingency. The resulting increase in the gross profit motivates the service
provider to enhance the overall service quality by decreasing the privacy levels r1∗
and r2∗ .
The Impact of Reservation Wage: We consider the impact of varying the reservation wage of service S1 on the optimal pricing and profits of service bundle Sb1 .
We note two important results from Figure 9.23(b). First, the bundling profit G∗c (·)
goes down when the reservation wage c1 increases. This is due to the increased
data cost of S1 as defined in (9.16). Second, in order to minimize the total data
cost, the privacy level r1∗ of S1 is increased. The privacy level r2∗ of S2 is also
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Figure 9.22 Demands on Sb1 containing both S1 and S3 . © 2017 IEEE. Reprinted, with
permission, from Alsheikh et al. 2017.

•

slightly increased but at a lower rate than r1∗ . These results can also be deduced
from the closed-form solutions of r1∗ and r2∗ .
Profit Sharing: The bundling profit can be divided between services S1 and S3 as
shown in Figure 9.24(a). The feasible payoffs guarantee that the summation of
payoffs does not exceed the bundling profit η1 + η3 ≤ Gc (r1∗,r2∗,pb∗ ) = 487.84.
The efficient payoffs assign the allocations such that the total payoff is equal to
the bundling profit η1 + η3 = Gc (r1∗,r2∗,pb∗ ) = 487.84. The core solution defined
in (9.27) ensures that the payoff allocations of either S1 or S3 cannot be improved
by leaving the bundle and selling services separately. Finally, the Shapley value
solution defined in (9.28) assigns fair payoff allocations based on the importance
of each service forming Sb1 .
We next study the impacts of varying the reservation wage c1 of S1 on the
profit shares from Sb1 . Figure 9.24(b) shows the profit resulting from offering S1
and S3 separately and jointly as Sb1 . The profit allocations in Sb1 are found using
the Shapley value solution defined in (9.28). Two important observations can be
made. First, the gross profit falls as c1 is increased. This has negative effects on the
profit of S3 in both the bundling and separate sales. The maximum-to-minimum
profit difference of S3 in the bundling and separate sales are 13.19 and 11.36,
respectively. Second, we observe that higher profit allocations can be obtained
from Sb1 for S1 and S3 compared to the separate sales. Thus, the providers of
services S1 and S3 have a monetary incentive in making the service bundle Sb1
regardless of the data cost. This result shows that the fairness of the Shapley value
solution is crucial for stable service bundling in people-centric services.

Substitute People-Centric Services
As substitute services, we next consider combining services S1 and S2 into the service
bundle Sb2 . As shown in Figure 9.17, the fitting parameters of S1 are α1 = 0.822,
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Figure 9.23 (a) Impacts of the degree of contingency γ on the gross profit G∗c (·), privacy levels r1∗
and r2∗ , subscription fee pb∗ , and total data cost. (b) Impacts of the reservation wage c1 on the
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α 2 = 0.004, and α3 = 2.813. For S2 , the fitting parameters are β 1 = 0.856, β2 = 0.013,
and β3 = 1.861.
•

Demand Boundaries: Figure 9.25 presents the demand on Sb2 consisting of
substitute services. There are three decision boundaries. First, the customers
buy the bundle if their valuations lie above and to the right of the decision line
(1 + γ)(θ1 u1 + θ2 u2 ) = pb∗ , where u1 = 0.811, u2 = 0.793, γ = −0.1, and
pb∗ = 0.58. Second, the customers buy Sb2 if their valuation θ1 of S1 is greater
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Figure 9.24 (a) Payoff allocation of the bundling profit from Sb1 among S1 and S3 . (b) Payoff
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•

•

than or equal to pu1b . Third, the customers buy Sb2 if their valuations θ2 of S2 are
greater than or equal to pu2b .
The Impact of Contingency Degree: Interrelated products are modeled as substitutes when γ < 0. Figure 9.26(a) shows that when the degree of contingency
is decreased, the gross profit G∗s (·), subscription fee pb∗ , and total data cost also
decrease. This correlation is expected as decreasing γ indicates high similarity
among S1 and S2 . Thus, the customer valuations of the resulting bundle decrease,
and the subscription fee moves to lower values accordingly.
Profit Sharing: Bundling substitute services is detrimental to the gross profit compared to the separate sales as shown in Figure 9.26(b). In particular, the customer
valuation of Sb2 containing similar and comparable services is reasonably low.
The bundling profit, therefore, falls below the total profits under the separate

236

Applications of Game Theory in the Internet of Things

sales of S1 and S2 Gs (r1∗,r2∗,pb∗ ) < F1 (r ∗,ps∗ ) + F2 (r ∗,ps∗ ). The rational service
providers will decide to sell S1 and S2 separately.

9.4

Tournament Model Based Optimized Incentive Mechanism for
Mobile Crowdsourcing
With the wide adoption of smart mobile devices, there is rapid development of locationbased services. One key feature of supporting a pleasant/excellent service is having
access to adequate and comprehensive data, which can be obtained by mobile crowdsourcing. The main challenge in crowdsourcing is how the service provider (principal)
can incentivize a large group of mobile users to participate. We investigate the problem of designing a crowdsourcing tournament to maximize the principal’s utility in
crowdsourcing, and provide continuous incentives for users by rewarding them based
on the rank achieved. First, we model the user’s utility of reward from achieving one of
the winning ranks in the tournament. Then, the utility maximization problem of the
principal is formulated, under the constraint that the user maximizes its own utility
by choosing the optimal effort in the crowdsourcing tournament. Finally, we present
numerical results to show the parameters’ impact on the tournament design and compare
the system performance under different proposed incentive mechanisms. We show that
by using the tournament, the principal successfully maximizes the utilities, and the users
obtain the continuous incentives to participate in the crowdsourcing activity.

Introduction
Owing to the wide adoption of embedded sensors in smartphones and the fast development of big data technologies, various location-based services have been introduced to
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bring convenience to every aspect of our daily lives [313]. There are mobile applications
available that can detect Wi-Fi hotpots and upload related information to cloud within
a certain distance of the user’s current location. Smartphone users help to collect the
Wi-Fi hotpot information, which includes the location, router name, etc. for the service
provider, which is referred to as principal hereafter [314–316].
One possible solution for such a data crunch is crowdsourcing, in which a large
group of users (with sensors embedded in smartphones) regularly collect and transmit
data required from the principal [317]. The users’ participation and cooperation are
essential in crowdsourcing [313], but when participating in such crowdsourcing, users
consume their resources such as battery and computing capacity [318]. This cost makes
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many users reluctant to participate, which is a major impediment to the development
of mobile crowdsourcing [48]. Therefore, incentive mechanism designs are in critical
need to motivate the users to participate. In the literature, it has already been noted that
there is an urgent need to alleviate the dilemma by introducing incentive mechanisms
for users [319, 320]. A clear motivation can potentially lead to higher commitment of
users and better quality of received data [321]. There are many types of incentives such
as monetary rewards, social approval, and self-esteem [322].
Meanwhile, [321–324] found that there are possibilities of “free-riding” and “falsereporting” in crowdsourcing if an inefficient incentive mechanism is adopted. “Freeriding” happens when rewards are paid before the task starts because users usually
have the incentive to take the reward while being reluctant to contribute efforts [313].
On the other hand, if the rewards are paid after the task is complete, the problem of
“false-reporting” arises because the principal has the incentive to lower the reward for
the users by lying about the outcome of the task [313]. Methodologies such as game
theory and auction theory have been applied to discourage and even penalize such
dishonest behaviors [325]. Additionally, [321, 324, 326, 327] take the user’s reputation
into consideration, which relies on the user’s past behavior, to design the incentive
mechanism. On the other hand, inspired by the effort-based reward from the labor
market, several works have been proposed to address this problem by providing users
with the reward that is consistent with their performance. Examples are the works in
[328–330], as well as one of our previous works [331].
The studies mentioned earlier capture the fundamental aspect of providing necessary and efficient incentives for users to participate in crowdsourcing. Yet, they mainly
assume that the principal employs only one user and rewards it on the basis of the
absolute performance. However, when rewarding users based on the absolute performance, the principal still has a strong incentive to cheat by claiming that users had
poor performances and deserved low rewards, so that the principal can pay less, as the
“false-reporting” problem [332]. Apparently, this will result in a decrease of all users’
utilities. Another example is that when there is a positive mean measurement error
at users’ performances, every user’s performance will result in an abnormal increase
at the principal’s observation [333]. Thus, users are rewarded more than they should
be, while the principal encounters a loss of utility because more rewards have to be
paid. In [334], the authors name this case that affects both sides as common shock,
which usually appears in economics studies to capture macroeconomic conditions such
as economic boost or depression [335, 336]. Common shock can be either positive or
negative to a user’s performance and reward. If both users and principal are aware
of this common shock, we can regard the trading between them as trading with full
information. However, in the general case, this common shock is unobservable to either
or both sides [337].
It has been proven in [334, 338] that an incentive mechanism based on the absolute
performance can easily be affected, while the tournament design can filter out this common shock problem and dominate the mechanism based on the absolute performance.
One salient advantage of rank-order tournament over absolute performance rewards is
that the ordinal ranking is easy to measure and hard to manipulate [339]. In a tourna-
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Figure 9.27 Crowdsourcing incentive mechanism by tournament.

ment, the principal has to offer the fixed amount of rewards no matter who wins [340].
The other advantages of tournaments include lower monitoring costs for the principal
because only the rank order of participating users needs to be monitored [341], and
nonmonetary utilities for the users derived from a high rank such as self-esteem [342].
We propose a multiuser design that rewards users’ performance in crowdsourcing
by a tournament reward structure. We incentivize users to participate in crowdsourcing
by providing them with fixed prizes based on their performance rank orders. A brief
illustration of crowdsourcing tournament rewarding mechanism is shown in Figure 9.27.
The principal first designs the optimal tournament prizes, which increase with the ranks.
After obtaining the data from the users, the principal will sort users’ performances in
an ascending list. Then, the users will receive rewards consistent with their ranks in the
tournament. Here, user 1 achieves the highest performance and will be rewarded the
highest reward 4, while user 2 performs worst with the smallest reward 1.
First, we consider a tournament-based incentive mechanism that rewards users
according to her their rank orders, which can overcome the common shock problem.
Second, we introduce the tournament model together with the contract model under full
information, which rewards users based on their absolute performance. The contract
model serves as an ideal comparison case, as well as used to derive the solution
of the tournament. Third, we give further analysis about how the key features in a
tournament design, the optimal effort exerted by users, the number of winners, and
the interrank spread, are affected by three major parameters including the number of
participating users, the variance of measurement error, and the risk tolerance degree of
users. Next, in the simulation part, we present numerical results to show the impact of
the parameter settings on the tournament design. Last, we introduce another well-known
tournament mechanism for comparison purposes and demonstrate the effectiveness of
tournament mechanisms in terms of improving the principal’s utility. The proposed
mechanisms allow the principal to successfully maximize the utilities and the users to
obtain continuous incentives of participating in the mobile crowdsourcing.
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9.4.2

System Model
We first propose the incentive mechanism by the tournament design. As we mentioned in
the introduction, the tournament can filter out the impact from common shock, which can
easily affect the incentive mechanism by the absolute performance. Thus, the contract
that rewards users based on their absolute performance under full information is a perfect
comparison for the tournament design. In the latter part of this section, we also provide
the incentive mechanism by the contract design when the common shock is observable.
We refer to the model in [343] and consider a mobile crowdsourcing network in
which one risk-neutral principal employs a fixed group of identical risk-averse users,
i = 1, . . . ,n, to collect data. The output data quality is a general link to the incentive
mechanism. The principal rewards users based on their relative performances, which can
be taken as the quality of the received data (e.g., quantity, correctness, and importance).

Common Shock Problem
When the users help to collect data for the principal, each one exerts a level of effort,
say ai for user i. Note that the user’s effort is hidden information because the principal
can only observe the performance level q of the users, i.e., the quality of the received
data. Therefore, the performance of user i, qi , depends stochastically on the user’s effort
level, ai . In particular,
qi = zi + ,

(9.29)

where  is a random variable representing the common shock that affects all of the users.
We can regard common shock as the uncertainty, such as a system error, that affects all
users equally, which is represented by . Here we assume  has zero mean and variance
σ2 . zi is a random variable whose distribution depends on ai . Due to the common shock,
such as the measurement error at the principal, the quality of received data qi cannot
reflect the user’s actual performance or effort exactly. Therefore, the performance of the
user, as available to the principal, is a noisy signal of its effort.

Tournament Model
In an n-user tournament, the users’ performances are sorted in an ascending order, and
the fixed prizes (W1,W2, . . . ,Wn ) are rewarded. We use the numbering conventional in
the study of order statistics: “first place” is the lowest performance. So, W1 is the prize
received by the user with the lowest performance, and Wn is rewarded to the user with
the highest rank.

Rank-Order Statistic
Let F (zi ;ai ) denote the cumulative distribution function (CDF) for zi , given ai . F (zi ;ai )
has an associated continuous probability density function (PDF) f (zi ;ai ), which is positive everywhere and continuously differentiable in ai . Because the users are identical
ex-ante, F does not depend on i. The value of zi is not known to the user until its
choice of ai is made. We assume that zi and  are independent because the term zi is
independently and identically distributed for every common value of ai . Thus, every
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user believes that its performance and that of every other user have the same mean if
they take the same effort.
Assume that the principal observes only the performance levels of the users,
q = (q1,q2, . . . ,qn ), but cannot directly observe the users’ effort levels. Under the
tournament, user i’s prize depends only on the rank order of qi in q, instead of the
performance level qi . That is, the rank order of the performances depends only on
zi and not on ε. Therefore, the existence of common shock does not affect the game
played by the users. Hence, we can analyze the game in terms of just zi . In an nuser tournament, user i wins prize Wj if and only if zi , is the j th-order statistic of
(z1, . . . ,zn ). The density function φj n (z;a) for the j th-order statistic in a sample of size
n drawn from the distribution F (z;a) is [334]
φj n (z;a) =

(n − 1)!
f (z;a)F j −1 (z;a)[1 − F (z;a)]n−j .
(n − j )! (j − 1)!

(9.30)

This density function denotes that user i’s performance outperforms j − 1 number of
users and falls behind n − j number of users.
Given that the other users exert the optimal effort, we can have the probability that the
user is in the j th place among all n users at the measured performance level q = z+ ε as

P (rank = j ) = φj n (z;a)dz,

(n − 1)!
=
f (z;a)F j −1 (z;a)[1 − F (z;a)]n−j dz. (9.31)
(n − j )! (j − 1)!

Utility of the Users
The realized performance of each user then is a stochastic function of its effort and the
value of the common shock. Here, we consider the user’s reward from the principal’s
prize in terms of utility, as well as the cost of exerting effort. The preferences of each
user i over the prize, Wi , and the exerted effort, ai , are represented by the utility function
Ut (Wi ,ai ) = u(Wi ) − γ(ai ),

Wi ≥ 0,

ai ≥ 0,

i = 1, . . . ,n,

(9.32)

where u is a strictly increasing and concave function of Wi , and γ is strictly increasing
and convex with ai . The user’s utility is the prize minus the effort exerted.
For convenience, the principal can also consider the user’s reward function in terms
of utility w = (w1,w2, . . . ,wn ) by defining wi = u(Wi ), ∀i. We have the user’s expected
utility as the expected value of rewards minus the cost,
Ut (w,a) =

n


wj P (rank = j ) − γ(a).

(9.33)

j =1

Given the density function φj n (z;a), the probability can be obtained by an integration
of the density function φj n (z;a). Thus, the user’s utility function can be rewritten as
Ut (w,a) =

n

j =1


wj

φj n (z;a)dz − γ(a).

(9.34)
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In the symmetric equilibrium all users spend the same amount of effort ā and expect
an equal probability 1/n of reaching any of the n ranks. Given the effort choice of ā, we
can derive the users’ expected utility from (9.34) as
1
wj − γ(ā).
n
n

Ut (w, ā) =

(9.35)

j =1

Utility of the Principal
The principal’s problem is to design a prize structure for n users. We assume that the
principal is constrained to offer a fixed minimum level of expected utility to each user, so
that we can judge the relative performance of tournaments by examining the expected
utility of the principal. The risk-neutral principal’s utility is the summation of all the
users’ performances minus the total prizes to the users:
 n

Vt (W,a) = E
(qi − Wi ) .
(9.36)
i=1

Given that the performance q follows a conditional distribution f (q − ε,a) and under
a common shock, the principal’s expected utility can be written as (with G(O,σ2 ) being
the distribution function of ):
 
n

qf (q − ε,a)dG(O,σ2 )dq −
Wj ,
(9.37)
Vt (w,a) =
j =1


=

zf (z,a)dz −

n


(9.38)

Wj ,

j =1

where (9.37) is result from our previous conclusion that z is independent from the
common shock , and thus we can simply replace q with z.

Contract Model
In the contract model, the principal rewards users based on the absolute performance.
We define the reward function R(q) as a linear and increasing function of q. Thus, the
utility user obtained from the reward is u(R(q)), and denoted henceforth as v(q) for
simplicity. As u is a strictly increasing and concave function, so is v. The contract that
the principal offered to a given user is (v,A), where A is the effort in the contract to
distinguish it from a in the tournament. In this full information case, we assume that
 = 0 with probability 1.

Utility of the User
Thus, the user i’s utility under contract is represented by
Uc (vi ,ai ) = v(qi ) − γ(ai ),

qi ≥ 0,

ai ≥ 0,

i = 1, . . . ,n.

(9.39)

The utility of a user is also the prize minus the cost. As we can see, v(qi ) is a piecewise
continuous utility, which is related to the quantity of qi instead of its rank. As noted

9.4 Tournament Model Based Optimized Incentive

243

Table 9.2 System model parameters
Parameter

Value

Effort
Performance
Common shock
Effort related variable
F (z;a)
f (z;a)
Ranking density function
Ranking probability
User utility by tournament
Principal utility by tournament
User utility by contract
Principal utility by contract
Reward in tournament
Cost function
Reward in contract
Utility of tournament reward
Utility of contract reward

a
q
ε ∼ (O,σ 2 )
z
CDF of z
PDF of z
φ
P (rank = j )
Ut
Vt
Uc
Vc
W
γ
R
w
v

earlier, F (z;a) denotes the conditional distribution function for z given a, and f (z;a) is
the continuous density function of F (z;a). As  = 0 with probability 1, we can rewrite
the user’s expected utility function as

Uc (v,a) = v(z)f (z;a)dz − γ(a),
(9.40)
which is positive everywhere and continuously differentiable in a.

Utility of the Principal
Followed by user’s expected utility function in contract, the principal’s expected utility
can be written as
 n

(qi − R(qi )) .
(9.41)
Vc (v,a) = E
i=1

Similarly, the expected utility of the principal from the contract (v,a) is

Vc (v,a) = {z − R(z)}f (z;a)dz.

(9.42)

The notations of all parameters used in this section are summarized in Table 9.2.

9.4.3

Problem Formulation
In this section, we formulate the principal’s utility maximization problems in both tournament and contract models. Afterwards, we solve the tournament design by deriving
from the optimal contract with full information.
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Optimization Problem of Tournament
Given the number of users n that participate in this crowdsourcing, the principal’s
problem is to design (w, ā) to maximize (9.37) subject to the two constraints that ā
is an optimal decision rule for the user given w and that the expected utility of the user
is at least ū, i.e.,

n

Wj ,
(9.43)
max zf (z; ā)dz −
(w, ā)

j =1

s.t.
(a) ā = arg max
a

n



wj

φj n (z;a)dz − γ(a),

j =1

1
wj − γ(ā) ≥ ū.
n
n

(b)

j =1

Remember that Wi is the reward paid by principal, while wi is the user’s evaluation
toward receiving reward Wi . Here, (a) is the incentive compatible (IC) constraint; it represents that given any reward structure, the problem facing each user is to choose a level
of effort that maximizes own utility, and (b) is the individual rationality (IR) constraint;
it provides the necessary incentive for users to participate. We must have the utility no
less than the reservation utility when a user is not taking any effort (a = 0). Here, we
define St (n) as the set of feasible n-user tournaments that satisfy the incentive compatible and individual rationality constraints. The set of feasible tournaments is always
nonempty because it always contains the “no incentive” tournament, [(ū, ū, . . . , ū),0] ∈
St (n), for all n. Notice that (b) has been taken into account in this optimization and is a
constraint for (a).
From the problem formulation, we see that the optimal tournament depends on the
number of users n, and the distribution function F , but not on the distribution function
of the common shock. In other words, the tournament approach is robust against the
lack of information or the lack of agreement about common shock.

Optimal Contract under Full Information
Similar to the problem formulation in the tournament model, in the contract model with
full information, the principal’s problem is to design (v,A) to maximize (9.42) subject
to the two constraints that A is an optimal decision rule for the user given v and that the
expected utility of the user is at least ū. With the user and principal’s utility functions in
the contract model, we can formulate the contract, which rewards users by their absolute
performance as

(9.44)
max {z − R(z)}f (z;A)dz,
(v,A)

s.t.


(a) A = arg max v(z)f (z;a)dz − γ(a),
a

(b)
v(z)f (z;A)dz − γ(A) ≥ ū.
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As in the tournament, (a) is the incentive compatible constraint, and (b) is the individual rationality constraint. The principal’s problem is to choose (v,A) to maximize its
expected utility subject to the two constraints that A is the optimal decision rule for the
user given prize v, and that the expected utility of the user is at least ū. Here, we define
Sc (G) as the set of feasible contracts that satisfy the incentive compatible and individual
rationality constraints.

Tournament Design
To obtain the tournament design, we can utilize the design of the optimal contract
with full information. Next, we show that with a feasible contract (v,A) given under
optimality condition, we can approximate it by constructing a sequence of contracts
{(vk ,Ak )}∞
k=1 , where vk is a step function with k steps, Ak is a constant function, and
vk → v in measure.
Given the definition of utility function, cost function, CDF F (z;a), and corresponding
PDF f (z;a), the first thing we need to do is to approximate the continuous utility function v(z) by a step function. Let Ik1, . . . ,Ikk be the intervals corresponding to quantized
values of the cumulative distribution F (z;A):
Ikj = {z|(j − 1)/k < F (z;A) ≤ j/k},

j = 1, . . . ,k,

k = 1,2,3, . . .

(9.45)

Then, define v̄k1, . . . , v̄kk as the expected utility of the user under (v,A) on each of these
intervals:

vkj =
v(z)f (z;A)dz, j = 1, . . . ,k; k = 1,2,3, . . . .
(9.46)
Ikj

Thus, with vkj , we can define the step function v̂k (z) by
v̂k (z) = v̄kj ,

z ∈ Ikj .

(9.47)

If k → ∞, we have v̂k (z) = v(z) in measure. Thus, we can replace v(z) with v̂k (z) in
(9.44) and solve the optimization problem by the following steps.
First, taking the values of v̂k (z) into the integral, the optimal effort Ak is obtained by

Ak = arg max v̂k (z)f (z;a)dz − γ(a), ∀k.
(9.48)
a

Second, substituting Ak into the density function f (z;a), we can calculate the error ek
encountered with the given contract (v,A). Here we must notice that the user’s utility
must be equal to the reservation utility ū in the optimal contract and tournament. Thus,
we have the error term ek as

ek = ū + γ(Ak ) − v̂k (z)f (z;Ak )dz, ∀k,
(9.49)
where ū is the user’s reservation utility under (v,A). Then, we correct the value of the
step function vk (z) by adding up the error term,
vk (z) = v̂k (z) + ek ,

∀z,k.

(9.50)
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By now, we have the step function approximated optimal contract with full information {(vk ,Ak )}∞
k=1 . Next, we can construct a sequence of tournaments (wni , ān ) that
approximate the contract (v,A) ∈ Sc (G) obtained from the previous steps, where wni is
a step function with n steps, and ān is a constant function.
The first thing we need to do is to approximate the continuous utility function v(z)
by a step function. We notice that the probability that a user achieves a specific rank
is equal to the probability that the user’s performance level falls into a corresponding
interval of the CDF. Thus, given a specific rank, we can find the effort value qni by the
inverse CDF of F (qni ;A) = i/(n + 1) [334]. Then, we can have the expected reward
utility ŵni with performance qni , by
ŵni =

1
v(qni ),
n

i = 1, . . . ,n.

(9.51)

Thus, we can replace the wj in (9.43) with this approximation ŵni . The optimal effort
under tournament can be solved by

n

ān = arg max
ŵni φin (z;A)dz − γ(A).
(9.52)
a

i=1

Again, we calculate the error term ēn in this tournament design and have
1
ŵni .
n
n

ēn = ū + γ(ān ) −

(9.53)

i=1

Finally, the utility in tournament is obtained by adding up the approximated ŵni and
error ēn :
wni = ŵni + ēn,

i = 1, . . . ,n.

(9.54)

By now, we have the tournament (wni , ān ) that is close to the optimal contract with full
information.
To summarize, we have made use of the user’s probability of achieving a certain
rank to derive the optimal effort through backward deduction. Then, by making use of
the optimal effort derived from the optimal contract, we have successfully used step
functions to derive the tournament design through approximation. In [334], it is proved
that each of these step-function contracts can be approximated arbitrarily close by a
tournament with a sufficiently large number of users. Hence, the principal’s expected
utility is approximately unchanged. Moreover, the tournament’s efficiency is unaffected
by changes in G (the distribution of ε and the user’s information about ε), so that the
same tournament’s utility remains arbitrarily close to the full information utility for any
G as well as if the users can observe ε directly.

9.4.4

Tournament Design Parameters and Properties
In this section, we provide further insight into the structure of an optimal tournament.
First, we provide the specific form of the conditional distribution, utility and cost functions we have defined in the system model to simplify our mathematical analysis. Then,
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we show that the three parameters, i.e., the number of participating users, the variance
of measurement errors, and the risk tolerance degree of users, can affect the three key
features in a tournament, i.e., the optimal effort exerted by users, the number of winners,
and the interrank spread.

Model Setup
We assume that the conditional distribution f (z;a) follows the logistic distribution. The
logistic distribution is a symmetric and bell-shaped distribution, like the frequently used
normal distribution. The PDF of a logistical distribution is
f (z;a) =

exp(− z−a
β )
2
β[1 + exp(− z−a
β )]

,

(9.55)

and the CDF is
F (z;a) =

1
,
1 + exp(− z−a
β )

(9.56)

where β is the coefficient related to the variance σ2 of logistic distribution, which is
π 2 β2 /3. As β is positively correlated with the variance σ2 , we use β to represent the
variance σ2 in the sequel.
In the system model, we have defined the evaluation function u as a concave function.
Thus, here, we set up the evaluation function u in the form of a power function as
u(W ) =

Wρ
,
ρ

(9.57)

where ρ is the power coefficient and 0 < ρ < 1. Here we further define the user’s risk
tolerance degree as
τ=−

W
u
=
,
u
1−ρ

(9.58)

u
1−ρ
=
.
u
W

(9.59)

and the user’s risk averse degree as
η=−

We see that, as ρ and τ are positively correlated with each other, and we use ρ to denote
risk tolerance hereafter. Under the same amount of reward, the larger the risk tolerance
degree τ/ρ, the smaller the risk averse degree η, the less conservative and sensitive is
user toward risk, and vice versa. When ρ approaches 1, the user is risk neutral.
In the system model, we have assumed that the reward function R is a linear function
of performance q. For simplicity, here we define the reward function as R(q) = q. Thus,
the utility function in the contract model becomes
v(q) = u[R(q)] = u(q) =

qρ
.
ρ

(9.60)
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Furthermore, we have defined the cost function in the system model as a convex
function. Thus, we set up the cost function γ in a quadratic form as
1 2
(9.61)
a .
2
We assume that the reservation utility, when the user does not participate in the crowdsourcing, is ū = 0.
γ(a) =

Analysis
In this section, we provide an analysis of three key features that determine the rewards
structure of a tournament, which includes the optimal effort, number of winners, and
interrank spread.

Optimal Effort
In the optimization problem (9.43), each user must choose a level of effort that maximizes its own utilities. We can solve the optimal effort by taking the first derivative of
the incentive compatible constraint, which is given by
n


wj

j =1

∂P (rank = j )
− γ (a) = 0.
∂a

(9.62)

For ease in notation, we define the partial derivative of the probability for the j th-order
with respect to effort a as ψ(j ). With the PDF and CDF of logistic distribution, we can
simplify the partial derivative to
ψ(j ) =

2j − n − 1
.
β[n(n + 1)]

(9.63)

Taking the partial derivative ψ(j ) with the definition of the cost function given in
(9.61) into (9.62), we can derive the optimal effort exerted by user as
a=

n

j =1

wj

2j − n − 1
.
β[n(n + 1)]

(9.64)

The optimal effort can be affected by the number of participating users n and is decreasing with the variance of the conditional distribution β. In addition, from the definition
of the utility function wj = u(Wj ), we see that the optimal effort increases with the risk
tolerance ρ.

Maximum Number of Winners
According to (9.62), where wj and γ (a) are all positive, we must have ψ(j ) > 0 in
order to have a positive prize. For the negative elements in ψ, we can set them up as 0
because it is meaningless to have a negative prize. From the inequality ψ(j ) > 0 we see
that in order to receive a prize, users must achieve a rank j > (n − 1)/2. As a result,
the maximum number of prize recipients will not be more than half of the participating
users. The prize recipients should be the users whose ranks are higher than (n + 1)/2,
while the users whose ranks are lower than (n + 1)/2, will only receive a zero reward.
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The maximum number of winners increases with the number of participating users n.
Similar to the optimal effort a, the maximum number of winners is also impacted by the
variance of the conditional distribution β, and the risk tolerance degree ρ.

Interrank Spread
The interrank spread is defined as the difference of rewards between the j th and j + 1th
winners:
dj = Wj +1 − Wj ,

(9.65)

where j = m + 1, . . . ,n. m is defined as the smallest integer that is larger than or equal
to (n + 1)/2.
Considering two ranks j and k, there is a condition that must be satisfied [344]:
u (Wj )(2j − n − 1) = u (Wk )(2k − n − 1).

(9.66)

To analyze the spread between two ranks, we can set k = j + 1. Then, we have the
following equality that must be met for two adjacent ranks,
u (Wj +1 )
2j − n − 1
=
.
u (Wj )
2j − n + 1

(9.67)

According to the prize utility function u, which is defined in (9.57), we can further
derive


Wj +1 ρ−1
2j − n − 1
=
,
(9.68)
Wj
2j − n + 1

 1
Wj +1
2j − n + 1 1−ρ
=
.
Wj
2j − n − 1

(9.69)

−n+1
Because 0 < ρ < 1 and 2j
2j −n−1 > 1, the ratio between Wj +1 and Wj is larger than
1 and grows exponentially as j increases, and thus the interrank spread dj , as well. In
other words, the higher the rank, the larger interrank spread between the adjacent prizes.
We also see that, the factors that impact the interrank spread also include the number of
participating users n, the variance of effort and performance correlations β, and the risk
tolerance degree of users ρ.

9.4.5

Simulation Results and Analysis
In this section, we provide numerical simulations to illustrate the results. First, we show
the tournament and contract obtained by the step function. Then, we show the three
parameters’ impact on the features in a tournament. Finally, we analyze the system performance by varying different parameters and conduct a comparison with other incentive
mechanisms.
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Figure 9.28 Approximation of optimal contract by tournament.

Prizes Structure
In Figure 9.28, we show the optimal contract and tournament with nineteen users participating in crowdsourcing following the steps in Section 9.4.3, with the x axis representing the rank of the users in an ascending order. As we can see, the prize obtained by
the tournament is close to the prize from the optimal contract with full information.
If we increase the number of users to infinity, the tournament can approximate the
optimal contract arbitrarily close. In addition, we see that only users with rank larger
or equal to fourteen received a positive reward, which is consistent with our conclusion
previously that no more than half of the users should be rewarded. Another observation
from Figure 9.28 is that, the higher the user rank, the larger is the spread, that is
Wj − Wj −1 < Wj +1 − Wj . This result is consistent with our conclusion in the previous
section and is due to the power function form of the evaluation function u. If we change
the evaluation function u to a log function, the spread will be the same for all ranks.
While if the evaluation function u follows the exponential form, the spread will become
smaller for higher ranks.

Parameters Effect on Tournament Design
In the previous sections, we have shown that the number of participating users, the
variance of effort and performance correlations, and the risk tolerance degree of users
are the factors that impact the tournament design. This part, we show how the optimal
effort, the number of winners and the interrank spread in a tournament vary when the
three parameters change.

The variance of number of users
In Figures 9.29–9.31, we fix the number of participating users as ten, and increase
the variance β of measurement error from 0.2 to 1. A larger variance β indicates a
weaker relation between effort levels and the observed performance and the expected
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Figure 9.29 The impact of the variance on tournament design (optimal effort).
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Figure 9.30 The impact of the variance on tournament design (number of winners).

rank achieved. In the simulation results, we see that the optimal effort decreases
in Figure 9.29, as well as the number of winners in Figure 9.30, but the interrank
spread is increasing in Figure 9.31. Because we only consider ten users in this
simulation, we cannot see a steep decrease in Figure 9.30. It is intuitive that users
do not want to waste their efforts if the strength of the performance–effort relation
is weak. But the decrease of number of winners and increase of interrank spread
is counterintuitive. The reason is that, with the increase of variance, the utility that
users obtain will increase, which will be corroborated by the simulation results in the
next subsection. As the users have higher participation incentives, the principal can
attract enough users without offering too many rewards. In order to achieve higher
utility, the principal should thus decrease the number of winners when the variance
is high.
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Figure 9.31 The impact of the variance on tournament design (interrank spread).
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Figure 9.32 The impact of the risk tolerance degree on tournament design (optimal effort).

Risk Tolerance Degree
In Figures 9.32–9.34, we fix the number of participating users and the variance of
measurement error, but increase the risk tolerance degree from 0.2 to 1. From the
definition of risk tolerance degree, we see that when ρ increases, users become less
conservative to risk and evaluate prizes more and thus are more willing to participate
in crowdsourcing. Thus, we see that the optimal effort increases in Figure 9.32. Also
due to the same reason, the principal can attract enough users without offering too many
rewards. Thus, we see a decrease in the number of winners in Figure 9.33. However,
the principal is able to induce more help by using larger prizes for top ranks and larger
interrank spread. So the interrank spread is increasing in Figure 9.34.

Comparison
In this part, we are going to analyze users’ and principal’s utilities by varying the three
factors impacting the design of the contest, including the number of users for whom
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Figure 9.33 The impact of the risk tolerance degree on tournament design (number of winners).
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Figure 9.34 The impact of the risk tolerance degree on tournament design (interrank spread).

the contest is conducted, the degree of performance uncertainty in the environment (i.e.,
the strength of the relation between effort and performance realized), and the user’s risk
tolerance degree toward the crowdsourcing activity. Furthermore, we are going to do
comparisons between different tournament designs.
In the tournament we have proposed, there are many winners, and the amount of
reward is based on the relative rank achieved, with larger amounts rewarded to higher
ranks. We refer to this tournament design as the Rank-Order Tournament (ROT). We
compare the results from the ROT with that from the optimal contract with full information and another special case of ROT: the Multiple-Winners (MW). In the MW tournament, several top winners share the reward equally, i.e., the interrank spread dj = 0.

Utility of Users
In Figures 9.35–9.37 we show the utility per user when varying different parameters.
First, we see that the user’s utility decreases with the number of users in Figure 9.35. The
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Figure 9.36 The utility per user as parameters vary (variance).

reason is that when the number of users n increases, the marginal change in probability
of achieving any rank decreases. Consequently, as the pool of users increases, the user
will be less likely to induce higher effort levels and less incentive to participate. Thus, we
see the user’s utility decreases with the increase of n. Second, we see from Figure 9.36
that a user’s utility is increasing as the variance increases. In Section 9.4.5 we have
mentioned that increasing of variance leads to a lower optimal effort, which occurs
regardless of the tournament design. Thus, as the expected utility of the tournament
keeps the same as rewards remain unchanged, the users encounter lower cost and receive
higher utility. Third, we see from Figure 9.37 that the user’s utility increases with the
risk tolerance degree τ. As we have explained in Section 9.4.5, when τ increases, users
become less conservative and will exert more effort. Thus, a user’s utility will result in
an increase.
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Figure 9.37 The utility per user as parameters vary (risk tolerance degree).
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Figure 9.38 The utility of the principal as parameters vary (number of users). © 2017 IEEE.
Reprinted, with permission, from Zhang et al. 2017.

Utility of Principal
In Figures 9.38–9.40 we show the three factors’ impacts on the utility of the principal.
First, we see that the principal’s utility increases with the number of users in Figure 9.38.
It is an intuitive result that with more users participating in the crowdsourcing, more
data are collected, which brings higher utility for the principal. This also proves the
importance of a larger number of users’ participation in crowdsourcing. Second, from
Figure 9.39 we see that the principal’s utility is decreasing as the variance increases.
As we have mentioned previously, users are reducing their effort in this scenario, and
less data is obtained from the user. But as the rewards offered by the principal remain
unchanged, the principal’s utility will certainly decrease. Last, from Figure 9.40 we see
that the principal’s utility also increases with the user’s risk tolerance degree τ. This
scenario is similar to the previous case, with more data obtained from the user, the
principal’s utility will certainly increase.
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Figure 9.40 The utility of the principal as parameters vary (risk tolerance degree). © 2017 IEEE.
Reprinted, with permission, from Zhang et al. 2017.

Comparisons
Overall, we see that the optimal contract serves as the upper bound of the principal’s
utility and the lower bound of the user’s utility for the other two tournament mechanisms
in most of the cases. This is intuitive because the optimal contract solves the optimal
contract based on the absolute performance. While in tournament, we only have a
limited number of users in the simulation. Thus, tournaments lose accuracy during the
approximation. The optimal contract provides the principal with maximum utility while
extracting as much utility from the users as possible.
From Figures 9.35 and 9.40, we also see that the MW outperforms ROT in many
cases. In addition, MW outperforms both the optimal contract and ROT when users are
risk neutral in Figures 9.37 and 9.40. The reasons for both results can be seen from the
conclusions drawn in [344]. First, when the number of participating users is small, MW
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is a better mechanism for the principal rather than ROT. As we only consider no more
than ten participating users due to the computation capacity of the computer. With such
a small group of users in our simulation, we see MW outperforms ROT in all simulation
results. In real cases, with larger number of users, the ROT will be a better mechanism
for the principal than the MW. Second, when users are risk neutral, it is optimal to give
the entire reward to the highest-ranked user rather than offering contract with positive
spread in ROT and optimal contract. In this special case of MW, the utility that the
principal obtained is higher than that from the ROT and optimal contract.

9.5

Summary
This chapter has focused on the application of economic approaches to resource management issues in the data collection of IoT. First, a general overview of IoT including
the definition, the architecture, the resources, and the services is provided. Challenges in
efficiently managing resources of IoT based on optimization-based approaches highlight
the necessity of incorporating the business model, in which data is the core component.
To address the data issues as well as ensuring the efficiency in resource management,
a comprehensive overview of the applications of the economic approaches in data collection has been presented. Accordingly, the chapter further provides evidence to the
fact that price and privacy management are involved for people-centric services in a
mobile crowdsensing network to achieve a private and profitable environment for data
collection. This model can be applied to address other issues in IoT. Finally, the chapter
has investigated the problem of providing incentives for users to participate in mobile
crowdsourcing by applying the rank-order tournament as the incentive mechanism. The
rank-order tournament is solved using step functions by approximating the absolute
performance-based optimal contract with full information.

10

Applications of Game Theory in
Network Virtualization

Wireless network virtualization has emerged as a promising technology to provide a
variety of services and applications for future wireless networks by enabling a more
effective exploitation of network resources. In a mobile virtual network (MVN), infrastructure provider (InP) and service provider (SP) must have a complementary relationship, as their revenues are mutually dependent. The trading of resources and services
between the InP and the SP is usually a long-term supply contract, and details of trades
are left to be specified in the future. Thus, the returns of the InP and the SP depend on
their bargaining positions, ex post, and investments, ex ante. As a result, the InP and the
SP may hesitate to undertake a specific investment because it may put them at a risk of
no return. In this chapter, problems of determining how the ownership of the resources
affect the InP’s and SP’s incentives to invest and how to choose the most efficient investments in an MVN are studied. First, a general system model is developed in multiple
InPs and SPs engaged in a complementary relationship to exchange multiple physical
and virtual resources. Subsequently, within this formulation, the optimal investments
are derived. Then, we provide a detailed analysis of a special case and shed light on the
problem of ownership and investment efficiency by answering the question of whether
the ownership of resources should be integrated or operated separately by the SP and
InP. Simulation results assess the parameters that affect the efficiency of investment
through simulations.

10.1

Complementary Investment of Infrastructure and Service Providers in
Wireless Network Virtualization
The rapid evolution of information and communication technologies and infrastructure
has been a key motivator for reducing the costs of wireless network deployment and
operation. The premise of creating “virtual” resources, such as infrastructure and spectrum resources, that can be shared led to the emergence of the notion of wireless network
virtualization [345]. One widely adopted mobile virtual network (MVN) framework
is the two-level business model shown in Figure 10.1. In this model, infrastructure
providers (InPs) deliver physical wireless network resources, such as towers, base stations, and radio spectrum. Meanwhile, service providers (SPs) act as mobile virtual
network operators (MVNOs), who operate, program, and lease the virtual resources
while also offering end-to-end service to end-users [346].
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Figure 10.1 Two-level framework of mobile virtual networks.

For both InPs and SPs, the main investments include capital expenditure (CapEx)
and operational expenditure (OpEx), which are used to implement the network infrastructure and support its operation [347]. CapEx is the prominent investment of an InP,
and it includes the cost of purchasing and installing equipment such as base stations,
backhaul aggregators, radio network controller, core network (CN), as well as the cost
of using licensed spectrum issued by the authorities [348]. An InP’s OpEx includes
energy charge, human resources that are employed in site and backhaul lease, operation, and maintenance. Similarly, an SP will incur CapEx and OpEx when executing
the virtualization process, initializing and maintaining the end-to-end services for end
users [349].
In real scenarios, the InPs and SPs usually sign a long-term supply contract on a base
price and subject to price adjustment according to the future market. Indeed, in an MVN,
the InP and the SP must work together in order to reap the benefits of their investments.
On the one hand, the InP provides the physical wireless network that enables the SP to
serve end-users. On the other hand, the SP pays the InP for providing the platform to
transmit its data. Such a relationship between InP and the SP will henceforth be referred
to as a complementary relationship.
The number of users attracted by SPs and the amount of mobile data traffic served by
InPs are the two main factors that drive the expansion of the MVN concept. However,
any upgrade and expansion of MVNs will require further investments. For example,
to increase the coverage and capacity of the physical wireless network, the InP must
acquire more bandwidth and more capable equipment, which increases both CapEx and
OpEx. If the SP plans to expand its market and attract more users, investment in human
capital may be needed as well to develop new online services.
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Due to the complementary relationship between SP and InP, their bargaining positions
and future returns depend not only on the market, but also on the investments they have
made ex ante. For example, seeing that there is a growing market of LTE, one InP plans
to spend vast sums in customizing its radio access network to fit the special needs of
an SP which is a telecom carrier. This customized investment will increase the InP’s
efficiency in trading with this specific SP. However, the radio access technologies in
wireless networks are different and often incompatible between operators. Thus, the InP
will reduce the opportunities that it can create with other SPs, ex post. In contrast, if
the InP anticipates such a weak negotiation position, it may refrain from making such
SP-specific investments, even if they are efficient. Similar decisions are hard to make
for the SP to initiate new online services for users.
Clearly, to achieve high efficiency of an MVN, the ex ante investments in SP and InP
are critical. To solve this network efficiency problem, we need to answer several questions such as: When the physical and virtual resources are owned by different parties,
how much should the InP and SP invest in the network expansion? If the ownerships of
the key resources in MVN can be integrated into one, what is the optimal investment policy? The main contribution of this chapter is to study the problem of how the ownerships
of resources affect the investment efficiency in an MVN and answer the questions raised.
The trading between InP and SP shows the property of a complementary relationship.
The developed model is generic enough to accommodate multiple SPs and InPs, as well
as multiple physical and virtual resources. Subsequently, for the special case in which
there are only a single SP and a single InP, we provide a detailed analysis in cases
where the physical and virtual resources are owned separately or integrated. Last, but
not least, we investigate the parameters that affect the efficiency of investment through
simulations.
The rest of this chapter is organized as follows. First, we will introduce the mobile
virtual network complementary investment model in Section 10.2. Then, problem formulation for the general case is described in Section 10.3, in which we place the emphasis on the analysis of the special case where the number of physical resources, virtual
resources, InPs, and SPs in the MVN are all equal to one. The performance evaluation
is conducted in Section 10.4. Finally, conclusions are drawn in Section 10.5.

10.2

System Model
Consider an MVN composed of a set of InPs represented by J and a set of SPs denoted
by K. The InPs own multiple physical resources such as the licensed spectrum, sites
(towers and antennas), base stations (macrocell, smallcell), access points, and CN elements (gateway, switchers, routers). The virtual resources owned by SPs include all the
virtual entities sliced by each element in the physical wireless network. This model is
aligned with the field of property ownership theory discussed in [350].
All InPs and SPs are assumed to be risk neutral and pool together as a set of I agents,
S = J ∪ K, where each agent is denoted by i = 1, . . . ,I . Any subset of agents is
denoted by S ⊆ S. Furthermore, the set of all physical and virtual resources that are
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available in the MVN is denoted by A with N resources (a1,a2, . . . ,aN ), with the subset
of resources A ⊆ A.
As previously discussed, we model the InPs and SPs in the MVN as being engaged
in a complementary relationship. The InPs’ and SPs’ investments include expenditures
in capital and human resources that are more or less specific to the resources in A, and
thus affect the InPs’ and SPs’ productivity and bargaining position in the future. An
agent can choose what type of investment to make (or type of service to provide). As a
simplification, we restrict our attention to the case in which the types of services offered
by the InPs and SPs are fixed; they choose only what level of service to provide. For
example, InPs invest to expand their network capacity and coverage, which can include
wider spectrum bandwidth and larger antenna gain.
For expanding an MVN, the investments of the InPs and SPs can be viewed as a
two-stage problem. In the first stage, each agent i makes ex ante investment xi on its
resources at a cost ψi (xi ). Then, in the second stage, the trade among a subset of InPs
and SPs S ⊆ S combined with the subset of resources A ⊆ A begins, and a revenue
V (S,A,x) is generated, where x = (x1,x2, . . . ,xI ) denotes the vector of all InPs’ and
SPs’ ex ante investments. Because each agent only chooses how much to invest, we
suppose that xi is a scalar in the range [0, x̄i ].

10.2.1

Cost and Revenue Functions
Cost
The InPs and the SPs will incur monetary costs when making such investments. For
different types of investments, the cost functions ψi (xi ) can differ. Here, we assume
that the cost function ψi is twice differentiable, and strictly increasing and strictly
convex with respect to the investment xi , i.e., ψi (xi ) ≥ 0 and ψi (xi ) = 0. If xi > 0,
then ψi (xi ) > 0 and ψi (xi ) > 0 for xi ∈ (0, x̄i ), with limxi →0 ψi (xi ) = 0 and
limxi →x̄i ψi (xi ) = ∞.

Revenue
Consider a coalition of InPs and SPs in a subset of S who control a subset of resources
A. The revenue V (S,A,x) obtained from the trading within this coalition is also twice
continuously differentiable, strictly increasing, and measured in monetary terms. But
V (S,A,x) is concave in xi instead of convex as the cost functions. There are two conditions on V (S,A,x)
∂V (S,A,x)
= 0,
∂xi
∂ 2 V (S,A,x)
≥ 0,
∂xi ∂xj

if i ∈ S,

(10.1)

∀j = i,

(10.2)

where (10.1) implies that the InP’s and SP’s marginal investment affects only the value
of coalitions of which it is a member, and (10.2) denotes the complementary relationship
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of the investment, that is, if an InP invests to upgrade its physical wireless network
capacity, the SPs can also benefit from that.

10.2.2

Shapley Value
In this general setup with I InPs and SPs in an MVN, the main difficulty is to negotiate
how the revenue of the trade gets determined, in other words, how the ex post revenue
V (S,A,x) is divided up among the InPs and SPs in the coalition. In [351], the proposed
solution is to assume that the outcome of multilateral negotiations is distributed according to the Shapley value.
When a coalition of InPs and SPs S decides to form an MVN, they agree to pool
all the physical and virtual resources owned by any of the members. Then the mapping
ω(S) from S to A denotes the subset of resources owned by the subset of agents S
[352]. As done in [353], we assumed that each resource can be controlled by at most
one of the coalitions of agents S, or its complement S \ S. In addition, we assume that
the resources controlled by some subset S ⊆ S must also be controlled by the whole
coalition S. Thus, we have the following properties for the mapping ω(S):
ω(S) ∩ ω(S \ S) = ∅,

(10.3)

ω(S ) ⊆ ω(S),

(10.4)

ω(∅) = ∅.

(10.5)

The Shapley value assigns a revenue to an agent i possibly involved in a transaction
with S agents who together own or control ω(S) resources. We give the formal definition
of Shapley value as follows:
definition 10.1 Given an ownership allocation ω(S), a vector of ex ante investments
x, and the associated ex post revenue for any given coalition of agents S, V (S,ω(S),x),
the Shapley value specifies the following expected ex post revenue for any agent i:

Bi (ω,x) =
p(S)[V (S,ω(S),x) − V (S \ i,ω(S \ i),x)],
(10.6)
S|i∈S

where
p(S) =

(s − 1)! (I − s)!
,
I!

(10.7)

and s = |S| is the number of agents in S.
To summarize, the Shapley value is an expected revenue, where the expectations are
taken over all possible subcoalitions S that agent i might join ex post. That is, each agent
looks at ex post coalition formation like a random process where any order in which
coalitions get formed is equally likely [339]. It is for this reason that the probability
distribution p(S) is as specified in (10.7). Given any ex post realization of a coalition,
S, the Shapley value assigns to each agent i in the coalition the difference in surplus
obtained with the entire group S and with the coalition excluding agent i. In other words,
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the Shapley value assigns to each agent i the expected contribution of that agent to the
overall ex post revenue obtained through multilateral trade between all agents.

10.2.3

Investment Surplus
Given the Shapley value as the expected revenue and the cost of InP’s and SP’s investments, we have the surplus of each agent’s investment:
Ri (S,ω(S),x) = Bi (ω,x) − ψi (xi ).

10.3

(10.8)

Problem Formulation
Given the InPs’ and SPs’ revenues and cost functions of investment in MVN expansion,
we are going to see in this section what the optimal investment levels are when they
are chosen noncooperatively by formulating the InPs’ and SPs’ surplus maximization
problem. We will first give the general results where there are multiple resources, as well
as multiple InPs and SPs. Next, we will discuss the representative case, where there is
one only one InP and SP, with only one physical resource and one virtual resource. For
this scenario, we will provide further analysis on how the ownerships of those resources
affect the investment incentives of the InP and the SP in a MVN.

10.3.1

General Case
Within one coalition S of multiple InPs and SPs, a member i chooses the investment xi
noncooperatively to maximize its respective expected surplus:
max Bi (ω,x) − ψi (xi ).
xi

(10.9)

The optimal investment xi∗ is characterized by the first-order conditions associated with
(10.9):

∂Bi (ω,x)
∂V (S,ω(S),x)
=
p(S)
,
(10.10)
∂xi
∂xi
S|i∈S

= ψi (xi ).
Different coalitions of InPs and SPs will result in different optimal investment levels
because different ownerships of the physical and virtual resources affect the incentives
of the InPs and SPs in investment. Next, we are going to see how the optimal investment
levels are affected when the physical resource and virtual resource are owned separately
or together by InP and SP.

10.3.2

Single Provider and Single Resource
Consider a two-level business model for MVNs in which we have only one service
provider operating on one virtual resource, and a single InP working on one physical
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resource. Thus, we have I = 2 and A = {a1,a2 }, and denote the InP as agent 1 and the
SP as agent 2. Each agent can make ex ante investments xi in a first stage, and the trade
between the InP and SP takes place in a second stage.
In general, we can have three different scenarios: nonintegration, InP integration,
and SP integration [353]. Nonintegration means the ownerships of the physical and
virtual resources are separated, physical resource is under the control of InP, and virtual
resource is controlled by SP. InP integration means that the InP is the owner of both
physical and virtual resources. SP can only operate and use the virtual resource under
with the permission of the InP. In contrast, the SP has the ownership of both physical
and virtual resources under the SP Integration, and InP has limited access to the physical
resource.
Based on this interpretation, we can set up the system model as follows:
Nonintegration: ω(1) = {a1 }, ω(2) = {a2 };
InP integration: ω(1) = ∅, ω(2) = {a1,a2 };
SP integration: ω(1) = {a1,a2 }, ω(2) = ∅.

10.3.3

Nonintegration
Due to the complementary relationship between InP and SP, it is intuitive to see that no
ex post revenue can be generated without combining the physical and virtual resources
together in an MVN. Then, under nonintegration the ex post revenue that is generated
by a single InP or SP is:
V ({1},a1,x) = V ({2},a2,x) = 0,

(10.11)

where x = (x1,x2 ).
If, however, both InP and SP form a coalition by trading access to their respective
resources, they generate a strictly positive revenue:
V ({1,2},{a1,a2 },x) = V (x) > 0,

(10.12)

where V (x) is the maximum revenue obtained by V (S,ω(S),x). Because there are only
two equally likely orderings of coalition formation, {1,2} and {2,1}, we have p({1,2}) =
p({2,1}) = 12 . Under nonintegration, the Shapley value then assigns an expected revenue
to the InP and SP as
1
B1 (N I |x) = B2 (N I |x) = V (x),
(10.13)
2
where N I stands for nonintegration.
Based on our assumptions that V (S,ω(S),x) is strictly increasing and concave in
x = (x1,x2 ), and the investment cost functions ψi (xi ) are strictly increasing and convex
in xi , the InP and SP choose their ex ante investments noncooperatively to maximize
their respective expected revenues:
1
max V (x) − ψi (xi ).
xi 2

(10.14)
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Due to the concavity of the objective function, these equilibrium investment levels
can be obtained from the first-order conditions of each party’s optimization problem:
1 ∂V (x1,x2 )
= ψi (xi ).
2
∂xi

(10.15)

Thus, under nonintegration, the equilibrium investment levels (x1N I ,x2N I ) are given by

10.3.4

1 V (x1N I ,x2N I )
= ψ1 (x1N I ),
2
∂x1

(10.16)

1 V (x1N I ,x2N I )
= ψ2 (x2N I ).
2
∂x2

(10.17)

Infrastructure Integration
Under InP integration, the InP owns both the physical and virtual resources in the MVN,
and the SP can only operate the virtual resource with the InP’s permission. Then, it is
possible for the InP to generate an ex post revenue on its own because the resources it
owns are sufficient to run as a complete MVN. But the SP cannot generate any revenue
on its own, as under nonintegration. So we still have (10.12), as well as
V ({2},∅,x) = 0.

(10.18)

When the InP operates both physical and virtual resources, the ex post revenue that can
be generated with only InP is as follows:
V ({1},a1,a2,x) =

1 (x1 ),

(10.19)

where 1 (x1 ) is InP’s revenue function obtained from V (S,ω(S),x). Due to the complementary relationship with service provider, it is plausible that the InP might be able
to make higher revenue by hiring the SP to operate the virtual resource. Thus, the
revenue InP obtains by itself is lower than the case when it cooperates with SP, i.e.,
1 (x1 ) < V (x).
The Shapley value under InP integration is then given by
B1 (I nP I |x) =

1
[V (x) −
2

B2 (I nP I |x) =

1 (x1 )] +

1
[V (x) −
2

1 (x1 ),

1 (x1 )].

(10.20)

(10.21)

Thus, under InP integration, the equilibrium investments (x1I nP I ,x2I nP I ) are given by
1 V (x1I nP I ,x2I nP I ) 1
+
2
∂x1
2

I nP I
)
1 (x1

= ψ1 (x1I nP I ),

1 V (x1I nP I ,x2I nP I )
= ψ2 (x2I nP I ).
2
∂x2

(10.22)

(10.23)
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10.3.5

Service Provider Integration
Indeed, the SP integration (SPI) is the mirror image of InP integration, so that the
Shapley value under SPI becomes
B1 (SP I |x) =
B2 (SP I |x) =

1
[V (x) −
2

1
[V (x) −
2

2 (x2 )],

2 (x2 )] +

2 (x2 ),

(10.24)
(10.25)

where 2 (x2 ) is the SP’s revenue function obtained from V (S,ω(S),x) and is also lower
than the case when it cooperates with InP. Thus, under SPI, the equilibrium investment
levels (x1SP I ,x2SP I ) are given by
1 V (x1SP I ,x2SP I )
= ψ1 (x1SP I ),
2
∂x1
1 V (x1SP I ,x2SP I ) 1
+
2
∂x2
2

10.3.6

SP I
)
2 (x2

= ψ2 (x2SP I ).

(10.26)

(10.27)

Summary
When the InP and SP are not integrated, any party can make the ex ante investments
according to the equilibrium obtained from the optimization problem. If the ownership
of both resources are integrated, for example, under InP integration where the InP is
the sole owner of both the physical and virtual resources, then its ex post negotiating
position with the SP is less affected by specific investments. The InP would, of course,
be inclined to make any ex ante specific investments that are efficient. But as the InP is
the sole owner of both resources, the SP is now the InP’s employee and thus would have
less incentive to invest than under nonintegration.
In summary, the ownership allocation affects the InP’s and SP’s incentives in specific
investments. If investments in customized infrastructures are most valuable, then it
makes sense for the InP to own physical resources and the SP’s business. If investments
in virtual resource operation and end-to-end service are most valuable, then it makes
sense for the service provider to own the virtual resource as well as the physical resource.
Finally, if both types of investment are important, it may be best to separate their
businesses.

10.4

Simulation Results and Analysis
In this section, we will provide numerical simulations to illustrate how the InP’s and
SP’s incentives to invest are affected by the ownership of resources. First, we will give
the specific form of the revenue and cost functions we have defined in the system model.
Then, we will show the InP’s and SP’s optimal investment levels and surpluses by
varying the cost coefficient and marginal return and undertake a comparison between
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InP and SP when resources are under different ownerships, i.e., nonintegration, InP
integration, and SPI.

10.4.1

Simulation Setup
In the system model, we have defined the revenue function V as a concave function.
Here, we choose a logarithmic function for the revenue V as follows:
V (x) = logn 1 +

N


xi .

(10.28)

i=1

The InP’s and SP’s solo revenue function under integration is
i (xi )

= logn (1 + xi ).

(10.29)

Clearly, i (xi ) < V (x) is satisfied. The partial derivative i (xi ) is the marginal return of
each investment. By varying the index n, we can change the marginal return of different
investments.
Furthermore, we have defined the cost function in the system model as a convex
function. Here, we set up the cost function ψi in a quadratic form as
ψi (xi ) =

1
ai x 2,
2 i

(10.30)

where ai is the cost coefficient of each investment. From the previous section, we
see that the SPI is the mirror image of the InP integration. In order to distinguish the
investments and surpluses of InP and SP, we assign a higher cost coefficient a1 to InP
than that of SP (a2 ).

10.4.2

Cost Coefficient
In Figures 10.2 and 10.3, we study the cost coefficient’s impact on the optimal
investment level and surplus, and do comparisons between InP and SP under different
ownership scenarios. From the simulation results we can see that, as the magnification
of the cost coefficient ai increases, the investment and surplus also decrease. The
reason for this phenomenon is that a larger cost coefficient ai means more cost when
making an investment. In such a case, both InP and SP are less likely to invest in
the MVN. With less investment, the network capacity will decrease, the InP’s and
SP’s surplus will certainly decrease. Furthermore, from Figure 10.2, we see that the
InP invests more in physical resources under InP integration, and the SP invests more
in virtual resources under SPI. In contrast, the physical resource receives the least
investment under SPI, and virtual resource receives the least investment under InP
integration.
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Figure 10.2 The impact of the cost coefficient (investment).
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Figure 10.3 The impact of the cost coefficient (surplus).

10.4.3

Marginal Return
In Figures 10.4 and 10.5, we study how the marginal return affects the InP and service
provider’s investments and surplus while fixing the cost coefficient. From Figure 10.4
we can see that as the index n increases, the investments increase under integration,
but decrease under nonintegration. The reason is that, when 0 < i (xi ) < ∂V (x)/∂xi ,
integration always induces higher incentives for the InP and SP than nonintegration.
From Figure 10.5, we can see that both InP and SP result in a decrease of surplus when
marginal return increases. This result is due to that when the marginal return i (xi )
is large, either form of integration will result in overinvestment. In the case of InP
integration and SPI, the over-investments result in negative surpluses for SP and InP,
respectively. Similar to the previous result, we see that the InP has less incentive to
invest under nonintegration or under SPI than when itself owns the integrated MVN.
The same is true for the SP.
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Figure 10.5 The impact of the marginal return (surplus).

10.5

Summary
In this chapter, we have studied the problem of how to efficiently make investments
to expand MVN capacity and coverage under the complementary relationship of InPs
and SPs. We have presented the general model and solution when there are multiple
physical and virtual resources in the MVN and the InPs and SPs that own and operate
them. We have also analyzed the problem of how the ownership of physical and virtual
resources affect the InP’s and SP’s incentives in investment, especially in the case when
they are owned separately or are integrated. Using simulations, we have shown that the
ownership and marginal return of resources affect InP’s and SP’s incentives to invest, as
well as surpluses.

11

Applications of Game Theory in
Cloud Networking

Cloud computing has been introduced as a new computing paradigm due to many
benefits including high computing power, low service cost, high scalability, accessibility, and availability. Cloud computing services can be offered in different forms, for
example, infrastructure-as-a-service (IaaS), platform-as-a-service (PaaS), and softwareas-a-service (SaaS). As such, many applications from different areas, such as education,
commerce, financial, health care services, logistics and transportation, and social networks have been developed and deployed to work on cloud computing. To support such
applications, cloud computing has to be designed to include a variety of resources such
as computing, storage, and networking. These resources can be provisioned to users
and providers in an on-demand basis, reducing total costs and improving flexibility and
efficiency. Cloud computing facility and resources can be owned by different stakeholders, each of which has its own objective. For example, a cloud service provider aims to
maximize its profit by increasing revenue from users while decreasing cost paid to a data
center. On the contrary, the data center owner wants to maximize its revenue to cover
operation costs. Therefore, game theory becomes a suitable and promising mathematical
tool to analyze and find an efficient equilibrium solution for such a multiobjective
situation in cloud computing.
In cloud networking, network infrastructure is designed and network resources are
allocated to support cloud computing services and applications. However, managing
and optimizing network and cloud resources jointly in cloud networking pose many
challenging issues. To address such issues effectively, an integrated view of existing
physical and virtual architecture and topology will be useful in which the characteristics
of cloud and network resources can be used effectively. For example, to support cloud
computing applications, both computing and network resources need to be provisioned,
e.g., virtual machines have to be placed and bandwidth needed to be reserved optimally. Additionally, cloud networking infrastructure needs to be flexible to resize or
scale depending on the resource supply and demand from users. Especially, resource
management for cloud networking has to be developed that guarantees high scalability,
efficiency, manageability, adaptability, and reliability. Traditional approaches that rely
on optimization has limitations as they focus on a single objective and treat all system components as a single entity. Alternatively, game theory has been commonly and
effectively applied in such a multiparty environment. Game theoretic models have been
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introduced that consider not only system performance such as throughput and delay, but
also economic factors such as profit, revenue, and cost [354].
In this chapter, Section 11.1 first introduces the basic concept of the cloud computing
and cloud networking. A general cloud network architecture is presented and is followed by the specific cloud systems, i.e., cloud data center networking, mobile cloud
networking, and edge computing. Then, Section 11.2 presents a survey on the game
theoretic and auction models developed and applied to solve issues in cloud networking.
Such issues include bandwidth reservation and allocation, request allocation, wireless
bandwidth allocation, resource management in edge computing, and bandwidth allocation in software-defined networking for cloud computing. Section 11.3 then presents
a cooperative game model for mobile cloud resource management in which the full
formulation, algorithms, and performance evaluation are included. Finally, Section 11.4
investigates how to provide efficient insurance in cloud computing market.

11.1

Cloud Networking
In cloud computing, computing facility and network infrastructure are inherently and
tightly integrated to achieve maximum performances for cloud computing services and
applications perceived by users. Accordingly, cloud networking is considered to be a
multiadministrative domain in that network and data center domains are integrated and
interact with each other through predefined standard interfaces [355, 356]. In particular, apart from computing resources that can be represented and packaged as virtual
machines, in cloud networking, the network resources can also be virtualized, for example, virtual machines, virtual routers, virtual firewalls, and virtual network management
functions. The network virtualization makes cloud networking different from classical
computer networks in which network resources can be provisioned flexibly and efficiently in a real-time fashion to meet elastic and time-varying users’ demands. This
capability gives network providers more option to offer networking services to their
customers.

11.1.1

Cloud Networking Architecture
Due to different requirements between static traditional computer networks and cloud
networking, a new architecture is required for the composition of cloud and network
resources to support services and applications in a highly dynamic environment.
Different architectures for cloud networking exist in which they share some common
characteristics of intra- and interdata center networking, also called cloud data center
networking, [355, 357–360]. In addition to wired networks, cloud networking extends its
coverage to a mobile environment in which the architecture for mobile cloud networking
or edge computing models have been proposed, e.g., [361–365].
A generic cloud networking architecture is shown in Figure 11.1 [354]. In the architecture, there are three major parts, namely, cloud data center networking, mobile cloud
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Figure 11.1 A general architecture of cloud networking. © 2017 IEEE. Reprinted, with
permission, from Luong et al. 2017.

networking, and edge computing. These parts can operate autonomously and independently, which means that they can belong to different parties, namely:
•

•

•

•
•
•

Cloud provider owns different cloud resources and provides a variety of services,
e.g., IaaS, PaaS, and SaaS. The cloud provider can own and manage a set of data
centers located at different geographical locations as well as a basic software and
data storage facility.
Network provider provides network connectivity among data centers of cloud
providers and between end users and the data centers. The network provider
owns network equipment, e.g., routers, gateways, network servers, firewall, and
network management software, as well as physical links. The network provider
can be Internet service providers (ISPs). Alternatively, for the mobile network,
the network providers can be mobile operators owning cellular base stations and
public Wi-Fi access points. In cloud networking, the network providers and cloud
providers cooperate to allocate cloud and network resources and services to end
users or cloud users.
Cloud tenants can be an application or cloud service provider, i.e., an organization
and business, that accesses cloud resources to host applications and services to
fulfill demand from end users.
Cloud users or end users consume cloud services and applications.
Cloud service broker acts as an intermediary between cloud users/end users and
cloud providers.
End users make requests for resource and service to be used for their applications.
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Cloud Data Center Networking
A data center is a set of networked servers or computing units. They can serve as
a resource pool to provide the remote data storage, processing, or distribution. What
follows gives general descriptions of the components and resources in both intra- and
interdata center networking.
•

Intradata center networking: Intradata center networking provides an interconnection among servers and other resources, e.g., storage devices, through
a high-speed networking system inside a data center. The networking system
is composed of, for example, physical/virtual switches, top-of-the-rack (ToR)
switches/gateways, core switches/routers, nonblocking switch, routers, and
gateways. The following concepts oftentimes come up in intra-data center
networking.
–

–

–

–

–

–

•

Virtual Machine (VM): VM is a software program or operating system that
is able to perform computational tasks such as running applications. A
VM is considered to be a virtual computing unit. Multiple VMs can run
on the same physical server or machine through virtualization technology.
In cloud networking, a VM can be migrated among servers within a data
center or between data centers owned by the same or different providers at
different locations.
Virtual switch or virtual router: A virtual switch or virtual router is generally a software-based Ethernet switch function running inside a server
or a networking device. The virtual switch can support Ethernet and/or
IP services and provide switching and routing context separation among
tenants/users sharing the same server. The virtual router can support routing
services and QoS functionality.
Network slicing: Network slicing allows compartmentalizing VMs of the
same application into the same or different virtual networks. The network
slicing can guarantee virtual resource isolation to achieve independent network performance.
ToR switch/gateway: A ToR switch/gateway supports Ethernet virtual
LAN (VLAN) services or simple IP routing for the data center. The ToR
switch/gateway aggregates Ethernet links and IP flows from servers. ToR
switches/gateways are connected to one or two core switches or gateways
in a data center.
Nonblocking switch: A switch is called nonblocking if it is able to connect all ports such that any routing request to any free output port can be
established successfully without interfering in other traffics.
Core switch/router: A core switch/router hosts multiple ToR switches/
gateways to support scale virtual LAN services or simple IP routing for the
data center.

Interdata center networking: Data centers can be interconnected using interdata
center networking. Some commonly referred devices and systems in the interdata
center networking are as follows.
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–

–

–
–

11.1.3

Data center gateway: A data center gateway provides connectivity among
multiple data centers and to Internet users. The data center gateway can
provide virtual routing and switching functionality.
IP/MPLS network: An Internet Protocol/Multi-Protocol Label Switching
(IP/MPLS) network is a packet-switched network with TCP/IP enhanced
with the Multiprotocol Label Switching (MPLS) standard.
Resource pool: A resource pool is a collective set of network resources in
data centers.
Federated cloud networking: Federated or federation cloud networking is
the cooperation among cloud network providers to establish the federated
cloud resources. For the federated cloud networking, a cloud provider can
“borrow” cloud network resources from other providers if its own network
resources are overwhelmed and insufficient to support its users. This can
be referred to as outsourcing. Also, a cloud network provider can lease its
resources to other providers if its network resources are free or underutilized. This is called leasing or insourcing.

Mobile Cloud Networking
Mobile cloud networking (MCN) is considered to be an extension of mobile cloud
computing with focus on networking functionality. In particular, mobile cloud networking integrates the cloud computing and network function virtualization technologies
to support mobile services [366]. The mobile cloud networking is able to provision
services involving mobile networks, remote servers, and storage in cloud as one ondemand service. The important features of the mobile cloud networking include [361]:
•

•

•

•

The mobile cloud networking improves the performance of mobile network functions, e.g., the baseband unit processing, mobility management, and QoS control, based on the highly efficient cloud computing infrastructure. Moreover, the
mobile cloud networking is able to adapt to the demand elasticity.
The mobile cloud networking provides an entirely new mobile cloud application platform. Thus, the platform can generate new revenue streams for Telco
by orchestrating infrastructure, resources, and services across different domains
including wireless connectivity, core networks, and data centers.
The mobile cloud networking can be based on the 3GPP LTE compliant architecture, which makes it compatible with existing and emerging mobile cellular
networks.
The mobile cloud networking introduces a new business actor, i.e., a mobile cloud
networking provider, in addition to typical stakeholders, e.g., the cloud computing
provider, application provider, and users.
A wide range of services is offered by the mobile cloud networking:

•

Typical cloud computing atomic services, e.g., the computing, storage, and networking, which facilitate the integration of resources to support diverse applications offered to mobile users.
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•

•

•

•

275

Support services, e.g., Monitoring as a Service (MaaS), which facilitate system
maintenance and optimization to prevent disruption and to achieve maximum
efficiency.
Virtualized network infrastructure services, e.g., Radio Access Network-as-aService (RANaaS) and Evolved Packet Core-as-a-Service (EPCaaS), which facilitate the adoption of 5G capabilities.
New virtualized applications and services, e.g., Content Delivery Networks-asa-Service (CDNaaS), which facilitate complex and growing mobile application
demand such as social networks and video streaming from users.
End-to-End (E2E) services, which facilitate other networking support functionalities such as QoS routing.

Here, RANaaS allows to partially migrate RAN functionalities, i.e., digital processing
functions, to a data center depending on the actual needs and network characteristics
[367]. This is the capability behind Cloud-RAN when all RAN functionalities are moved
to data centers, and only RF functions are performed at remote radio head (RRH) [368].
The RANaaS implementation has the following major capabilities [369]:
•
•
•

•
•
•

11.1.4

On-demand provisioning allows mobile network resources and services to be
provisioned instantly according to the immediate demand from mobile users.
Virtualization of RAN resources and functions aim to optimize mobile resource
usage, network management, and system scalability.
Resource pooling allows virtual operators to share dedicated resources and services, and thus opening more business opportunities and collaboration to enhance
network utilization.
Elasticity enables migrating and scaling network resources at the data centers or
controlling the number of active RRHs.
Service metering supports operators to provision and charge RAN operation services, e.g., the usage of RRHs, on a controllable basis.
Multitenancy ensures the security in the mobile network shared by multiple entities by enabling isolation mechanisms and charging of different users.

Edge Computing
Edge computing allows computing units, applications, data, and services to be decentralized and distributed by moving them from centralized facility, e.g., data centers, to the
edges of the network. The edge computing concept incorporates and provides a variety
of technologies including cloudlet, remote/micro/community clouds, nano data centers,
volunteer computing system, local cloud/fog computing, client-assisted cloud system,
sensor and crowdsensing networks, and distributed peer-to-peer (P2P) networks. The
major benefits of edge computing are as follows [370]:
•

Reducing the data traffic, cost, and latency significantly and substantially
improves QoS performance because cloud resources and services are located
close to users.
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•
•
•

Alleviating or removing the major bottleneck and the risk of a potential point of
failure because it does not rely on centralized computing units.
Enhancing security and reliability because data is encrypted as the data is moved
toward the network edge.
Providing high levels of scalability, reliability, and automation.

These benefits can be achieved as the edge computing is devised to have proximity,
low latency, dense geographical distribution, location awareness, and network context
information. Because the computing tasks are pushed toward network edges, they are in
the proximity of the users. Thus, the resource allocation can be optimized using network
and user context information to maximize resource utilization and QoS performance.
Certainly, because the computing tasks are performed close to the users, latency reduces
considerably. Finally, dense geographical distribution improves reliability as the data
traverse smaller number of hops and resource management can be done locally.

11.2

Game Theoretic/Auction Models for Cloud Networking
Figure 11.2 shows the different game and auction approaches used for resource management in cloud networking. In the following, a literature review of related work is
provided.

11.2.1

Bandwidth Reservation and Allocation of Cloud Networking
To support demand and QoS requirements from users, bandwidth reservation is designed
to guarantee availability of network resources. By making advance reservation, the cost
can be lower. Unlike, bandwidth reservation, bandwidth allocation is performed when
users make requests to use the network resources, and the bandwidth is allocated immediately to meet the current demand. Different game theoretic and auction models are
applied to determine the best bandwidth reservation and allocation policies. The typical
network setting of cloud networking is composed of cloud providers and cloud tenants.
Cloud resources, i.e., bandwidth, from cloud providers, i.e., sellers, can be offered
through a broker to cloud tenants, i.e., buyers. The cloud tenants rent bandwidth from the
cloud provider. In [371], VCG auction is used for the bandwidth reservation to achieve
both optimal social welfare and strategy-proofness. The strategy-proofness ensures that

Figure 11.2 Game theoretic/auction models for cloud networking.
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the cloud tenants will not lie about their gains from the bandwidth, as doing so does not
increase their utility. In this auction, the cloud tenants submit their bids, which contain
bandwidth demand and price per unit of bandwidth at the same time. The cloud provider
determines the winners of the bid through formulating an optimization problem as linear
programming to maximize the provider’s revenue. Alternatively, in [372], the authors
consider the bandwidth allocation for cloud tenants, and the Shapley value method is
adopted as the payment strategy instead of VGC auction. In this case, when the cloud
provider receives bids from cloud tenants, the provider solves an optimization problem
to maximize social welfare based on linear programming. The Shapley value is applied
to the average marginal charge by the provider to cloud tenants. The provider can decide
whether to reject some bids from the cloud tenants based on the bid prices and the
calculated Shapley value to ensure maximum social welfare. In this case, if the bid is
higher than or equal to the Shapley value, the bid will be accepted. The authors in [373]
consider both bandwidth reservation and allocation. A two-level model is introduced
to allocate bandwidth and maximize the provider’s revenue. The first level involves
the bandwidth reservation in which a premium price strategy is used to guarantee the
tenant’s bandwidth requirement. Then, if there is available bandwidth unreserved in the
first level, the second level allocates the bandwidth based on the sealed-bid uniform price
auction. The benefit of this auction is the fairness in which all tenants will be charged
the same price. The sealed-bid uniform price auction is solved by taking into account
the tenants’ requirements and bidding prices. Finally, the cloud provider determines the
market clearing price and performs the actual bandwidth allocation to the winners.
Bargaining game is used to solve the rate allocation problem for VMs in data centers [374]. The users having VMs to process their computing tasks act as buyers. The
bargaining game used is iterative involving the data centers, i.e., sellers. The utility function of the VM is convex, and hence the optimization problem is formulated to maximize
the profit, which is defined as the product of the utility functions of all the users. The
problem is solved using dual-based decomposition with the Lagrange multiplier method.
The Lagrange multiplier is determined to be the price that the users are willing to pay. It
is shown that the optimization can achieve a unique Nash bargaining solution of the rate
allocation. The Nash bargaining solution ensures Pareto optimality and achieves fairness
in resource allocation. In fact, the interaction among cloud providers and cloud tenants
is in two stages, and hence the Stackelberg game model is a natural choice to model this
interaction [375]. In the first stage of the game, from the tenants, bandwidth demands,
the cloud providers, i.e., leaders, cooperate with each other. The Nash bargaining game
is used to determine their pricing strategies in which the demand segmentation method
and the geometrical Nash bargaining solution are adopted to find the solution. Given the
price and the amount of bandwidth from the leaders, i.e., cloud providers, each rational
cloud tenant, i.e., a follower, optimizes its bandwidth reservation through the weighted
fair and max-min fair bandwidth reservation algorithms. The Stackelberg game is also
formulated for network slicing [376] and bandwidth allocation in [377]. The bandwidth
allocation is from the cloud provider, i.e., a leader, to virtual networks of the cloud
tenants, i.e., followers. In this case, cloud tenants are non-cooperative to compete for the
network resource, their strategies are to optimize bandwidth demand to maximize their
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utilities. The utility function is assumed to be concave, and the constrained optimization
problem is formulated and solved for the cloud tenants to obtain the Nash equilibrium.
The leader then optimizes the actual bandwidth allocation to maximize its profit. It is
proved that there exists a unique Stackelberg equilibrium.

11.2.2

Request Allocation in Cloud Networking
In cloud computing and networking, a cloud tenant/user request is the resource/
workload/data processing request. Thus, the major task of request allocation is to
assign each request to the closest data center. Game theoretic and auction models
have been used for request allocation to avoid overloading certain data centers, to
reduce performance degradation due to congestion, and to maximize revenue of cloud
providers.
A noncooperative game is used to determine request allocation among competitive
cloud providers [378]. The cloud resource market is composed of the cloud providers
as the sellers and cloud tenants/users as the buyers. The cloud providers decide
on the number of servers to be provided in each data center and the routing of
users’ requests to the servers. The objective of the cloud provider is to minimize
its operational costs, which includes deployment cost and operational cost. At the
same time, the cloud provider aims to satisfy the users’ SLA with the data center
capacity constraints. Assume that each cloud provider’s strategy is private from the
other providers. The set of optimal strategies yields a unique Nash equilibrium in
which no cloud provider can optimize its cost by unilaterally changing its allocation
strategy over time. The price of anarchy is used as a metric to measure the best-case
performance. Alternatively, the price of stability is used to quantify the worst-case loss
of the game. The authors extend the model in [378] by introducing a penalty function
in [379] to the cloud provider. In particular, the cloud provider must pay a penalty
cost to users when the cloud provider rejects the resource request. This penalty cost
accounts for the service dissatisfaction of users, resulting in loss in service provider’s
revenue.
Double auction is adopted in [380] to optimize bandwidth reservation in federated
cloud networking. The double auction model consists of multiple cloud providers, i.e.,
sellers, multiple cloud tenants/users, i.e., buyers, and an external auctioneer. The authors
presented a newly designed winner determination and optimal payment. In particular,
upon receiving asks from sellers and bids from buyers, the auctioneer sorts sellers in the
first list by the selling prices in a nondecreasing order. At the same time, the auctioneer
sorts buyers in the second list by their bids in a nonincreasing order. The water filling
algorithm is applied to match the sellers and buyers one by one following the orders
in the list of buyers and list of sellers, respectively. In the matching, the auctioneer
finds the largest indices k and l in the list of buyers and list of sellers that meet the
following constraints. First, the first k sellers in the list have sufficient bandwidth to
supply the demands of the first l buyers in the list. Second, the total charge to l selected
buyers is less than total payment to k chosen sellers. This constraint is to ensure the
budget balance of the auction. Specifically, the profit of the auctioneer is nonnegative.
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The winners are the first k chosen sellers and the first l selected buyers. The auctioneer
pays each winning seller by the selling price, which is determined from the next k + 1th
seller. Conversely, the auctioneer charges each winning buyer the bidding price of the
l + 1th buyer. As they are similar to the Vickrey auction, these payment and charging
mechanisms ensure the truthfulness of the auction.

11.2.3

Wireless Resource Allocation in Mobile Cloud Networking
In mobile cloud networking, the most important resource that needs to be carefully
managed is the wireless connection. The authors in [381] adopted auction for wireless
bandwidth allocation to mobile cloud users in which the bandwidth for both uplink
and downlink transmission should be reserved for a certain time period of applications.
Specifically, the combinatorial clock auction is applied. The auction model consists of
a mobile cloud network owner, i.e., a seller, (auctioneer), and mobile cloud users, i.e.,
buyers (bidders). The auctioneer has a set of spectrum bands, each of which has several
bandwidth channels. The channels are auctioned within a specified time period and location. The mobile cloud users submit their bids to the auctioneer. Each bid is composed of
channels in different bands, locations, time periods, and the corresponding willingnessto-pay price. The winner determination problem is formulated and solved to determine
the bids as winning or losing. The objective is to maximize the revenue, which is the sum
of the accepted bidding prices. The problem includes several constraints, i.e., spectrum
availability and duplex spacing between the uplink and downlink spectrum channels,
i.e., paired spectrum channels. This duplex space is needed to avoid the interference
between the uplink and downlink transmissions. The winner determination problem is
shown to be NP-hard, and the heuristic algorithm is used to obtain a feasible solution.
In [382], Dutch auction is used for bandwidth allocation in which a mobile cloud
provider, i.e., a seller, sells wireless resources to gateways, i.e., buyers. Each gateway
uses the wireless resources allocated to serve a certain number of subscribed mobile
users with QoS guarantee. The provider first sets a ceiling price per unit of bandwidth
and broadcasts the price to all gateways. Each gateway submits a bid to the service
provider. The bid includes the minimum required bandwidth to support the QoS, which
is the delay for its mobile users. The provider compares all the bids, i.e., demand, with
its maximum available bandwidth. If the available bandwidth is greater than or equal
to the total demand, the provider terminates the auction and allocates the bandwidth
proportionally to the demands of gateways. Otherwise, the service provider decreases
the price and broadcasts it again. The auction continues until the available bandwidth is
completely allocated to the gateways. Each gateway then pays the provider the price of
bandwidth. In this case, the gateway aims to maximize its utility, which is the difference
between the revenue that it receives from serving mobile users and the price that the
gateway pays to the provider for the allocated bandwidth. The gateways are noncooperative in submitting their bids, and hence a noncooperative game is formulated and
solved to obtain the Nash equilibrium.
Instead, the authors in [383] adopted English auction to avoid network congestion by
allowing overloaded gateways to share users with each other. The overloaded gateway
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is the seller, and it broadcasts the information about the location of users to be shared to
other neighboring gateways, which are the buyers. In this case, if there are some users
in the coverage of the neighboring gateways, this gateway sends an average QoS index
to the overloaded gateway. The QoS index is computed from the allocated bandwidth
and the service delays of the users. The overloaded gateway also estimates a QoS index
for the user from the gateway’s average QoS index together with the information
received from the provider. Such information includes the minimum delay threshold and
the service delay. The overloaded gateway accepts the buyer gateways as participants
in the auction if the difference between the estimated index and the neighbors’ average
index is smaller than a threshold. In the auction, first the overloaded gateway broadcasts
the minimum price for users to share. The overloaded gateway gradually increases the
price. The overloaded gateway then allocates the user to the neighboring gateway, which
accepts the price. The overloaded gateway then receives the payment from the winning
buyer gateways.

11.2.4

Resource Management in Edge Computing
In cloud computing, the computing, data storage, and network resources are grouped
in a centralized fashion. In particular, the resources are hosted within large data centers
owned by cloud service providers. However, this architecture has a few major limitations, including poor performance at peak usage, high operational costs, bandwidth bottlenecks, and service interruption due to system failures. Alternatively, edge computing
has been introduced to balance the centralized and remote resources with distributed and
local resources from edge devices. Figure 11.3 shows the structure of edge computing.
The edge devices can be small data centers, distributed servers, volunteered computers,
and users’ devices. The edge network can provide local connection, e.g., periphery
networks, the benefit of which is the low latency and quick response. However, this
new structure of edge computing introduces new challenges to resource management,
which needs to be distributed and is highly scalable. Game theoretic and auction models
have been developed to address different issues in edge computing.
In [384], double auction is adopted for cloudlets, i.e., small servers in edge computing, to cooperatively offer services to mobile users. It is the real-time group-buying
auction designed to maximize the profit of the group of cooperative cloudlets. The
group-buying auction is a type of double auction in which buyers get more discounts
from sellers if more buyers participate in the auction. First, one of the cloudlets starts
the auction with an initial auction price, supply quantity, and an auction period. Mobile
users with bidding prices greater than the price are selected as winners. This is the first
set of winners. Then, the unsuccessful bidders and new mobile users will be sorted in
a descending order of bidding prices. The cloudlet then finds the first bidder with the
bidding price not less than the auction price. Next, the potential bidders whose bidding
prices are higher than that of the first bidder become winners. When there are no more
winners, the auction ends, and all the winners buy the cloudlet services at the final
deal price.
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Figure 11.3 Edge computing.

The authors in [385] adopt the payment policy from Vickrey auction to ensure truthfulness. In the auction, the auctioneer sorts buyers, i.e., mobile users, in an ascending
order of bids and sellers, i.e., cloudlets, in a descending order of asks. The ask of
the median seller is selected as a threshold to determine the winning buyer and seller
candidates. For each winning seller candidate, the auctioneer selects a winning buyer
with the highest price and charges it a price of the second highest bid. The authors
then extended the model in [386] to consider the randomness and the uncertainty in the
auction to improve system efficiency. In particular, the auctioneer sorts sellers randomly
as a list. The auctioneer also defines the ask vector excluding the ask of that seller and
then calculates the median ask of this vector to determine a winning buyer for each
seller. The clearing price charging to the winning buyer and the price paid to the seller
are set to be the same, which is the maximum of the median ask and the second highest
bid of all buyers for the seller. In [387], the reverse Vickrey auction is used. The task
scheduler of a user is the buyer. It sends an ask, i.e., a query message, including the
information of expected resource demand, to resource nodes, e.g., cloudlets, which are
the sellers. The time-to-live threshold is used to determine a set of the resource nodes
to be the legitimate sellers for the buyer. The sellers reply with their identifiers, e.g.,
IP addresses, resource availability, and the resource prices. The buyer selects the sellers
with the lowest price, and the payment policy based on the Vickrey auction is adopted.
Typically, cloud and cloudlet resources can be jointly allocated to mobile users. In
particular, the cloud resources can be reserved or allocated in an on-demand basis while
the cloudlet resources can be assigned to the mobile users based on bid proportion
policy [388]. In particular, the users submit bids to the service provider. Each user
has its own bidding function. This function is used to compute the cost to purchase
a resource based on demand and requirement of the user, e.g., task complexity, priority,
QoS guarantee, available budget, and deadline. The users then optimize their bids competitively, and this is formulated as a noncooperative game. Three cases of the user’s
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payoff function are considered, i.e., to minimize latency given the constraint on the
budget, to minimize budget given the constraint on the deadline, and to jointly minimize
latency and budget. It is shown that there is the Nash equilibrium for the game. With a
similar setting, VCG auction is used in [389] for bandwidth allocation. The VCG auction
is applied to maximize the revenue of the provider and at the same time maximize social
welfare of users.

11.2.5

Resource Management in Distributed Cloud Computing
In the distributed cloud computing paradigm, users can contribute their computing and
other resources to the cloud, i.e., a resource pool. Similar to edge computing, the distributed cloud computing paradigm can substantially reduce traffic load while improving
service latency. In this paradigm, the online reverse auction is adopted in [390]. In this
auction, each user, i.e., a resource seller, submits an ask containing information about
the amount of resources, the time window when the resources are available, and money
remuneration. Upon receiving the asks, the cloud provider computes a completeness
ratio between the total resource from users and its resource demand. Based on the
completeness ratio, the service provider decides to use resources from its data centers
or acquire the resources from the users. In the latter, the provider pays the users plus the
marginal resource cost from the data centers. The optimization problem is formulated
for the provider to minimize the total cost, given the constraints ensuring the individual
rationality of users and the truthfulness of the mechanism. Instead of having a provider,
the authors in [391] consider P2P overlay networks of cloud users. The resource sharing
is modeled by double auction among the users. The double auction is established among
request users, i.e., buyers, for resources and provision users, i.e., sellers. First, the buyers
estimate the price of required resources and then submit bids to the auctioneer. The bid
includes resource specifications and the prices that the buyers estimate. The auctioneer
selects the buyer with the highest price as the winner and forwards the bids of winners to
all sellers in the network. The interested sellers contact the auctioneer to send their asks.
The seller with the lowest price is selected to provide resources to the buying winner.
Alternatively, the authors in [392] adopt reverse auction. The resource sellers submit
their asks to the buyers. The ask contains the information about available resources,
QoS, participation factor, and an incentive value. The participation factor is defined
based on the historical resource contribution of a seller. The buyer calculates its utility
for each received ask and selects the seller as a winner to achieve the highest utility.
The winner receives the credit equal to the incentive value. The credit can be used to
access the resources in the future. By using the credit, the real payment is not needed,
and hence it simplifies system implementation.
The distributed cloud computing can be organized based on social networks in
which users with social relationships share resources among each other. In [393], the
authors apply reverse Vickrey auction. The users with resource demand, i.e., buyers,
send requests to the auctioneer. The auctioneer contacts provision users, i.e., sellers,
to collect asks. The asking prices are determined, and a seller with the lowest asking
price is selected as the winner. The payment based on the reverse Vickrey auction
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mechanism is adopted. The multiattribute reverse Vickrey auction can be used with
multiple requirements from users. The multi-attribute auction allows buyers and sellers
to negotiate multiple attributes in addition to the price such as service quality and
service deadline. It is adopted for resource trading and request allocation in social
cloud networks [394]. First, the request user sends its task description including a set
of task attributes and the corresponding weights to a nearby auctioneer. The auctioneer
broadcasts the request in the publishing area containing friends’ community. Upon
receiving the task request, potential provision users that meet the minimum attribute
requirements submit their asks to the auctioneer. The auctioneer evaluates the utility
score of each ask based on the available attributes of the ask and the request user’s
weights. The provision user with the highest utility score will be selected as the winner.
The auctioneer then creates an SLA between the winner and the buyer including the
service price, the availability of resources, and the agreed attribute values. The winner
will receive the payment the price of which is determined to make the utility of the
transaction equal to the utility score of the second-highest ask.

11.2.6

Resource Management in Cloud-Based Video-on-Demand (VoD) Systems
Cloud-based Video on Demand (cloud-based VoD) recently became a popular service
such as an introduction of Internet Protocol TeleVision (IPTV). The cloud-based VoD
systems allow users/clients to select and watch video contents whenever they want,
instead of restricting to a predefined broadcast time [248]. Traditional VoD services,
which are based on client–server or P2P architectures suffer from high costs and low
bandwidth utilization, especially with the large and uneven demands from users. To
address these issues, VoD providers can use cloud services as cloud tenants from cloud
providers to deliver the cloud-based VoD systems. The cloud-based VoD system has
better flexibility to support a number of users. However, to meet the demand of each
VoD provider, the bandwidth allocation needs to be optimized as VoD services require
considerable network resources. Again, the VoD providers’ goal is to minimize the
bandwidth cost and maximize their profit while satisfying users’ demand.
The authors in [395] adopt the combinatorial auction to manage resource allocation
of the cloud-based VoD system. The auction is composed of a VoD provider and several
cloud providers. The VoD provider aims to assign groups of videos, with each of the
group determined by users’ demand and requirements, from its local servers to the cloud
providers. The VoD provider also estimates price for each group, which is generally a
decreasing function of user demands. In the auction, first the VoD provider sends the
requests to the cloud providers. Each cloud provider, i.e., a seller, determines the number
of groups and the number of videos in each group that it can serve. This decision is
based on the cloud provider’s available bandwidth and memory. Afterward, the cloud
providers reply to the VoD provider with their asks, including the information related
to the number of groups and videos along with the corresponding prices. The VoD
provider computes the difference between the price estimated by the VoD provider
and the price offered by the cloud provider. The VoD provider selects a cloud provider
with the largest difference as the winner to buy cloud services for its video groups. To
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guarantee the truthfulness of the auction, the payment policy from the Vickrey auction
is adopted. Instead of using auction, the authors in [396] adopt a free market approach.
The free market is composed of cloud tenants, i.e., VoD providers and a broker. The
VoD providers compete with each other for the cloud bandwidth by noncooperatively
submitting their pricing strategy to the broker. A noncooperative game is formulated to
model the competitive interaction among the VoD providers, i.e., players. The strategy
of the VoD provider is the price that maximizes its utility. The utility is a function of
service quality and is inversely proportional to the price that the VoD provider pays.
It is shown that VoD providers’ prices converge to a unique Nash equilibrium. This
equilibrium still holds even if multiple brokers exist.
The cloud-based VoD systems can capitalize on P2P networks. In this setting, peers,
i.e., users, can download video contents from both the cloud and other peers in the
P2P network. To improve the service performances, the VoD provider incentivizes the
peers to download videos from other peers instead of downloading them directly from
the cloud and to cache the video contents. Pricing models were introduced. In [397],
the Stackelberg game is formulated between the VoD provider and users. In the game,
the VoD provider as the leader of the game estimates the cloud bandwidth demand
from users. Some simple method such as exponentially weighted moving average can
be applied. The VoD provider computes the price given the demand to maximize its
utility. The price is broadcast to the users. Then, the users as the followers of the
game choose the bit rates to maximize their individual utilities. Here, the utility is
defined as a function of the satisfaction degree and the price that the user pays to
the VoD provider. The users submit the bit rates to the VoD provider. Based on the
submitted bit rate information, the VoD provider recomputes the price and broadcasts
it to the users. The users readjust the bit rates. The process repeats until convergence.
Instead, double auction is adopted amount users for resource sharing in a P2P fashion [398]. The global video market is divided into multiple submarkets each of which
is associated with one video segment. When a peer, i.e., a user needing a video segment, acts as a buyer, it broadcasts a bid to other peers. A seller, i.e., a user with the
video segment, compares its ask with the bid. If the ask is less than the bid, the seller
will propose the buyer to sell and buy the video segment at a transaction price. The
transaction price is computed to be an average of the ask and the bid. The auction
is proved to have individual rationality property, i.e., the expected utility of participants is nonnegative. As such, the market attracts and incentivizes video users to share
and exchange video segments with each other, which is more resource efficient than
downloading from the server. A similar setting is considered in [399] in which the
Stackelberg game is applied. Here, the cloud VoD provider is a buyer and a leader of
the game to rent network and storage resources from other peers, which are the sellers
and followers to distribute video contents. By using the backward induction method,
the peers decide on the resource contributions to the service to maximize their utilities,
which are defined as functions of income from the provider and the performance of their
applications, which depends on the available resources. Then, the cloud VoD provider
proposes the prices based on the resource contributions from the peers to maximize its
revenue.
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In [400], the bandwidth sharing between desktop users and mobile users are studied
within the framework of a Stackelberg game. The desktop users decide the amount of
bandwidth and the corresponding price to transfer videos to mobile users. Then, each
mobile user selects the specific desktop user to connect to. The desktop users are leaders,
and the mobile users are followers. Mobile users are boundedly rational in selecting a
desktop user, so the evolutionary game framework is applied. Initially, each mobile user
in a group randomly connects to a desktop user by sending a bid that is its bandwidth
requirement. The mobile users observe performance and compute their utility based
on the allocated bandwidth and the price offered by the desktop user. The mobile user
changes its selection to another desktop user if the average utility is greater than its own
utility. This selection and switching process is repeated until all mobile users in the same
group achieve equal average utility at the equilibrium. Given the result of the mobile
users’ evolution, desktop users compete with each other in a noncooperative game by
deciding the amounts of bandwidth and corresponding prices to maximize its utility. The
solution concept of the noncooperative game is the Nash equilibrium. The equilibrium
is obtained from finding a fixed point of the best response functions of all desktop users.
However, the bandwidth allocation in [400] is proportional to the bid in which mobile
users receive the same amount of bandwidth if the ratio of their bids to their minimum
bandwidth requirements is a constant. This is unfair as the mobile users may pay less
while they still receive the requested amount of bandwidth. Therefore, in [401], the
authors introduce a punishment mechanism to the mobile user deviating to pay less
for the bandwidth from the desktop user. An indicator, i.e., a punishment coefficient, is
computed to be the ratio of a mobile user’s bid and its minimum bandwidth requirement.
The mobile user is considered to have a cheating behavior decided based on the value of
the punishment coefficient. Then, the cheating mobile user will receive less bandwidth
as a punishment. It is shown that the punishment can achieve a cheat-proof strategy. In
particular, each mobile user must honestly bid the amount of bandwidth that is equal to
its minimum bandwidth requirement.

11.2.7

Bandwidth Allocation in Software Defined Wireless Networking
Distributed data centers in cloud data centers face the challenge of global resource
management. Recently, software defined networks (SDNs) have been introduced to
provide separation between data plane and control plane, giving better flexibility and
more efficiency of network management and operation. SDN can provide a real-time
centralized control based on both real-time network status and user-defined policies.
The SDN has been adopted in wireless networks to form the Software Defined Wireless
Network (SDWN). When SDWN is integrated with cloud computing facility, it becomes
cloud-based SDWN, which is designed to cope with complex network management.
In the cloud-based SDWN, the SDN controller acts as a “brain” of the network. It
monitors and allocates resources from data centers to users via wireless networks, i.e.,
cellular connection. The centralized resource management can be developed to optimize
benefits of cloud providers and users. In [402], the authors study the resource-sharing
problem among cloud providers to support their users. The providers aim to meet QoS
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requirements of the users and maximize total utility. As such, the framework of the
Nash bargaining game is applied. The providers cooperate with each other to form
a resource pool, and the users bid for the resources in the resource pool with a unit
price. The provider gains utility from leasing resources and the price while the utility
of each user is the difference of its utility after and before renting resources from the
providers. In [403], the authors consider quality of experience (QoE) and formulate a
Stackelberg game between cloud provider and users, which are the leader and followers, respectively. The users request services, and the provider allocates computing and
network resources to the users proportionally to the amount of traffic that the user also
shares with other neighboring users. This sharing allows many users to access the cloud
resources more efficiently, e.g., through multihop networking. The payoff of the user is
the difference between utility of the allocated resource and the price paid to the provider.
The provider then determines the pricing and the resource allocation solution based on
the users’ requests.

11.3

Cooperative Game for Mobile Cloud Resource Management
As mentioned in Section 11.1, mobile cloud computing is part of the cloud networking
architecture, which is introduced to improve the quality of mobile services. In the following, application of cooperative game theory in resource management of mobile cloud
computing applications is presented. In particular, the resources considered include
radio and computing resources. In this environment, the mobile cloud service providers
can choose to cooperate, i.e., form a coalition, to create a resource pool. The resource
pool contains radio and computing resources from cooperative providers in which the
resources are shared among each other. Therefore, the resource utilization of the cooperative providers increases as well as the revenue. To maximize the benefit of the mobile
cloud service providers, a framework for resource allocation to the mobile applications,
and revenue management and cooperation formation among service providers is presented. For resource allocation, optimization models are formulated and solved to obtain
the optimal number of application instances that can be supported. The objective is to
maximize the revenue of the service providers while meeting the resource requirements
of the mobile applications. For the revenue management, the shares of revenue generated from the resource pool among the cooperative mobile cloud service providers
in a coalition is determined. As such, the concepts of core and Shapley value from
cooperative game theory are applied as the solution. Based on the revenue shares, the
mobile cloud service providers can decide whether to cooperate, form a coalition, or
share the resources in the resource pool or not. Also, the provider can optimize the
decision on the amount of resources to contribute to the resource pool.

11.3.1

Cooperative Game Framework
Figure 11.4 shows the components in the framework as well as their interactions.
•

Three optimization models are formulated and solved to obtain the optimal
decisions on allocation of resources. They are radio resource of base stations
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n-m

Figure 11.4 Components of the decision-making framework for mobile cloud service providers.

and computing resources of servers in data centers from the resource pool to
the mobile applications. Different optimization models are applied to different
situations. The models have the same objective, i.e., maximizing the revenue,
subject to a set of constraints, i.e., meeting users’ demand.
–

–

–

•

Linear programming (LP) formulation: This is a basic optimization model
for the cooperative mobile cloud service providers. This model is applicable when all the resource allocation parameters are deterministic. In particular, provided with exact values of the system parameters, the model will
make a decision on whether to support application instances from users
or not. Alternatively, the linear programming model can solve an expected
optimization problem in which the model knows only the average values
of the random parameters.
Stochastic programming (SP) formulation: This model is for the cases
when the system parameters are random. The stochastic programming
model requires the probability distributions of the random parameters,
such as available resources and users’ demand. The cooperative mobile
cloud service providers can use this model to make decisions in two
stages. In the first stage, the providers make a decision to admit application
instances based on the statistical information, e.g., probability distribution,
about the available resources. When the providers know the exact amount
of resources, in the second stage, the providers will make a decision based
on the exact amount of resources to compensate for users whose demand
cannot be met if there are not enough resources.
Robust optimization (RO) formulation: This model is used when only the
ranges of the values of the random parameters, e.g., resource requirements,
are known. The conservativeness of the solution from the robust optimization model is adjustable, giving flexibility to the resource allocation to
mobile applications.

A model is developed for sharing the revenue generated from the resource pool
among the cooperative mobile cloud service providers based on their contribu-
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•

tions to the resource pool. Additionally, the Shapley value and the concept of a
core solution are applied to obtain the revenue shares.
A game model is presented for cooperation formation among mobile cloud service providers to decide whether they should cooperate and create the resource
pool or not. The solution of the game model is a stable cooperation strategy with
the Nash equilibrium notation. The stable cooperation strategy ensures that the
rational mobile cloud service providers cannot unilaterally change their decisions.
Furthermore, the providers can decide on the amount of resources to contribute
to the resource pool. This is referred to as capacity expansion for which the stable
strategy is analyzed.

Regarding the interactions among the components shown in Figure 11.4, starting with
the cooperation formation and capacity expansion processes, the three components will
be executed in an iterative fashion to obtain the solution of the cooperative resource
management problem. The cooperation formation and capacity expansion are performed
first. The cooperation structure and the available resource capacity are then used for
resource allocation to the mobile applications. The optimal resource allocation based
on optimization models are used by the revenue management module, which allots the
generated revenue to the providers. The providers observe the revenue shares and adjust
their cooperation formation and capacity expansion strategies accordingly.
The proposed framework provides the tools for designing optimal resource management for mobile cloud service providers. This is based on the fact that mobile cloud
service providers are rational and self-interested in maximizing their own benefits given
the decisions of other providers. Nonetheless, the providers use cooperative strategy to
achieve such a goal.

11.3.2

Mobile Cloud Computing (MMC) System
The overall of the Mobile Cloud Computing (MCC) system is presented in Figure 11.5.
The users download the mobile applications from an application server. There are two
parts in the mobile applications in the MCC system, i.e., local computing modules and
remote computing modules, which are executed on a mobile device and a computing
server (cloud), respectively. Both a wireless access network and a wired network are
required for the data transformation. The radio resource, i.e., bandwidth, and computing
resources, e.g., memory and CPU of a server, are also required for executing the mobile
applications. If a user wants to run mobile applications in the MCC system, the request
will be sent to the application server, and the application server will contacts the access
point and data center to obtain the radio and computing resources. If there are sufficient
resources, the remote computing modules will be executed on the data center.
To use a mobile application on the MCC system, the users pay to the application
provider. Additionally, multiple providers may offer different applications to users. Each
of the providers has its own radio and computing resources from the access point and
the data center. Note that a network operator [404] and a data center owner provide a
wireless access point and a data center, respectively.

11.3 Cooperative Game for Mobile Cloud Resource

289

Figure 11.5 Mobile cloud computing model.

Figure 11.6 Example of mobile cloud computing environment.

An application provider is responsible for orchestrating and providing the radio and
computing resources for running the applications. The number of users is limited by
the available resources, i.e., radio and computing resources. Application providers can
share their available resources to improve the resource utilization and their revenue.

Wireless Network and Data Center
A service region in the MCC system, which is covered by multiple wireless access
points, is considered. A = {1, . . . ,A} denotes the set of coverage areas of wireless
access points, B = {1, . . . ,B} denotes the set of access points, D = {1, . . . ,D}
denotes the set of data centers, P = {1, . . . ,P } denotes the set of applications, and
N = {1, . . . ,S} denotes the set of providers. A, B, D, P , and S are the total number
of areas, access points, data centers, the available mobile applications, and providers,
respectively. The availability of the access point to the user is denoted by αa,b , in which
αa,b = 1 if a user in area a can access the access point b, αa,b = 0 otherwise. The
accessibility of the data center by the user is represented by βa,d,p , in which βa,d,p = 1
if the user in area a using application p and application p can access the server in the
data center d, β a,d,p = 0 otherwise. Figure 11.6 showns an example of the mobile
cloud computing environment.
bw represent the reserved bandwidth of provider s at the access point b. Let K cp
Let Kb,s
d,s
represent the number of servers s at the data center d. Let Rpbw represent the bandwidth
cp
required per instance of application p. Moreover, Rp represents the server utilization
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required per instance of application p, and Vp represents the revenue generated per
instance of running mobile application p for the provider.

Cooperation among Mobile Cloud Service Providers and
Pooling of Resources
In the MCC system, application providers may cooperate and share their resources
to enhance their resource utilization and revenue. The set of cooperative providers
is denoted by C , i.e., C ⊆ N . C is referred to as a coalition. There could be
multiple coalitions, and a set of all coalitions is referred to as the coalitional or
9| |
.
cooperation structure
= {C1, . . . ,C| | }, where N =
i=1 Ci and Ci ∈
Each coalition has its own resource pool created by the cooperative providers in that
coalition.
Kbbw (C ) denotes the total available bandwidth at access point b in the corresponding
cp
resource pool. Similarly, Kd (C ) denotes the total number of available servers at data

 cp
cp
bw
center d. Here, Kbbw (C ) =
Kb,s
and Kd (C ) =
Kd,s . All cooperative providers
s∈C

s∈C

in a coalition will share the revenue from the resource pool.

11.3.3

Resource Allocation for Mobile Applications
The following presents a linear programming (LP) model for a resource allocation of
the mobile applications from the resource pool created by the cooperative providers
in coalition C . Next, the stochastic programming (SP) model is present, where the
uncertainties parameters are taken into account. Finally, a robust optimization (RO)
model is presented.

Linear Programming (LP) Formulation for the Nominal Problem
The linear programming model can be expressed as follows:
 
xa,b,d,p Vp
v(C ) = max
xa,b,d,p

(11.1)

a∈A b∈B d∈D p∈P

subject to (11.2)−(11.7).
The objective function defined in (11.1) is to maximize the revenue obtained from
users. v(C ) denotes the total revenue, which can be considered as the value of coalition
C . From (11.1), xa,b,d,p is the number of application instances from users in area a
using application p connecting to access point b and accessing data center d. Vp is the
revenue per instance of application p.

xa,b,d,p Rpbw ≤ Kbbw (C ), b ∈ B
(11.2)
a∈A d∈D p∈P



cp

cp

xa,b,d,p Rp ≤ Kd (C ),

d∈D

(11.3)

a ∈ A,p ∈ P

(11.4)

a∈A b∈B p∈P



b∈B d∈D

dm
xa,b,d,p ≤ Da,p
(C ),
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The constraint in (11.2) ensures that the required bandwidth less than the available bandwidth in the resource pool, where Rpbw represents the bandwidth required per
instance of application p and Kbbw (C ) is the available bandwidth at access point b of
coalition C . The constraint in (11.3) ensures that the available computing resources
cp
are sufficient for the requirements, where Rp denotes the server utilization required
cp
per instance of application p and Kd (C ) denotes the number of available servers at
data center d given coalition C . The constraint in (11.4) controls that the number of
dm (C ) denotes the number of users’ requests
instances must be less than the demand. Da,p
for application p from area a given coalition C .


xa,b,d,p ≤ M α a,b,

a ∈ A,b ∈ B

(11.5)

d∈D p∈P



b∈B

xa,b,d,p ≤ M βa,d,p,

xa,b,d,p ≥ 0,

a ∈ A,d ∈ D,p ∈ P

a ∈ A,b ∈ B,d ∈ D,p ∈ P

(11.6)
(11.7)

The constraint in (11.5) ensures that the users from area a can access point b. Similarly,
the constraint in (11.6) ensures that the instances from area a running an application p
can access the server from data center d. The constraint in (11.7) ensures that xa,b,d,p
are positive numbers. The optimal solution of the linear programming model is denoted
∗
∗
. xa,b,d,p
is the optimal number of application instances that are associated
by xa,b,d,p
with coalition C .

Stochastic Programming (SP) Formulation for Random
Resource Availability
The LP model does not consider random parameters, e.g., user’s demand. Therefore, we
propose a stochastic programming (SP) model to address this problem. We formulate
the MCC system as a two stage (SP) model, which is defined in (11.8)–(11.14), where
the first stage is before and the second stage is after observing the exact values of
the random parameters. In the first stage, the number of application instances, i.e.,
xa,b,d,p is decided based on the partial information, i.e., probability distribution. Then,
the coalition determines the number of application instances that it is unable to support
(denoted by ya,b,d,p, ω̃ ) in the second stage. “Scenario” refers to the possible value of
a random variable. We consider two random parameters, i.e., bandwidth and servers,
in this SP model. The amount of available bandwidth can be random due to wireless
channel fluctuation, e.g., due to fading, while the number of available servers can be
random due to failure and/or internal resource occupancy in a data center.
Let Bs = {β s1 , . . . ,βsη } denote the set of possible values of available bandwidth of
provider s. Ds = {ϕs1 , . . . ,ϕsι } denotes the set of possible values of the number of available servers. η and ι are the total number of all the possible values, i.e., scenarios, of set
Bs and Ds , respectively. Let denote the set of all scenarios in the second stage. can
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= {ωs1 , . . . ,ωsη×ι } = Bs × Ds , where × is the Cartesian product.
 
 %
&
v(C ) = max
xa,b,d,p Vp − E Q xa,b,d,p,ω
(11.8)

be expressed as

a∈A b∈B d∈D p∈P

 
%
&
where Q xa,b,d,p,ω = max
ya,b,d,p,ω Cp (11.9)
ya,b,d,p,ω

a∈A b∈B d∈D p∈P

subject to (11.5)−(11.6),(11.10)−(11.14)
The objective function given in (11.8) is to maximize the difference between the
revenue and the cost for all cooperative providers in the coalition C . In the objective
function, the first term is the revenue generated from offering the application instances,
and the second term accounts for the penalty cost, for being unable to run the offered
application instances. The expectation E[·] in (11.8) can be replaced by the weighted
sum of probability of a scenario denoted by P (ω).

bw
(xa,b,d,p − ya,b,d,p,ω )Rpbw ≤ Kb,ω
(C ), b ∈ B,ω ∈ . (11.10)
a∈A d∈D p∈P



cp

cp

(xa,b,d,p − ya,b,d,p,ω )Rp ≤ Kd,ω (C ),

d ∈ D,ω ∈

.

(11.11)

a∈A b∈B p∈P



dm
xa,b,d,p ≤ Da,p
(C ),

b∈B d∈D

xa,b,d,p ≥ ya,b,d,p,ω,
xa,b,d,p,ya,b,d,p,ω ≥ 0,

a ∈ A,p ∈ P.

a ∈ A,b ∈ B,d ∈ D,p ∈ P,ω ∈

(11.12)
.

a ∈ A,b ∈ B,d ∈ D,p ∈ P,ω ∈

(11.13)
.

(11.14)

With uncertainties, the constraints in (11.10), (11.11), and (11.12) are similar to the
constraints in (11.2), (11.3), and (11.4), respectively. The constraint in (11.13) ensures
that xa,b,d,p must greater than or equal to ya,b,d,p,ω . The constraint in (11.14) is the
boundary of the decision variables.
The solution of the SP model is denoted as xa,b,d,p and ya,b,d,p,ω . In practice, xa,b,d,p
is the number of application instances that the coalition C will offer, e.g., in response
to the users’ requests, even without knowing the exact amount of available resources.
ya,b,d,p,ω is the number of application instances that the coalition has to refuse after
observing the exact amount of available resources.

Robust Optimization (RO) Model for Resource Management
When the history records and the probability distribution of random variables are
unknown, a robust optimization (RO) [407] is an alternative to address the MCC
system by considering the worst-case solution. Similar to the SP model, the RO model
considers the uncertainties of application instances, i.e., required bandwidth and server,
for coalition C .
The robust optimization model can be formulated as follows:
 
xa,b,d,p Vp,
(11.15)
v(C ) = max
xa,b,d,p

a∈A b∈B d∈D p∈P

subject to (11.5)−(11.6),(11.16)−(11.23).
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Let P̂bw ⊆ P and P̂cp ⊆ P denote, respectively, the set of applications whose bandwidth requirement is uncertain and the set of applications whose computing resource
bw
cp
requirement is uncertain. Let R p and R p denote the nominal values of the bandwidth
cp
and server requirements, respectively. R̂pbw and R̂p denote the maximum variations
due to uncertainty. In other words, the required amount of bandwidth and the required
bw
bw
number of servers for an application instance will take values from [R p − R̂pbw,R p +
cp
cp cp
cp
R̂pbw ] and [R p − R̂p ,R p + R̂p ], respectively.
cp
bw
As in [407], the uncertainties are denoted by qa,b,d,p
and qa,b,d,p for bandwidth and
servers, respectively. Similarly, as introduced in [407], the robustness of the solution
obtained from the model is adjustable by setting the values of bbw ∈ [0,|P̂bw |] and
cp
cp
d ∈ [0,|P̂cp |]. Specifically, if bbw = 0 and d = 0, none of the robust constraints
will be met. In other words, the solution is obtained solely based on the nominal values
bw
cp
of the bandwidth and server requirements, i.e., R p and R p , respectively. This solution
is the least conservative from the robustness perspective. On the contrary, if bbw =
cp
|P̂bw | and d = |P̂cp |, all robust constraints will be met. That is, the solution is obtained
bw

based on boundary values of the bandwidth and server requirements, i.e., R p − R̂pbw ,
bw

cp

cp

cp

cp

R p + R̂pbw , R p − R̂p , R p + R̂p , respectively. Therefore, this solution is the most
conservative.

a∈A d∈D p∈P



 

bw

bw
xa,b,d,p R p + ubw
b b +

bw
qa,b,d,p
≤ Kbbw (C ),

b∈B

a∈A d∈D p∈P̂bw

cp
xa,b,d,p R p

cp cp

+ ud d +

a∈A b∈B p∈P

 

(11.16)
cp

cp

qa,b,d,p ≤ Kd (C ),

d∈D

a∈A b∈B p∈P̂ cp

(11.17)
The functional of the constraints in (11.16) and (11.17) are similar to the constraints in
(11.2) and (11.3), respectively.
bw
bw
ubw
b + qa,b,d,p ≥ R̂p ka,b,d,p ,
cp

cp

cp

ud + qa,b,d,p ≥ R̂p ka,b,d,p,

a ∈ A,b ∈ B,d ∈ D,p ∈ P̂bw .
a ∈ A,b ∈ B,d ∈ D,p ∈ P̂cp .

(11.18)
(11.19)

xa,b,d,p ≤ ka,b,d,p, a ∈ A,b ∈ B,d ∈ D,p ∈ P.
(11.20)
The constraints in (11.18) and (11.19) ensure that in the presence of uncertainty the
bandwidth and server requirements do not exceed the corresponding bounds. These
constraints are required to enforce the constraints in (11.16) and (11.17) [407].


dm
xa,b,d,p ≤ Da,p
(C ),

b∈B d∈D

xa,b,d,p,ka,b,d,p ≥ 0,
cp
ubw
b ,ud

≥ 0.

a ∈ A,p ∈ P.

(11.21)

a ∈ A,b ∈ B,d ∈ D,p ∈ P.

(11.22)
(11.23)
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The constraint in (11.21) is the same as that in (11.4). The constraints in (11.22) and
(11.23) are the boundary of the decision variables. The solution of the RO model is
†
. Note that the RO model in (11.15)–(11.23) is basically a linear
denoted as xa,b,d,p
program which takes robustness into account.

11.3.4

Revenue Sharing among Providers
After the resource allocation is performed, all the cooperative providers in coalition C
share the revenue generated from supporting the application instances. In the following,
a revenue management scheme is introduced by applying the concepts of a core and a
Shapley value from cooperative game theory to determine the revenue share that each
cooperative provider should receive.

The Core Solution
We first define the core of sharing revenue among cooperative providers in coalition C .
Let es denote the revenue of cooperative provider s ∈ C . The core can be defined as
follows:
⎫
⎧ '
⎬
⎨ '' 

es = v(C ),
es ≥ v(S ),∀S ⊆ C
(11.24)
C = e ''
⎭
⎩ '
s∈C
s∈S
where e is a vector of es . The core is a set of revenue shares that guarantee that no
provider will leave the coalition C and form subcoalition S ⊂ C . In other words, the
sum of revenues of the providers in any subcoalition S is always greater than or equal

to the value of that coalition, i.e., s∈S es ≥ v(S ).
However, the core solution has many limitations. The set of core could be empty or
could be infinite. Therefore, we consider the Shapley value solution as a refinement.

Shapley Value
Shapley value concept is applied to distribute a fair revenue among the providers in
coalition C . Given the characteristic function v(·) obtained from optimization solution
for the resource allocation, the Shapley value of the provider s can be obtained as
follows:
 |S |! (|C | − |S | − 1)! %
&
φs (v) =
v(S ∪ {s}) − v(S ) .
(11.25)
|C |!
S ⊆C \{s}

φs (v) determines the revenue to be shared by provider s. The reason of using the Shapley
value concept for revenue management for the cooperative providers in C are listed
here:

(1) Efficiency: Because
φs (v) = v(C ), the sum of revenues of all cooperative
s∈C

(2)

providers will be maximized.
Symmetry: If the condition v(S ∪ {s}) = v(S ∪ {l}) holds for all providers s and
l given all coalition S ⊆ C of other cooperative providers, then φs (v) = φl (v).
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That is, when providers s and l have the same contribution to the coalition, the
revenue shares of the providers s and l will be equal.
Dummy: If the condition v(S ) = v(S ∪{s}) holds for all coalitions S ⊆ C of all
cooperative providers except provider s, then φs (v) = 0. That is, if the provider s
does not contribute to the total revenue of the coalition (e.g., none of the resources
in the pool belongs to provider s), then the revenue share of this provider s will
be zero.
Additivity: If v and v are the characteristic functions, then φ(v+v ) = φ(v +v) =
φ(v) + φ(v ).

Cooperation Formation among Providers and Capacity Expansion
In the following, we consider the case that the providers may form a coalition and create
a resource pool to maximize their own revenues. All providers are rational and selfinterested. To create the resource pool, i.e., capacity expansion, each provider decides
how much he/she contributes the resource capacity to the pool. In addition, we present
an iterative and distributed algorithms to achieve the stable solutions for the cooperation
among providers and capacity expansion. The cooperation formation is decided first,
then the algorithm for capacity expansion is performed based on the decision of the
cooperation formation.

Cooperation Formation among Mobile Cloud Service Providers
We can describe the cooperation formation of providers as a coalition formation game,
in which the players join and split from coalitions to maximize their individual benefit.
Let N denote the set of players, i.e., providers. A group of providers that agree
to cooperate is denoted as C , which C ⊆ N . A binary variable cs,l represents a
cooperation link, when cs,l = 1, providers s and l cooperate, and cs,l = 0 otherwise.
Therefore, the strategy space of provider s cooperating with other providers can be
defined as in (11.26). The coalition C can be defined as in (11.27).
,
Cs = (cs,1, . . . ,cs,l−1,cs,l ,cs,l+1, . . . ,cs,|N | )|cs,l ∈ {0,1},l ∈ N \ {s} . (11.26)
!
1, if s,l ∈ C
(11.27)
cs,l =
0, if s ∈
/ C OR l ∈
/ C.
We define the Nash equilibrium of the cooperation formation of providers as follows:
ψs (c∗s ,c∗−s ) ≥ ψs (cs ,c∗−s ),

∀s

(11.28)

where ψs (·) is the revenue of provider s obtained from the resource allocation and
revenue management, i.e., ψs (·) = φs in (11.25). The strategy of provider s and the
Nash equilibrium strategy are presented as cs ∈ Cs and c∗s ∈ Cs , respectively. c∗−s ∈
#
Cl is the Nash equilibrium strategy of all providers except that of provider s.
l∈N \{s}

We can achieve the Nash equilibrium solution from the iterative algorithm based
on the best response dynamics. In each iteration (, i.e.,  = 1,2,3, . . . ) the provider
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decides a cooperation formation and may switch from the old strategy to the new strategy to aim for the highest revenue. Let cs () denote the strategy of provider s in iteration
. c−s ( − 1) denotes the strategies of all providers except that of provider s in iteration
 − 1. The strategy of provider s in iteration , i.e., cs (), can be obtained as follows:
cs () ∈ arg max ψs (cs ,c−s ( − 1)).
cs ∈Cs

(11.29)

Note that the provider may make a mistake or an irrational decision (e.g., without
complete information) with a small probability ν.
According to (11.29), the strategy adaptation for cooperation formation can be modeled as a discrete-time Markov chain
# [408]. The finite state space based on all possible
Cs = C1 × · · · × C|N | . We assume that this probcooperations is presented as =
s∈N

lem is a symmetric cooperation, where cs,l is equal to cl,s . The strategy cs (·) in (11.29)
contains the cooperations of provider s and is part of the state κ, i.e., κ ∈ . The
current state is denoted as κ = (c1,1, . . . ,cs,l , . . . ,c|N |,|N | ), for κ ∈ , and the nest
state is denoted as κ = (c1,1, . . . ,cs,l , . . . ,c|N |,|N | ), for κ ∈ . We defined the set of
providers involved in the change of state from κ to κ as follows:
Xκ,κ = {s|cs,l = cs,l ,s = l,s,l ∈ N }.

(11.30)

The expression of the transition probability from state κ to state κ is presented as
follows:
|X
|
|N |−|X
| #
κ,κ
(11.31)
Zκ,κ = λ κ,κ (1 − λ)
s (κ,κ )
s∈X

κ,κ

where λ is the probability that a provider updates its strategy in an iteration. The
probability of changing the strategy of provider s in an iteration is defined as follows:
!
1 − ν, if ψs (κ ) > ψs (κ)
(11.32)
(κ,κ
)
=
s
ν,
otherwise
where ψs (κ) is the revenue defined as a function of strategies of all providers, i.e., the
state of cooperation formation. In (11.32), the provider can switch from one to another
strategy that gives a higher revenue, i.e., ψs (κ ) > ψs (κ). However, the provider may
irrationally change its strategy with probability ν.
Let Z denote the transition probability matrix, which contains Zκ,κ in (11.31). Let
π κ be the stationary probability at the steady state, and the cooperation formation is at
 = [. . . ,π κ, . . . ]T by
state κ. We can achieve the stationary probability vector, i.e., π
T
T
T
T
 and π
 1 = 1, where and 1 denote the transpose operator and a
 Z=π
solving π
vector of ones, respectively.

Optimal Capacity Expansion Strategy for Mobile Cloud Service Providers
The capacity expansion strategy refers to the decision on the amount of resource that
providers contribute to the pool when they cooperate. The available bandwidth and
servers can be expanded dynamically through the network virtualization and server
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virtualization technologies, respectively. However, the provider must carefully optimize
his/her capacity expansion strategy because the expansion cost of cooperation may be
incurred.
The expression of a noncooperative game model is defined as (C ,{Rs },{us (·)}),
where C , and Rs , are the sets of cooperative providers and strategies, respectively. us (·)
denotes the payoff of provider s. The strategy space of provider s is a discrete finite set
defined as follows:
cp

bw
Rs = {rs = (Kb,s
(i),Kd,s (i)),i ∈ {1, . . . ,Is }}

(11.33)

where Is is the total number of options for capacity expansion of provider s. When
bw (1) = K bw is the original amount of available bandwidth and K cp (1) = K cp
i = 1, Kb,s
d,s
d,s
b,s
is the original number of available servers. The payoff, i.e., revenue, of provider s can
be defined as follows:
us (rs ,r−s ) = φs (v(C ),(rs ,r−s )) − Cs (i)

(11.34)

where rs is a strategy of provider s and r−s contains the strategies of all providers
except that of provider s. In this case, the Shapley value φs (·) from (11.25) of provider
s is defined as a function of capacity expansion strategies of all providers, i.e., rs and
r−s . The fixed expansion cost of provider s associated with strategy expansion option i is
denoted by Cs (i). The capacity expansion game can be addressed by a Nash equilibrium,
which is same as in the cooperation formation among providers. By using the same
method, we can achieve the stable state of the capacity expansion.

11.3.6

Performance Evaluation
Parameter Setting
We experiment the MCC environment with three providers and three service areas.
Providers 1, 2, and 3 reserve bandwidth of 3, 4, and 5 Mbps at each access point,
respectively. Providers 1, 2, and 3 reserve twenty, ten, and ten servers at each data
center, respectively. Two applications, i.e., the speech recognition and image retouching applications, are involved in the experiment, where the former and latter needs an
average 3 and 2 Mbps of bandwidth and 22 percent and 28 percent of server utilization,
respectively. The speech recognition and image retouching applications, respectively,
generate five and six monetary units (MUs) per instance for the revenue. Three options
are available for the capacity expansion including no capacity expansion, 30 percent
expansion, and 50 percent expansion of the original capacity. The fixed costs of 30
percent and 50 percent expansion are 72 monetary units and 120 monetary units, respectively. We implement the resource allocation optimization models in GAMS scripts and
solve them by CPLEX solver.
In the stochastic programming model, the uncertainties are the available bandwidth
and servers. The penalty costs of speech recognition and image retouching are 5.1
monetary units and 6.1 monetary units, respectively. The scenario space of available
bandwidth is {2.8, 2.85, 2.9, 2.95, 3, 3.15, 3.3, 3.45, 3.6} Mbps for the speech recognition application, and the corresponding probability distribution is {0.1, 0.1, 0.1, 0.1,
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(a)

(b)
Figure 11.7 Barycentric coordinates of the Shapley value (a) without and (b) with expansion (for
stochastic programming-based resource allocation).

0.2, 0.1, 0.1, 0.1, 0.1}. For the robust optimization model, we set P̂bw = {3.2, 3.15,
3.1, 3.05, 3, 3.15, 3.3, 3.45, 3.6} for the speech recognition application. In this case,
cp
cp
we set R̂pbw = 0.08, R̂pbw = 0.09, R̂p = 0.05, and R̂p = 0.06 for bandwidth and
server usage variations for the speech recognition and image retouching applications,
respectively.
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Figure 11.8 Revenues of providers 1 and 2 with and without cooperation under different amounts

of available bandwidth of provider 2 for the (a) linear programming (LP) and (b) stochastic
programming (SP) models for resource allocation.

Numerical Results
•

Barycentric Coordinates

The barycentric coordinates of revenues achieved from the resource allocation is
shown in Figure 11.7, where results are obtained from the stochastic programming
model. The sharing revenue among providers of the core and Shapley value are presented. According to Figure 11.7(a), without capacity expansion, we observe that the
core lies between the three straight lines representing different cooperation among the
providers. The revenue shares for providers 1, 2, and 3 at the Shapley value are 306.535,
286.821, and 343.771, respectively. We also experiment with the capacity expansion,
i.e., bandwidth and servers of all providers are expanded by 30 percent of the original
capacity with the expansion cost of 72 monetary units. Figure 11.7(b) shows that all the
providers achieve higher revenues. Similarly, the core lies in the area on the barycentric
plane, and the Shapley value is inside the core.
•

Impact of Available Bandwidth and Servers

Figure 11.8 shows the experiment of the resource allocation with two providers, i.e.,
provider 1 and 2, in liner programming and stochastic programming models. The major
finding is that the providers achieve higher revenues when they cooperate because they
can better utilize the resource. Figure 11.8 presents that when the bandwidth of provider
2 increases, provider 1 can access the extra bandwidth of provider 2, and provider 2
can reciprocally utilize computing resources of provider 1. Hence, when the available
bandwidth of provider 2 increases, there is no effect to the revenues of provider 1.
We vary the available servers in a data center of provider 2, where the experiment
results are presented in Figure 11.9. When the available servers of provider 2 increase,
the revenue of provider 1 remains constant, and the revenue of provider 2 increases.
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Figure 11.9 Revenues of providers 1 and 2 with and without cooperation under different numbers
of available servers of provider 2 for the (a) linear programming (LP) and (b) stochastic
programming (SP) models for resource allocation.
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Figure 11.10 Revenue obtained from the linear programming (LP), stochastic programming (SP),

and robust optimization (RO) models.

We also experiment on the resource allocation with three providers, i.e., provider 1, 2,
and 3. The impact of varying the percentage of capacity expansion among all providers
is indicated in Figure 11.10. Because the linear programming model considers complete
information, it achieves the highest revenue. Similarly, the solution from the stochastic programming model is higher than that of the robust optimization model because
the stochastic programming model use more information, i.e., probability distribution,
while the robust optimization uses only the ranges of the uncertainty parameters.
•

Cooperation Formation

The cooperation formation behavior is evaluated with all three providers without
capacity expansion. We observe that the stable coalition, i.e., the Nash equilibrium, to
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be coalition {{2N ,3N },{1N }}, where only providers 2 and 3 cooperate and provider 1
does not cooperate, in all linear programming, stochastic programming, and robust
optimization models. In this coalition ({{2N ,3N },{1N }}), provider 3 achieves the
highest revenues, and provider 2 does not have a better option. Even though, the
coalition {{1N ,2N ,3N }}, i.e., providers 1, 2, and 3 cooperate, achieves the highest total
revenue of all the providers, provider 3 does not want to cooperate with provider 1
because the revenues of provider 3 in coalition {{1N ,2N ,3N }} is lower than in coalition
{{2N ,3N },{1N }}.
Moreover, we experiment the cooperation formation behavior of the three
providers when only provider 2 decides to expand its resources by 50 percent, i.e.,
with superscript F . We achieve {{1N ,2F },{3N }}, which is when provider 1 and provider
2 cooperate, and provider 3 does not cooperate, as the stable coalition structure for all
the optimization models, i.e., linear programming, stochastic programming, and robust
optimization.
In addition, we experiment the cooperation formation behavior of three providers
with different capacity expansion, i.e., no expansion, 30 percent, and 50 percent, which
correspond to superscripts N , T , and F , respectively, in the resource pool. For the optimal solutions of linear programming and stochastic programming models, the stable
coalition structure is {{1T,2F,3F }}, where providers 1, 2, and 3 cooperate and expand
their resources by 30 percent, 50 percent, and 50 percent, respectively. However, when
the optimal solution of robust optimization is applied, the stable coalition structure is
{{1N,2N,3F }}, which is only provider 3 wants to expand its resource capacity by 50
percent. To summarize, different providers can choose different capacity expansion
strategies given their coalition.

11.4

Service Assurance in Cloud Computing Market with Incomplete
Information
Nowadays, cloud computing has been identified as new opportunities for migrating to
the expected agility, reuse, and adaptive capabilities that can support the ever-changing
IT trends, requirements, and environments. Unfortunately, coming with the rapid evolution of those technologies are the open issues such as security, privacy, integrity, quality
of services, and their possible detrimental consequences. Here, we introduce the concept
of insurance to compensate the cloud computing customers when they encounter those
failures if service providers (SPs) have insurance purchased. Particularly, we consider
the situation when the insurer is unable to see the system failure risk levels of the
service providers, which is usually seen as an incomplete information market, in contrast
with the optimal situation in a complete information market. First, an insurance-based
cloud computing architecture is proposed to build a monetary credit system in which the
cloud computing service provider pays a premium for a certain coverage to the insurance
company. Subsequently, a problem is formulated to solve the optimal insurance plan in
complete information market and efficient insurance plan under incomplete information
market. Furthermore, we provide simulation results to show the properties of the two
insurance plans and parameters that affect the design of the insurance plan.
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Figure 11.11 Insurance-based cloud computing market.

11.4.1

Insurance Plan in Cloud Computing Market
Globally, cloud apps will account for 90 percent of total mobile data traffic by 2019,
compared to 81 percent at the end of 2017. Mobile cloud traffic will grow elevenfold
from 2014 to 2019, attaining a compound annual growth rate (CAGR) of 60 percent
[410, 411]. There is now a broad number of cloud suppliers such as Amazon Web
Services, Microsoft, IBM, and Google, and the number is still increasing. The cloud
computing market includes a variety of types of cloud services such as Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS) [412].
Cloud providers are responsible for 24/7 availability of services and play an important
role in maintaining trust, privacy, safety and security. However, while moving from
enterprise/organization-owned and -maintained computing infrastructure to the cloud
(third-party) computing infrastructure and services, they may encounter risks and threats
that they had never experienced before, due to the immature nature of the rapidly evolving technologies [413]. For example, on June 20, 2011, web-based storage firm “Dropbox” confirmed that a programmer’s error caused a temporary security breach that
allowed any password to be used to access user accounts [414]. Furthermore, those
unforeseen threats can result in current financial losses and future loss of business opportunities as a consequence of failing to meet the customers’ demands. The estimated cost
of the Sony PlayStation Network outage in April 2011 incurred by an intrusion was
$171 million [415]. When consumers of cloud computing services are aware of being
exposed to those new risks that they cannot easily predict, or take proactive actions
to protect against their occurrences, they will be more reluctant to adopt those new
platforms.
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On the one hand, as with all security models, it is impossible to ensure mitigation
of all possible threats. On the other hand, people can turn to insurance when dealing
with unexpected losses. Indeed, some companies have invested in cyber insurance and
transferred the risks of cyber threats to an insurance company such as AIG and Chubb
[416]. Cyber insurance policies can cover first-party risks, e.g., the insured’s data corrupted by malware, and third-party risks, e.g., customers’ credit card information leaked
from the insured’s applications [417]. In return, an insurance company provides for
reimbursement in the case of “loss,” no matter what causes the loss as long as the type
and the financial consequences are fully specified in the agreement [418].
Here, we propose an insurance plan in the cloud computing market with service
providers’ unobserved cost differentials. The main contributions of this paper are as
follows.
•
•

•

Introducing the system model as in a monopoly insurance market with one insurer
and multiple service providers with different risk levels.
Describing the insurance design problem with multiple groups of different risklevel service providers in both complete and incomplete information markets and
exhibiting the optimizing problems, to which the solutions are the equilibrium in
the insurance market.
Numerical results are provided to show the properties of insurance plan and the
parameters’ effect on the insurance plan.

In the following, we first introduce the cloud computing insurance market in a monopoly
market in Section 11.4.2. Then, problem formulation and solution of the optimizing
problems will be described in Section 11.4.3. Results of performance evaluation will be
given in Section 11.4.4.

11.4.2

System Model
Consider a cloud computing insurance market that is a monopoly market with only one
insurer and n service providers as insurees, where n can be arbitrarily large.

Parameters
Type
Assuming that there are n groups of cloud computing service providers, each group
denotes a type of service provider with the same risk status and is represented by i,
i = 1, . . . ,n. The lower the group a service provider belongs to, the larger risk it has
toward system failures. Meanwhile, a lower group service provider with a high failure
risk would prefer a higher level of insurance coverage than high group service providers.

Insurance Plan
Let q be the level of insurance coverage, and premium at the price of p. It is intuitive
that p is positively related to q, i.e., the higher the coverage, the higher the premium,
and vice versa. The ultimate goal here is to solve the optimal insurance plan (q;p) that
achieves the market equilibrium. Due to the differences in service providers’ risk status
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and their preference toward coverage, the optimal insurance plan (q;p) must include
n different insurance policies in total, where each insurance policy is designed for a
specific group of service providers with the same risk status, which is represented by
(qi ;pi ), i.e., (q,p) = (q1, . . . ,qi , . . . ,qn ;p1, . . . ,pi , . . . ,pn )
Thus, given that lower type service providers have higher system failure risks and
would prefer larger insurance coverage, the following two inequalities must hold in the
solution:
q1 > · · · > qi > · · · > qn,

(11.35)

p1 > · · · > p i > · · · > p n .

(11.36)

In the optimal insurance plan, the level of coverage and price are decreasing as the group
number i of the service providers increases.

Cost
To provide a certain coverage of q for service provider, the insurer will incur a cost
ci (q), which is assumed as a linear function in q for each group of service provider:
ci (q) = ci q,

(11.37)

where ci is the insurer’s cost coefficient toward group i service providers. The costs
and risk status are positively related to each other. As we defined previously, high-risk
service providers will encounter more system failure and thus will bring larger cost to
the insurer. Therefore, the cost coefficients also follow the inequality:
c1 > · · · > ci > · · · > cn .

(11.38)

Thus, even when different groups of service providers purchase the same coverage
insurance, the insurer will lose more on high-risk service providers.

Evaluation
By purchasing insurance with a certain coverage, the service provider’s gain from the
insurance is denoted as vi (q), where vi is defined as the evaluation function, which
is strictly increasing and concave, with vi (0) = 0, vi (q) > 0, and vi (q) < 0. As
mentioned previously, higher group service providers with lower risk tend to focus
on less coverage, while lower group service providers with higher risk and cost will
consider more coverage. Thus, with the same coverage q, we have the following two
inequalities:
v1 > · · · > vi > · · · > vn,

(11.39)

v1 > · · · > vi > · · · > vn .

(11.40)

In summary, for a fixed level of coverage q, as i rises, ci , vi , and vi decrease.
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Utility Functions
Service Provider
For a service provider who belongs to the group of i and purchases insurance coverage
q from the insurer at the price p, its utility can be defined as:
ui (q,p) = vi (q) − p.

(11.41)

The service provider’s utility is its evaluation toward the insurance coverage minus the
premium it has to pay.

Insurer
When an insurer sells insurance to a group of service providers i, its utility can be
defined as
Ui (q,p) = p − ci (q) = p − ci q.

(11.42)

The insurer’s utility is the premium it receives from the service providers, minus the
cost it compensates the service providers when encounters system failures.

Efficiency
The efficiency of the insurance plan is defined as the summation of the insurer and all
service providers’ utilities.
n

[vi (q) − ci q].
R(q,p) =

(11.43)

i=1

Efficiency is the service provider’s benefit from the insurance minus the insurer’s cost
on providing the corresponding coverage. The price items, which are internal transfers,
are canceled out.

11.4.3

Problem Formulation
In this section, the constraints that ensure the feasibility of the insurance are provided
first. Then, we will give two possible insurance plans where the first one is aiming at
obtaining the most efficient insurance plan under incomplete market information, while
the second one is the optimal case with a complete information market when the insurer
is aware of the service providers’ risk levels.

Conditions for Insurance Feasibility
Individual Rationality
definition 11.1 Individual Rationality (IR): The insurance policy (qi ;pi ) that the
ith group of the service providers select must maximize their utilities,
vi (qi ) − pi ≥ max[vi (q) − ci q] ≥ 0,
q

i ∈ {1, · · · ,n}.

(11.44)
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Incentive Compatible
The insurer wants the service providers to buy the insurance policy designed for their
corresponding risk levels. That is, the ith group of service providers must prefer the
insurance policy (qi ;pi ) designed specifically for their own groups, rather than some
other insurance policy (qj ;pj ), where i = j , i.e.,
vi (qi ) − pi ≥ vi (qj ) − pj ,

i = j ∈ {1, · · · ,n}.

(11.45)

Indeed, higher-risk service providers would prefer the insurance policies for lower-risk
service providers only because they are cheaper. On the other hand, high-risk service
providers do not prefer the policies that lack coverage either because they are aware of
their own risk level or are in need of a certain coverage level. Thus, we can reduce the
number of constraints for each group of service providers, and propose the following
constraint.
definition 11.2 Incentive Compatible (IC): The ith group of service providers must
prefer the insurance policy (qi ,pi ) designed specifically for their own groups, rather
than the insurance policy (qi+1 ;pi+1 ) for the next lower risk level, i.e.,
vi (qi ) − pi ≥ vi (qi+1 ) − pi+1,

i ∈ {1, · · · ,n}.

(11.46)

Tax and Subsidies
In an efficient insurance market, the insurer’s objective is to break even, i.e., the premium it receives equals to the cost of compensating service providers and their customers. In the ideal market without information asymmetry, the insurer is aware of the
group of service providers that it is trading with. For example, in the case of n = 2
with one high-risk service provider and one low-risk service provider, the insurer offers

Figure 11.12 Higher-risk service providers have the incentive to buy the insurance plan for

lower-risk service providers.
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two insurance policies (qH ;pH ) and (qL ;pL ). With the complete information of service providers’ risk status, the insurer can have the high-risk service providers select
(qH ;pH ) and low-risk service providers select (qL ;pL ).
However, in the information incomplete market, the insurer cannot distinguish
between high- and low-risk service providers. As a result, the ideal selection of
insurance policies will not happen because both groups of service providers will prefer
(qL ;pL ) because the coverage is nonlinear with the coverage. Actually, the difference
between the coverage is much smaller than the price gap, i.e., pH − pL  qH − qL as
shown in Figure 11.12. Thus, the high-risk service provider would prefer the (qL ;pL )
insurance policy with a relatively smaller coverage, but a much lower price. On the
other hand, the insurer is doomed to lose money as it only receives the premium of 2pL ,
but has the cost of (cH + cL )qL > 2cL qL = 2pL . As a result, this insurance plan cannot
maintain its efficiency.
Given this situation, it is suggested to raise the premium for low-risk service providers
while lowering it for high-risk service providers in the incomplete information market. It
can be regarded as the low-risk service providers pay extra tax t, while high-risk service
providers receive subsidies s for their insurance. In the case when n = 2, the insurer can
break even when
αH s = α L t,

(11.47)

where αi represents the fraction of group i service providers in the market. In the general
case with n groups of service providers, the insurer can break even when
n


α i (pi − ci qi ) = 0.

(11.48)

i=1

Optimal Insurance under Complete Information
Under complete information, the service providers’ risk status are observable to the
insurer, as well as their preferences toward the coverage. Thus, the high-risk service
providers cannot disguise themselves as low-risk ones and buy cheaper insurance policies at a cheaper price. As a result, the insurer does not need to tax the low-risk service
providers or subsidize the high-risk service providers to break even. Given that the
insurer’s objective is to break even, we try to maximize the service providers’ utilities.
The optimal insurance plan under complete information market can be formulated as
max

(q;p)

n

[vi (qi ) − pi ],

(11.49)

i=1

s.t. (BE)

n


α i (pi − ci qi ) = 0,

i=1

i ∈ {1, . . . ,n}.
The problem is aiming at maximizing the summation of all service providers’ utilities
under the budget balance constraint that the insurer’s premium income equals to its cost.
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As the insurer can observe each service provider’s risk level and coverage preference, it can treat each service provider individually to solve n optimization problems
separately. Thus, to obtain the optimal insurance plan (q;p), there are n optimization
problems to solve for each group of service providers:
max vi (qi ) − pi ,

(qi ;pi )

(11.50)

s.t. (BE) pi − ci qi = 0,
i ∈ {1, . . . ,n}.
With the budget balance constraint, we can substitute pi = ci qi into the objective
function as vi (qi ) − ci qi . Then, the optimal coverage qi for each group of service
providers is obtained by taking the first derivative of the objective function:
v (qi ) − ci = 0,

∀i ∈ {1, . . . ,n}.

(11.51)

Thus, by solving the n optimization problems, the optimal insurance plan (q;p) can
be obtained. The process works as follows: first, set the unit price of certain coverage
when the insurer break even first, then let the service providers choose the coverage such
that the marginal evaluation toward the coverage equals the marginal cost.

Efficient Insurance under Incomplete Information
Under incomplete information market, the efficiency is distorted by the private information of the service providers. Luckily, as mentioned previously, by taxing low-risk
service providers and subsidizing high-risk service providers, the efficiency of the insurance plan can be maintained. However, with this insurance plan, we see that the highrisk service providers are forcing low-risk service providers away from their optimal
policies. With the sacrifice of low-risk service providers, we try to see how well off
the low-risk service providers can be made, under the constraint that such an insurance
plan can guarantee the incentive compatibility and have the insurer break even. Thus,
the efficient insurance plan under incomplete information is formulated as maximizing
the lowest risk service providers’ utilities, under the individual rationality, incentive
compatibility, budget balance constraints:
max vn (qn ) − pn,

(q;p)

(11.52)

s.t. (I R) vi (qi ) − pi ≥ ŵi ,
(I C) vi (qi ) − pi ≥ vi (qi+1 ) − pi+1,
i ∈ {1, . . . ,n − 1},
n

(BE)
[α i (pi − ci qi )] = 0,
i=1

where ŵi = max[vi (qi ) − pi ], i.e., only by selecting the insurance policy intended for
its risk level, the service provider can achieve its maximum utility.
In this problem, the objective function is the net benefit to group n. The first set
of constraints ensure that each group of service providers receive the maximum utility
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by purchasing the insurance policy corresponding to their risk level. The second group
of constraints ensure that each group selects the appropriate policy instead of cheaper
policies intended for lower risk service providers. Recall that the groups select policies
that have higher coverage, the higher the level of risk. Because the objective is to
maximize the benefit to the lowest risk group, the only potential binding constraints
are those that keep group i from buying the policy targeted for group i + 1, the next
group down in the risk spectrum.
Let λ i be the multiplier associated with the individual rationality constraint, δi be the
multiplier associated with the incentive compatible constraint, and φ be the multiplier
associated with the budget balance constraint. The optimization problem (11.52) can be
solved by the KKT conditions. The Lagrangian of (11.52) is as follows.
L = vn (qn ) − pn +

n−1

{λi [vi (qi ) − pi − ŵi ] + δi [vi (qi )
i=1

− pi − vi (qi+1 ) + pi+1 ]} + φ

n


[α i (pi − ci qi )].

(11.53)

i=1

To find the insurance plan (q;p) under incomplete information, take the partial derivative regarding qi and pi and then set the value equal to zero. For i ∈ {1, . . . ,n}, we have
∂L
= (λi + δi )vi (qi ) − δi−1 vi−1 (qi ) − φci α i = 0,
∂qi
∂L
= λi + δi − (δi−1 + αi φ) = 0.
∂pi

(11.54)
(11.55)

There are also the complementary slackness and the feasibility constraint:
λi [vi (qi ) − pi − ŵi ] = 0,

(11.56)

vi (qi ) − pi − vi (qi+1 ) + pi+1 = 0.

(11.57)

Together with the budget balance constraint and the conventions that λi ≥ 0, λn = 1,
δ0 = 0, and δn = 0, the five variables qi , pi , λi , δi , and φ can be solved.
Indeed, gradient of the insurer’s profit function (the budget balance constraint π =
n
i=1 [α i (pi − ci qi )]), is a linear combination of the gradients of the individual rationality and incentive compatibility constraints. First, we have the negative of the gradient of
the profit function as


c α · · · ci α i · · · cn α n
− ∇π = 1 1
.
(11.58)
α1 · · · αi · · · αn
Next, the gradients of the individual rationality and incentive compatible constraints are


0 · · · vi (qi ) · · · 0
fi =
,
(11.59)
0 ···
1
··· 0


0 ···
gi =
0 ···

−vi−1 (qi )
1

vi (qi )
−1


··· 0
.
··· 0

(11.60)

310

Applications of Game Theory in Cloud Networking

Thus, using (11.54) and (11.55), we can rewrite them as
−φ∇π =

n

i=1

−∇π =

λi fi +

n−1


δ i gi ,

(11.61)

i=1

n
n−1


λi
δi
fi +
gi .
φ
φ
i=1

i=1

Now we see that the insurer’s profit function is a negative linear combination of the
gradients of the individual rationality and incentive compatible constraints.
Note that, if we solve the optimization problem (11.52) under complete information,
we can have pi = ci qi . Then, the partial derivatives in (11.54) become
(λi + δi )[vi (qi ) − ci ] − δi−1 [vi−1 (qi ) − ci ] = 0.

(11.62)

Then, there are several points drawn from (11.62) and the KKT conditions of problem
(11.52):
•

•
•

•

•

11.4.4

From (11.54) and (11.55), when δ0 = 0, v1 (q1 ) − c1 = 0. Thus, the highest-risk
service providers have the optimal insurance policy as in the complete information market.
If δi = 0, ∀i = 0,n, the problem will be the optimal insurance as if there is no
information asymmetry.
Similarly, if λi = δi = 0 for i > 1, then vi − ci = 0, which is the optimal case
in the complete information market, but impossible in an incomplete information
market. Thus, we cannot have λi = 0, ∀i, i.e., there will be some λi > 0 and
some λi = 0.
When λi > 0, then we must have vi (qi ) − pi − ŵi = 0, the insurer breaks even.
When vi (qi ) − pi − ŵi > 0, then we must have λi = 0, and the insurer loses
money.
All but i = 1 has vi − ci > 0, i.e., all service providers except the highest-risk
service providers have less than an efficient amount of coverage as in the complete
information market.

Simulation Results and Analysis
In this subsection, we conduct numerical simulations to illustrate how the insurance
plans are in the incomplete and complete information market. Before we evaluate the
insurance plan, we first set up the initial values, cost, and utility functions in the system
model. Then, we show different properties of the efficient insurance under incomplete
information and the optimal insurance under complete information. We will also see
several parameters’ effects on the insurance plans.

Simulation Setup
Because there are n groups of service providers, and their risk levels are decreasing
with their number i, i ∈ {1, . . . ,n}, we adopt the exponential function to define the risk
level θi as:
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(11.63)

Similarly, as higher risk service providers will bring larger cost to the insurer, the cost
coefficient can be defined as
1
ci = exp
,
(11.64)
ρi
where ρ > 1, so that c has a higher decreasing rate than θ, and we can guarantee a
decreasing insurance coverage q as i increasing in the solution.
Note also that the evaluation function v is concave, with vi (0) = 0, vi (q) > 0, and
vi (q) < 0. Furthermore, for each group of service providers their evaluation function vi
and vi are decreasing as i increases. Here, we choose the logarithmic function for the
revenue v as follows:
vi = ln(1 + θi q).

(11.65)

Insurance Properties
Here, we compare the properties of the insurance plans under incomplete and complete
information markets.

Monotonicity
In Figures 11.13–11.15, the coverage and price of the insurance plan are decreasing with
the risk levels of service providers, as well as the efficiency. The results are consistent
with the previous analysis that the coverage q, price p are decreasing functions of the
risk level. In addition, comparing the insurance plan under the incomplete information
case with that under complete information, only the highest-risk level service providers
receive the efficient amount of coverage, all the other risk groups have less than the
efficient amount of coverage. Similar results can be obtained for the price and efficiency
from Figures 11.14 and 11.15.
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Figure 11.13 Insurance plan (coverage).
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Figure 11.15 Insurance plan (efficiency).

Self-Revealability
Figure 11.16 shows that service providers can only maximize their utility by choosing
the level of coverage intended for its own risk status. In Figure 11.16, the utilities
of Group 1, Group 3, and Group 10 service providers are given when they try to
select all insurance policy offerers. The simulation results show that the utilities of
each service provider with all insurance policies are concave functions. The maximum
points of the three curves are at the point where service providers select the level
of coverage that fits their own risk levels. Thus, even under incomplete information,
the service providers cannot lie about their own risk levels to purchase a cheaper
insurance policy. Moreover, Figure 11.16 also shows that with the insurance, the
high-risk service providers are always better off than the low-risk service providers
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Figure 11.16 Service provider’s utility when selecting different coverages.
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Figure 11.17 Efficiency as the number of service providers increases.

because the high risk service providers receive subsides from taxing the low-risk service
providers.

Number of Service Providers
In Figure 11.17, the efficiency is increasing as the number of service providers purchasing insurance increases. This result is intuitive because if more service providers
participate it will enlarge the insurance pool, which will become more resistant to costs
of failure. Thus, the efficiency of insurance increases. This idea is widely seen in the
social welfare system, in which the government wants as many people as possible to
participate in. The larger the coverage in the entire population, the more efficient is the
system.
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11.5

Summary
This chapter has focused on the game theoretic and auction models to address a variety
of resource management issues in cloud computing and cloud networks. The chapter
has first given a general overview of cloud computing, cloud networking, and mobile
cloud computing, which are the main architectures to support on-demand computing
services. A set of specific requirements of these architectures has been discussed, which
emphasized the need for game theoretic and auction models. The chapter has then
provided a comprehensive review of the models in addressing different issues. Finally,
the chapter has presented specific cooperative game models for mobile cloud resource
management in which both computing and bandwidth resources are involved. The game
models can be used in other resource management applications as well. In addition,
the chapter has studied the problem of how to provide efficient insurance in the cloud
computing market under both incomplete and complete information.

12

Applications of Game Theory in
Context-Aware Networks and
Mobile Services
Context-aware wireless networks and mobile services embrace intelligent algorithms
and context information into the design, implementation, operation, and optimization of
traditional wireless networks and mobile services. The context-aware wireless networks
and mobile services are capable of data collections from mobile users, applications,
and network environments, extracting useful information mostly related to different
contexts, optimizing network and service parameters to achieve certain goals under
given resource, quality of service (QoS), and other operational constraints. The contextaware wireless networks and mobile services are able to differentiate users and applications to meet their demands and specific requirements in terms of radio, computing,
and energy usage. Service personalization and customization are two major features
of the context-aware wireless networks and mobile services that the users are allowed
to have different service spaces with different set of functions and quality assurance.
This can be achieved through using context information in the service discovery and
composition. For example, social information of users can be used to infer the service
preference and application requirement, which are especially important for multimedia
applications. The quality of content delivered from service providers to the users can
be customized based on the type of devices and activity performing by the users. The
context-aware wireless networks and mobile services usually lead to higher user satisfaction and resource utilization.
In many cases, the context-aware wireless networks and mobile services are composed of functions and subsystems from multiple entities, some of which have conflicting goals. For example, services providers aim to maximize their individual profits
while users have self-interest to minimize their owner costs or maximize their utilities.
Therefore, game theory appears to be a suitable tool for the design, implementation,
and optimization of the context-aware wireless networks and mobile services. In this
chapter, we present two applications of game theory in context-aware wireless networks
and mobile services. In Section 12.1, the first application is regarding the game modeling
of sponsored content of mobile services. In the sponsored content concept, content
providers can sponsor the subscribers of a service provider, i.e., a mobile network
operator, to access contents or services from the content providers with discounted
prices. The context of users in terms of network effects, which is the influence of one
user on other users, is an important factor affecting the decisions for service access.
The game theoretic model that captures this factor is presented. In Section 12.2,
the second application is on content caching for social networks. In the caching
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environment, content centers and cache centers are two types of players. The content
centers look for cache centers that maximize the content delivery performance.
Likewise, the cache centers seek for content centers that provide the best benefit.
The matching game is formulated to address this issue.

12.1

Sponsored Content Game Theoretic Modeling
Currently, smart phones facilitate people to interact and share information online with
their friends, which leads to a huge information flow in the form of cellular traffic. Due
to the booming increase in the consumption and usage of cellular services, the data cost
becomes one of the critical concerns for mobile users (MUs). Thus, the mobile users are
implicitly or explicitly forced to limit their data consumption on content access from
content providers (CPs), e.g., YouTube and Facebook. However, the content providers
are economically dependent on the content volume consumed by mobile users, mainly
via displayed advertisements. For this reason, the content providers have an incentive
to help partially sponsor the mobile users’ data usage. In response to this, the concept
of sponsored content has been introduced by the network service provider as a new
promising business model.
One representative example is that AT&T launched a data-sponsored policy in
2014 [419], where the content providers can absorb their mobile users’ cellular data
cost, and thereby the mobile users access the content provider’s contents through the
service provider with lower charge. Another example is that Google negotiates with the
Indian service provider Airtel to provide free access for mobile users to certain Googlebased service without incurring additional data charges. Subsequently, a huge number of
third-party companies are now constructing and providing interface platforms between
content providers and service providers, such as Aquto and Datami [420]. Figure 12.1
depicts the interactions among different entities in the sponsored content ecosystem.
Clearly, the sponsored content policy creates a novel paradigm with respect to who
should pay for the network bandwidth, which potentially leads to a triple-win outcome
for mobile users, content providers, and the service provider. Specifically, mobile users
benefit from consuming cellular data at the lower price, which increases the data demand
for accessing contents, and in turn the higher demand of mobile users contributes to the
revenue gain of the content provider and service provider.
The contents demanded by mobile users belong to the information goods, and network effects are a predominant characteristic of information economies [421, 422].
Network effects mean that a product is more valuable to users as the number of users
increases. The form of network effects can be different in particular cases. In some cases,
the incurred additional benefits are the same for all the users, which we call the global
network effects. In other cases, the additional benefits are limited within a typical subset
of a group, which are called the social network effects. As such, the social network
effects mainly originate from the structure of an underlying social network. For example,
when one user watches and posts a video on the social network, the likelihood that
his/her friends will do the same is very high. Therefore, it is more appropriate to consider
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Service provider (SP)

...

...

Content provider (CP)

Sponsor

...

Mobile users (MUs)

Figure 12.1 System model for sponsored content platform.

the social network effects in the sponsored content platform where the social contents
are popular. In this sense, the interdependent consumption demand further complicates
the mobile users’ behaviors due to social network effects. Consequently, the complex
mobile user behaviors post a remarkable challenge to the operation of the sponsored
content platforms, which is what we address here. In the subsequent discussion, we use
network effects to replace social network effects for brevity.
In this chapter, we study the optimal strategies of the service provider, content
provider, and mobile users in the sponsored content platform, where the impacts of the
network effects are considered. Highlights of this chapter are as follows:
•

•

•

We formulate the pricing, sponsoring, and content demand problem to analyze the
interactions among the service provider, content provider, and mobile users under
the sponsored content policy. In particular, we adopt the hierarchical Stackelberg
game to model their interactions to jointly maximize the utilities of mobile users,
the profit of the content provider, and the revenue of the service provider. Therein,
the service provider and the content provider act as the leaders determining the
pricing and sponsoring strategies, respectively, and the mobile users act as followers deciding on their content demand.
The game model exploits the network effects in the social domain utilizing the
structural properties of the underlying wireless network, which improve the content demand of mobile users to a large extent. Further, the model incorporates
the congestion in the network domain to realistically capture the scarcity of radio
resources in the wireless network environment.
Through backward induction, we derive the unique Nash equilibrium point among
the mobile users. We also investigate the mutual interplay between the service
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•

12.1.1

provider and the content provider by characterizing the scenarios where the service provider and the content provider compete sequentially, the service provider
and the content provider compete simultaneously, and the service provider and
the content provider cooperate for a common goal. The existence and uniqueness
of the Stackelberg equilibrium are validated analytically in the three scenarios.
Our evaluation results reveal the fact that the network effects significantly
improve the payoff of three entities, namely, the utilities of mobile users, the profit
of the content provider, and the revenue of the service provider. Additionally,
the results show that cooperation helps achieve the win-win outcome for the two
providers in the sponsored content platform, namely, service provider and content
provider.

Related Work
With the great potential to business, researchers are motivated to study and innovate
different issues and schemes in the sponsored content area. In [423], the authors investigated the interaction between the service provider and the content provider in a twosided platform, where the content demand of mobile users is assumed to be randomly
distributed. The authors in [424] studied the sponsorship competition among content
providers in an Internet content market and demonstrated that the competitions improve
the welfare for a service provider and content providers. The interactions among the
service provider, content provider, and mobile users were modeled as a Stackelberg
game in [425, 426], where the mobile users are assumed to be homogeneous. The
authors in [425] mainly analyzed the interplay among multiple content providers under
the competition scenario from short-run (market shares are fixed) and long-run (market
shares are dynamic) perspectives. In [426], the authors considered a model with a discrete set of mobile users and several complementary content providers. It showed that
the sponsored content policy provides benefits more to mobile users than to content
providers. The authors in [427] focused on the service-selection process among the
mobile users as an evolutionary population game and demonstrated how sponsoring
helps improve the service provider’s revenue and the mobile user’s experience.
The authors in [428] studied a similar problem as proposed in [425], where the
nonsponsored and sponsored content providers coexist in the market. In [429], the
authors explored the one-to-one interaction between the service provider and content
provider and investigated the market dynamics using the bargaining game framework.
In [430], the authors studied the interplay between the service provider and content
provider and presented a pricing mechanism for sponsored data that is truthful in the
content provider’s valuation as well as its underlying traffic. More recently, the authors
in [431] proposed a joint sponsored and edge caching content model within a noncooperative game framework, where the mobile users can access sponsored content
using 4G link and edge caching content via Wi-Fi link. Therein, the mutual interplay
between the edge caching content provider and sponsored content provider is the main
concern. The previous works typically assumed that the content provider parameters are
reported truthfully to the service provider, which is not practical in the real data market.
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In response to this, the authors in [432] presented a pricing scheme that optimizes
the service provider’s profit, where content providers are incentivized to reveal their
valuation and underlying traffic in a truthful manner.
However, all of the preceding works studied the sponsored content without considering the complex interactions among mobile users due to network effects [433–435].
Thus, insightful discoveries behind the interaction among mobile users deserve in-depth
studies in this emerging platform, which is the objective of this chapter.

12.1.2

System Model and Game Formulation
In this section, we first present the system model of sponsored content platform under
our consideration. We next propose the hierarchical Stackelberg formulation for modeling the interactions among the service provider, the content provider, and mobile users.

System Model
As illustrated in Figure 12.1, we consider the sponsored content platform as a market
consisting of three entities:1 service provider (SP), content provider (CP), and mobile
users (MUs). We model their interactions as a hierarchical Stackelberg game. The
monopolist service provider determines how to price its basic data services. The
strategy of the content provider is to decide how much data to sponsor and obtain
the advertisement revenue in return. The mobile users make the decision on the demand
for contents that they need based on the pricing strategies of the service provider and
sponsoring strategies of the content provider. We further assume that the complete
information of the underlying network social structure is available for all the players
in the market, i.e., the utility functions, strategies, and “types” of market players are
common knowledge.


Consider a group of N mobile users, the set of which is denoted by N = {1, . . . ,N }.
Each mobile user i ∈ N decides on the demand for contents, denoted by xi , where


xi ≥ 0. Then, let x = (x1, . . . ,xN ) and x−i denote the content demand of all the mobile
users and all other mobile users except mobile user i, respectively. The utility of mobile
user i is given by:
ui (xi ,x−i ,θi ,pu ) = fi (xi ) +

n (xi ,x−i ) − p(xi ) +

θ(xi ) − C (x).

(12.1)

The first term fi (xi ) represents the internal effects that mobile user i gains from consuming and enjoying the contents, for which we use the linear-quadratic function model to
capture the decreasing marginal returns [436, 437]. Specifically, it is defined as fi (xi ) =
ai xi − bi xi 2 , where ai ,bi > 0 are the personal type coefficients that capture the mobile
users’ heterogeneity.
n (xi ,x−i ) represents the external benefits because of the network effects. For
example, in social networks, the users affect each other by social behaviors via their
1 Typically, the service provider and the content provider choose to partner with each other directly, and

hence their interactions are more likely to be one-to-one. Nevertheless, the competition among multiple
service providers and content providers can be studied in future work.
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relationships, especially in a social-enabled service market [438, 439]. The sponsored
content platform exhibits significant network effects [421, 422]. Thus, the users’
behaviors in terms of content demand are directly dependent on others’ demands. Here
we introduce the adjacency matrix G = [gij ],i,j ∈ N , where gij denotes the influence
of mobile user j on mobile user i. The influence, for example, can be interpreted as
the frequency with which mobile user i watches and downloads a video posted by
mobile user j . The influence can be unidirectional or bidirectional. For bidirectional
influence, gij may not be equal to gj i . For example, user A may watch all videos posted
by user B, but user B may rarely watch the videos posted by user A. Alternatively,
for unidirectional social relations, gij or gj i denote the social tie between the mobile
users i and j . Note that gii = 0 means the mobile user cannot influence itself. We
assume that the social tie is unidirectional, i.e., gij = gj i . Nevertheless, the same model
can be applied to bidirectional social relations straightforwardly. Specifically, we use

xi j ∈N gij xj to represent the second term n (xi ,x−i ) in (12.1), as in [436]. Generally,
the neighbors of mobile user i in the network social structure have stronger social
relations with mobile user i.
The third term in (12.1) indicates the cost, and the price per unit of content charged
to the mobile user is given by pu . Then the mobile user pays the service provider an
amount p u xi with demand-based pricing, as a function of xi . The fourth term θ(xi )
denotes the benefits from the sponsorship. Similar to that in [426], we apply pu θi xi
as the sponsorship fee from the content provider, where the sponsorship factor θi is
decided by the content provider. As the service provider has a limited network capacity,
we further have the last term to capture congestion, and we use the quadratic sum form

c( j ∈N xj )2 , where c > 0 is the congestion coefficient. The quadratic sum form reflects
that the congestion of one mobile user is affected by the demands of all the mobile users.
Also, the marginal cost of congestion increases as the total demand increases [437].
Therefore, the utility of mobile user i is expressed as follows:
ui (xi ,x−i ,θi ,pu ) = ai xi − bi xi 2 + xi


j ∈N

gij xj − p u (1 − θi )xi − c


j ∈N

xj

2

.

(12.2)
The content provider provides discriminatory sponsorship for different mobile users.
The sponsorship factor θi (θi ∈ [0,1]) for each mobile user i is decided by the content
provider. Note that the sponsored content platform allows the content provider to provide different sponsorships to mobile users with different activity levels. Nevertheless,
uniform sponsorship where θ = θi ,∀i is just a special case of the analysis. The content
provider’s payoff function includes an advertisement utility and a component depending
on its sponsorship. The cost of the content provider associated with sponsoring, is

denoted by pu i∈N xi θi . Note that the content provider is also charged by the service
provider for entering the sponsored content market, which is considered to be fixed and
thus ignored for ease of presentation. Thus, the payoff, i.e., profit of the content provider,
is formulated as:
P=γ


i∈N

%


&
sxi − txi 2 − pu

i∈N

xi θi ,

(12.3)
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where γ is the adjustable parameter denoting the equivalent monetary worth of mobile
users’ content demands, and s,t > 0 are coefficients characterizing the concavity extent
of the function. Similar to fi (x) in (12.1), we also use a linear-quadratic function
model with decreasing marginal return property to transform the mobile users’ content
demands to the monetary revenue for the content provider. If none of the mobile users’
demands is positive, the advertisement revenue received by the content provider is zero.
Note that the function with diminishing return to model the advertisement utility is
widely adopted in the literature [425, 426, 429]. In fact, we could also adopt a linear
dependency between demand and ad revenue [428]. However, most of the related works
have proved that a function with diminishing return would model the ad revenue more
closely. The decision variable of the service provider is the price pu . In the model, we
consider the situation where the service provider charges the mobile users with the same
price. Generally, the data traffic service fee is the same for the actual data market. The
revenue of the service provider is composed of the payment from mobile users and the
sponsorship fee from the content provider. Then, the revenue of the service provider is
obtained as:

xi .
(12.4)
 = pu
i∈N

Hierarchical Stackelberg Game Formulation
As illustrated in Figure 12.2, we model the interactions among the service provider, content provider, and mobile users as a Stackelberg game. In Stage I, the service provider,
i.e., the first-tier leader, determines the price pu to maximize its revenue. The optimization problem of the service provider is defined as follows:
Problem 1 : {p u }∗ = arg max
.
u
p >0

In Stage II, the content provider, the second-tier leader, determines the sponsorship
factor  = {θ1,θ2, . . . ,θN } to maximize its profit. It is obtained by solving the optimization problem:

Service provider (SP)

StageI

Content provider (CP)
Advertisement
revenue

Sponsor the content

Stage III

MU 1

MU 2

MU 3

….

Set the price for users

Stage II

Payment

Payment for entering the market

MU N

Figure 12.2 Three-level Stackelberg game model of the interactions among the service provider,
content provider, and mobile users in the sponsored content market.
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Problem 2 : ∗ = arg max P.
θi ∈[0,1]

In Stage III, the mobile users decide on content demand to maximize their individual
utility, acting as followers of the game. Mathematically, the problem can be formulated as:
Problem 3 : xi ∗ = arg max ui (xi ,x−i ,pu,θi ).
xi ≥0

The Problems 1–3 together form the hierarchical three-level Stackelberg game. The
objective of the game is to find the Stackelberg equilibrium. The Stackelberg equilibrium
is a point where the payoff of the leader is maximized given that the followers adopt their
best responses, i.e., the Nash equilibrium [440, 441]. In the following, we address the
follower game and leader game to investigate the Stackelberg game.

12.1.3

Follower Game: Content Demand Equilibrium Analysis
From this section, we use backward induction to investigate the Stackelberg game. We
first analyze the content demand equilibrium in follower game in the following.

Best Response Function of Followers (MUs)
In the noncooperative subgame G u , the best response function of mobile user i can be
obtained by solving Problem 3. According to the first-order condition, by setting the
u
derivative ∂ui (xi ,x∂x−ii,θi ,p ) = 0, we obtain the following proposition.
proposition 5 Given price p u and the sponsorship factor , and the content demand
profile without mobile user i, x−i , the best response function F of mobile user i is
expressed as follows:
⎛
⎞+
u (1 − θ )

g
−
2c
−
p
a
ij
i
i
⎠ ,
xj
(12.5)
F (x−i ,θi ,pu ) = ⎝
+
2bi + 2c
2bi + 2c
j ∈N \i



∀i, where (·)+ = max{0,·}.
From Proposition 5, the best response of content demand of each mobile user i
u (1−θ )
i
is its internal demand, which is
consists of two parts. The left part, i.e., ai −p
2bi +2c

g −2c
independent from other mobile users’ strategies. The right part, i.e., j ∈N \i xj 2biji +2c is
its external content demand depending on other mobile users’ strategies. The coefficient
gij −2c represents the sensitivity factor of the mobile user i, which captures the marginal
utility increase or decrease. If the factor is positive, the network effect dominates the
congestion. Otherwise, the network effect is dominated by the congestion.

gij −2c
assumption 1
j ∈N \i 2bi +2c < 1,∀i.
Similar to [436], we make a general assumption to ensure that each mobile user has
no incentive to unboundedly increase its content demand. The aim of the assumption
is to guarantee the existence of an equilibrium of subgame G u . It is observed that
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'
'
'
'

gij −2c
gij −2c '
gij −2c '
'
'
|gij −2c|
≤
x
≤
x
x
'
'
'
j
j
j
j ∈N \i
j ∈N \i
j ∈N
j ∈N xj 2bi +2c =
2bi +2c
2bi +2c
2bi +2c ' ≤
'
'

' gij −2c '
j ∈N xj ' 2bi +2c ' < maxj ∈N {xj }.
Accordingly, Assumption 1 indicates that any mobile user’s external content demand
is no more than the maximum content demand among all the other mobile users.
For the noncooperative game, the Nash equilibrium is defined as the point at which
no player can improve the utility by changing its strategy unilaterally. Next, we
discuss the existence and uniqueness of the Nash equilibrium of subgame G u under
Assumption 1.


Existence of the Equilibrium of Subgame G u

proposition 6 Under Assumption 1, subgame G u = {N ,{ui }i∈N ,[0, +∞)N } admits
the Nash equilibrium for all values of pu and θi .
Proof We denote maxj ∈N {xj∗ } as xi∗ , i.e., xi∗ ≥ xj∗,∀i = j , and we have xi∗ =

+
u (1−θ )| 
u (1−θ )|
g −2c
ai −pu (1−θi ) 
∗ gij −2c
i
i
≤ |ai −p
+ j ∈N \i xi∗ 2biji +2c ≤ |ai −p
+
2bi +2c + j ∈N \i xj 2bi +2c
2bi +2c
2bi +2c

u
|gij −2c|
|ai −p
 (1−θi )|
. With simple transformations, we have xi∗ ≤ 2b +2c−
xi∗ j ∈N2b\ii +2c
|g −2c| .
i

j ∈N \i

ij

x guarMeanwhile, xi∗ is the maximum in x∗ , and we can conclude that there exists 
u
anteeing the boundedness of strategy space in [0,
x ]. As ui (xi ,x−i ,p ,) is continuous
and concave in each xi , the subgame G u admits the Nash equilibrium [442]. The proof
is now completed.

Uniqueness of the Equilibrium of Subgame G u
proposition 7 Under Assumption 1, the Jacobian matrix of point-to-set mapping
with respect to the utility profile, i.e., ∇F(u(x)), is strictly diagonal dominant, and thus
the Nash equilibrium of subgame G u = {N ,{ui }i∈N ,[0, + ∞)N } is unique.


Proof From u(x) = {u1 (x), . . . ,uN (x)}, we have point-to-set mapping F = F(u(x)) =
[∇xi ui (x)]N
i=1 [442]. ⎡
⎤
2 u (x)
2 u (x)
2 u (x)
∇1,2
· · · ∇1,N
∇1,1
1
1
1
⎢ ∇ 2 u (x)
2 u (x)
2 u (x) ⎥
∇2,2
· · · ∇2,N
⎢ 2,1 2
⎥
2
2
⎥=
∇F = ∇F(u(x)) = ⎢
..
..
..
..
⎢
⎥
.
.
.
.
⎣
⎦
⎡

−2b1 − 2c
⎢ g21 − 2c
⎢
⎢
..
⎣
.

2 u (x) ∇ 2 u (x) · · · ∇ 2
∇N,1
N
N,N uN (x)
N,2 N
⎤
g12 − 2c · · · g1N − 2c
−2b2 − 2c · · · g2N − 2c ⎥
⎥
⎥. Based on Assumption 1, we have
..
..
..
⎦
.
.
.

gN1 − 2c
g − 2c ' · · · −2bN − 2c
 'N2
[−∇F]ii > j =i '[−∇F]ij ' ,∀i. Thus, −∇F is strictly diagonal dominant, and positive
definite accordingly. Then, ∇F + ∇F is negative definite. Therefore, u(x) is diagonally
strictly concave [442]. The proof is now completed.
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⎡
⎢
⎢
We denote ∇F as G − 2, where  = ⎢
⎣
⎡
⎢
⎢
G = ⎢
⎣

0
g21 − 2c
..
.

g12 − 2c
0
..
.

· · · g1N − 2c
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.
.
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..
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0
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..
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0

0

⎤

···
···
..
.

0
0
..
.

⎤
⎥
⎥
⎥ and
⎦

· · · bN + c

⎥
⎥
⎥ for ease of presentation. Addition⎦

gN1 − 2c gN2 − 2c · · ·
0

ally, a = [a1,a2, . . . ,aN ] , 1 = [1, . . . ,1] , b = diag{[2b1,2b2, . . . ,2bN ] },  =
[θ1,θ2, . . . ,θN ] , c = [2c,2c, . . . ,2c], s = [s,s, . . . ,s], and I is the n × n identity
matrix. Based on Proposition 7, we can conclude that there exists a set P and xi > 0
only for i ∈ P. If i ∈
/ P, xi = 0. Specifically, the mobile users in set P are the mobile
users in N , which have the positive content demand. We denote xP as the vector of
all xi such that i ∈ P, and define GP , P , cP , and bP similarly. We then have the
following proposition.
proposition 8 Denoting x∗ = xN as the unique equilibrium of the subgame G u and
xP as the vectors of all xi such that xi > 0, then the matrix form of the equilibrium of
the subgame G u is as follows:
xP = (GP − bP − 1P cP )−1 [p u (1P − P ) − aP ],
xN −P = 0.
Proof With (bP ) = bP , (1P cP ) = 1P cP , and (GP ) = GP , the matrix form of
the derivative of ui (xi ,x−i ,pu,θi ) in (12.2) can be written as:
aP − bP xP + GP xP − pu (1P − P ) − 1P cP xP = 0.

(12.6)

Similar to [437], we can easily prove that (GP − bP − 1P cP ) is invertible under

Assumption 1. Then, we obtain xP = (GP − bP − 1P cP )−1 pu (1P − P ) − aP ,
and we have GP − bP − 1P cP = GP − 2P . Meanwhile, we also have xP =
(GP − 2P )−1 pu (1P − P ) − aP . The proof is now completed.
Then, we propose the best response algorithm to obtain the Nash equilibrium with
respect to mobile users’ content demand, as described in Algorithm 6. This algorithm
iteratively updates mobile users’ strategies based on their best response functions in Eq.
(12.5). Algorithm 6 can converge to the Nash equilibrium of mobile users’ subgame G u ,
similar to that in [439].
proposition 9 Algorithm 6 can obtain the Nash equilibrium of subgame G u .
Proof

The detailed proof is similar to that in [439] and hence omitted for brevity.
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Algorithm 6: Simultaneous best-response updating for finding Nash equilibrium of
subgame G u
1: Input:
[0]
[1]
Precision
+ threshold ε,+ xi ← 0, xi ← 1 + ε, iteration index k ← 1;
+ [k]
[k−1] +
2: while +xi − xi
+ > ε do
1
3:
for all i ∈ N do
+
 [k] gij −2c
[k+1]
ai −pu (1−θi )
4:
xi
=
+
xj 2bi +2c ;
2bi +2c
j ∈N

end for
6:
k ← k + 1;
7: end while
[k]
8: Return xi ;
5:

In the subsequent sections, we consider the ideal situation where all mobile users have
positive content demand2 at the Stackelberg equilibrium, i.e., a special case of (12.5).
We introduce the following assumption similar to that in [436, 443], as follows.
assumption 2 All mobile users have the positive content demand at the Stackelberg
equilibrium, i.e., xi > 0,∀i.
To ease the description, we can rewrite (12.5) in a matrix form and have the following
proposition directly.
proposition 10 The matrix form of the best response of all the mobile users with
respect to the content demand is


x∗ (,p u ) = K pu (1 − ) − a ,
(12.7)
where K = (G − 2)−1 is a negative definite matrix according to Lemma 1.
G − 2 is a negative definite matrix, which is invertible.

Proof If Assumption 1 holds, we have (2 − G)ii = 2bi '+ 2c > j'=i (gij − 2c) >



'
'
j ∈N (gij − 2c) = −
j ∈N (2 − G)ij = −
j ∈N (2 − G)ij . Accordingly,
B − G is strictly diagonal dominant.
' theorem '[444], every
' Based on Gershgorin
'  circle
eigenvalue λ of G − 2 satisfies '(2 − G)ii − λ' < j ∈N '(2 − G)ij '. Therefore,
we know λ > 0, and thus 2 − G is negative definite matrix, and accordingly G − 2
is invertible. The proof is now completed.
lemma 12.1

12.1.4

Leader Game: Optimal Sponsoring and Pricing Strategies Analysis
In this section, we address the mutual interaction between the content provider and
the service provider by characterizing the scenarios where the service provider and the
2 In the typical market, the monopolist seller wants to charge individuals low enough (lower than a

threshold) so that all consumers would like to purchase a positive amount of goods [436]. Specifically, if
mobile users are charged appropriately, none of the mobile users chooses zero content demand.
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content provider compete sequentially, the service provider and the content provider
compete simultaneously, and the service provider and the content provider cooperate
for a common goal, respectively.

Sequential Competition between Content Provider and Service Provider
We first investigate the sequential competition scenario, where the service provider first
optimizes its pricing strategy for revenue maximization, and then the content provider
optimizes its sponsoring strategy for profit maximization sequentially, as illustrated
in Figure 12.2. Under this setting, Problems 1 and 2 together form a noncooperative
sequential game for modeling the interplay between the content provider and the service
provider. In the following, we solve Problems 2 and 1 in each level sequentially using
backward induction.
The content provider achieves the profit maximization by solving Problem 2 for each
fixed choice of pu . We observe that profit function of the content provider, P is concave
over θi . Thus, Problem 2 is a convex optimization problem. Again, the optimal solution
must satisfy the first order condition. Thus, the optimal solution for Problem 2 can be
obtained in the following proposition.
proposition 11 Under Assumption 2, given price p u charged by the service provider
to mobile users, the matrix form of the optimal sponsorship factor ∗ is
%
&−1 

∗ = −2t γpu K + 2pu I
γs + (I − 2γtK)(pu 1 − a) ,
(12.8)
where K = (G − 2)−1 .
Proof

Please refer to [445] for details.

Note that the Proposition 11 is based on Lemma 2 as follows.
lemma 12.2
Proof

I − γtK is invertible.

We first decompose I − γtK as follows:
I − γtK = I − γt (G − b − 1c)−1
= I − γt (G − 2)−1
%
&
= G − b − 1c − γtI (G − b − 1c)−1 .

(12.9)

We know that (G − b − 1c)−1 is invertible as proved in Lemma 1. As for the term
G − b − 1c − γtI, b and γtI are diagonal matrices and can be combined together.
Then recall from Assumption 1 that the condition for the reversibility of this term is
 gij −2c
 gij −2c
2bi +γt+2c < 1,∀i ∈ N . Under Assumption 1, we have
2bi +2c < 1,∀i ∈ N ,
j ∈N

and


j ∈N

gij −2c
2bi +γt+2c

<


j ∈N

gij −2c
2bi +2c .

j ∈N

Therefore, the condition for the reversibility of the

term G − b − 1c − γtI is achieved under Assumption 1. Thus, the matrix I − γtK is
invertible. The proof is now completed.
The service provider obtains its revenue from charging mobile users, and the price
charged is the same for all the mobile users with uniform pricing. Thus, the service
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provider determines the optimal price pu by solving Problem 1. Now we obtain the
optimal content demand x∗ (p u,) in (12.7) from level III and the optimal sponsorship
factor ∗ (p u ) in (12.8) from level II. We next substitute ∗ (p u ) into (12.7) and obtain
the following expression with some simple transformations:
%
&−1 % u
&
p 1 − γs − a .
(12.10)
x∗ (p u ) = K −2t γK + 2I
Then we can substitute x∗ (p u ) from (12.10) into (12.4) to solve Problem 1. The matrix
form of (12.4) is expressed by pu x1 or pu x 1. Clearly, the utility function of the service provider in (12.4) is concave with respect to the price p u . After setting the derivative
∂
u
∂pu equal to 0, we obtain the optimal value of p with the following proposition.
proposition 12 With the best response of the content provider and mobile users, the
optimal price p u charged by the monopolistic service provider to the mobile users is
expressed by:

−1

%
&−2 
{p u }∗ = 1 K(−2t γK + 2I)−1 1 1 K −2t γK + 2I
4γs + 4γtKa − 4γ2 t 2 K2 a .
(12.11)
Proof

Please refer to [445] for details.

proposition 13 The unique Stackelberg equilibrium exists in the proposed hierarchical three-level Stackelberg game.
Proof In our hierarchical three-level Stackelberg game, each level has its optimal
closed-form solution: the pricing strategies {pu }∗ in (12.11), the sponsoring strategy
∗ in (12.8), and the mobile user content demand x∗ in (12.7). As we have proved that
each level has an equilibrium, the Stackelberg equilibrium of the proposed three-level
game model exists. If we know that each equilibrium in each level is unique, we can
conclude that the Stackelberg equilibrium is also unique. Therefore, the existence and
uniqueness of the equilibrium can be guaranteed.

Simultaneous Competition between Content Provider and Service Provider
It is worth noting that the model for the interaction among the service provider, the
content provider, and mobile users can be reduced to a two-level game, if we consider
that the service provider and the content provider occupy the same level of decision
hierarchy, as illustrated in Figure 12.3. In this scenario, the content demand game of
mobile users is referred to as the lower level II of the hierarchical Stackelberg game.
In the upper level I, two entities, i.e., the service provider and the content provider,
both act as the leaders of the two-level game. In particular, the service provider and the
content provider compete with each other simultaneously and selfishly, and thus their
interaction can be modeled as a noncooperative static game. This situation can happen
when the service provider and content provider have similar market influence in which
they cannot decide on their strategies sequentially.
Based on the Nash equilibrium of the content demand x∗ (p u,) in (12.7) from
level II, the service provider and the content provider optimize, respectively, their
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Stage I

Competition

Service provider
Payment

Content provider

Sponsorship

Data

Stage II

MU 1

MU 2

MU 3

….

Advertisement
revenue

MU N

Figure 12.3 Two-level Stackelberg game model of the interactions among the service provider,
content provider, and mobile users in the sponsored content market.

pricing and sponsoring strategies in level I. Specifically, the service provider determines
the price to maximize its revenue defined in (12.4) by solving Problem 1, and the
content provider determines the sponsorship factor to maximize its profit defined
in (12.3) by solving Problem 2 simultaneously. Thus, Problems 1 and 2 together
form a noncooperative static game. Then, we investigate the Nash equilibrium of this
noncooperative game and conclude with the following proposition. We first introduce
an assumption:
assumption 3

The total payment from
provideris"larger
! mobile
 user i to service 0
=
−γtK
ai
u
−1
.
than a threshold, i.e., p (1 − θi ) > max γs, 3 , ( −2γtK + I)
2 a
i

Proof

Please refer to [446] for details.

proposition 14 The existence and the uniqueness of the Nash equilibrium of the
noncooperative game between the content provider and the service provider can be
guaranteed under Assumption 3.
Then, we use the best-response dynamics for calculating the Nash equilibrium of
the two-player noncooperative game at this level. Thus there exists a unique each Nash
equilibrium of the Level 1 game in this Stackelberg game under Assumption 3, and
because the Level 2 game also admitted a unique Nash equilibrium, it follows that
the Stackelberg equilibrium is also unique. Accordingly, we apply the best-response
dynamics algorithm to achieve the unique Stackelberg equilibrium, as described in
Algorithm 6.

Cooperation between Content Provider and Service Provider
In the noncooperative game discussed in Section 12.1.4, the interaction among selfish
players may lead to an inefficient Nash equilibrium. In order to address the well-known
inefficiency of Nash equilibrium of the non-cooperative game, we consider another
practical cooperative setting between the content provider and the service provider. In
this scenario, the interaction between the two providers is modeled as an optimization
problem. Thus, the objectives of the content provider and the service provider are to
maximize their aggregate payoff.

12.1 Sponsored Content Game Theoretic Modeling

329

Algorithm 7: Best-response dynamics algorithm to find the Stackelberg equilibrium
1: Initialization:
Select initial input  and pu , precision threshold ε, k ← 1;
2: repeat
3:
Mobile users decide the content demand x[k] based on (12.7);
4:
Content
provider &updates the sponsoring strategy according to
%
 %{p u }[k−1],x[k]
& , and service provider updates the pricing strategy using
pu [k−1],x[k] , and the price and sponsorship information are broadcast to
all mobile users;
5:
k←
+ k + 1;
+
6:

until

+ u [k]
+
+{p } −{pu }[k−1] +
1
+
+
+{pu }[k−1] +

< ε and

1

Output: The optimal demand
price {pu }∗ .

+ [k]
+
+ −[k−1] +
+ [k−1] + 1
+
+
1

x∗ ,

<ε

optimal sponsorship factor ∗ and optimal

In particular, we consider the service provider and the content provider as a single
entity, referred to as a coalition. This situation can happen, for example, when the
service provider and content provider are a close business partner. Then, in level I, the
content provider–service provider coalition determines the sponsoring and the pricing
strategies jointly, with the purpose of maximizing their aggregate payoff, i.e., R =
P +. Therefore, Problems 1 and 2 need to be modified, specifically, the new problem,
i.e., the content provider–service provider coalition’s payoff maximization problem is
formulated as follows:


(sxi − txi 2 ) + pu
xi (1 − θi )
maximize R = γ
θi ,pu
i∈N
i∈N
(12.12)


subject to x = K pu (1 − ) − a .
We can rewrite the objective function of (12.12) in matrix form and eliminate x from
the objective function with KKT condition. Then, we apply the second-order partial
derivative to check its Hessian matrix. Thus, we have the following proposition.
proposition 15 Under Assumption 3, the objective function in (12.12) is strictly
concave with respect to its decision variables  and pu , and thus there exists a unique
globally optimal solution for {∗,{p u }∗ }.
Proof

Please refer to [446] for details.

However, it is impossible to derive the closed form solution for ∗ and {pu }∗ , due
to their complicated expression. In our performance evaluation, we can apply the lowcomplexity iterative algorithms based on the gradient-assisted binary search algorithm
to find the optimal sponsorship factor ∗ and optimal price {pu }∗ , which are the optimal
solutions of the problem in (12.12).
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12.1.5

Performance Evaluation
In this section, we report on the outcome of simulations used to evaluate the performance
of the strategy adaptation of the service provider, content provider, and mobile users
in sponsored content market under sequential competition, simultaneous competition,
and cooperation scenarios. We consider a group of N mobile users in a social network
and assume that the parameters ai and bi of mobile users follow the normal distribution
N (μa ,1) and N (μb,1), respectively. Likewise, the social tie gij between any two mobile
users i and j follows a normal distribution N (μg ,1). The default parameters are set as
follows: c = 3, γ = 3, s = t = 5, μa = μb = 30, μg = 4, and N = 100.

The Impacts of the Number of Mobile Users
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We first investigate the impact from varying the number of mobile users on the three
entities of the sponsored content market, i.e., mobile users, content provider, and service
provider, as shown in Figure 12.4. As expected, the total content demand of mobile
users, the profit of the content provider, and the revenue of the service provider increase
as the number of mobile users increases, in the simultaneous competition and cooperation scenarios. The reason is that adding more mobile users would enhance each
mobile user’s interactions with others and potentially stimulate more content demands
of the new mobile users. However, due to the congestion effects, the marginal increase
of the content demand decreases as the number of mobile users increases. Meanwhile,
the content provider provides larger sponsorship for the coming mobile users in three
scenarios. Further, we observe that in the sequential competition scenario, the profit
of the content provider decreases as the number of mobile users increases. The reason
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Figure 12.4 The impact of the total number of mobile users on three entities of sponsored content

market.
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is that the service provider moves before the content provider in the sequential competition scenario. The service provider can predict that when the number of mobile
users increases, a higher price forces the content provider to offer larger sponsorship
to attract mobile users. Consequently, the service provider extracts more surplus from
the increasing sponsorship from the content provider, and thus the profit of the content
provider decreases. We also observe that the optimal price increases with the increase of
number of mobile users in the competition scenarios. The reason is that as the number of
mobile users increases, more mobile users have higher intrinsic demands. Consequently,
increasing the price does not result in significant decrease in total demand. However, in
the cooperation scenario, we observe that the optimal price decreases with the increase
of the number of mobile users. The reason is that the content provider–service provider
coalition aims to maximize their aggregate payoff in the cooperation scenario. When
the service provider reduces the price, the selfish content provider wants to offer smaller
sponsorship for saving cost in the competition scenarios. In the cooperation scenario,
the service provider and content provider are not selfish individuals, and therefore the
service provider–content provider coalition allows them to reduce the price and offer
larger sponsorship at the same time, which extracts the surplus from the mobile users to
full extent and achieves higher aggregate payoff.

The Impact of Social Network Effects
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We then investigate the impact of network effects on these three entities, and the results
are shown in Figure 12.5. In all three scenarios, the total content demand of mobile
users, the profit of the content provider, and the revenue of the service provider increase
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Figure 12.5 The impact of social network effects on three entities of sponsored content market.
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significantly with stronger network effects. This is from the fact that when the network
effects become stronger, the demand of each mobile user is promoted due to stronger
positive interdependency on each other. When the total content demand of mobile users
is high enough, consequently the content provider is able to offer smaller sponsorship to
save money. In the competition scenarios, we observe that the optimal price decreases
as the network effects become stronger. The reason is that when the network effects
are strong, the mobile users are positively motivated to have higher content demand.
The service provider has the incentive to reduce the price for stimulating more content demand by taking advantage of the underlying network effect. However, in the
cooperation scenario, we observe that the optimal price increases as the network effects
become stronger. This is from the fact that the sponsorship from the content provider
in the cooperation scenario is higher than that in the competition scenarios. Recall that
both the content provider and the service provider aim to maximize their aggregate
payoff in the cooperation scenario. As such, increasing the price will not significantly
reduce the content demand of mobile users. Therefore, the service provider has the
incentive to increase the price slightly to extract more surplus because the content
provider will not selfishly offer smaller sponsorship for saving cost. Consequently, the
content provider–service provider coalition achieves higher aggregate payoff as the
network effects become stronger.
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Next, we evaluate the impact of congestion effects on three entities, as illustrated in
Figure 12.6. We first observe that the total content demand of mobile users, the profit of
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Figure 12.6 The impact of congestion effects on three entities of sponsored content market.
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the content provider, and the revenue of the service provider decreases as the congestion
factor increases in the three scenarios. The reason is that the congestion has a negative
impact on the content demand of mobile users. As such, when the congestion factor
increases, the decreasing content demand of mobile users leads to decrease of the profit
of the content provider and the revenue of the service provider. In the competition
scenarios, we observe that when the congestion factor increases, the optimal offered
sponsorship increases and the optimal price decreases. This is due to the fact that the
content provider needs to offer larger sponsorship with increase of congestion factor
to retain the original mobile users at least, which may incur more cost. Meanwhile,
the service provider has no incentive to set lower price to encourage content demand
of mobile users because the selfish content provider will offer smaller sponsorship
for saving cost due to the competition. On the contrary, in the cooperation scenario,
we observe that the optimal price decreases with increase of congestion factor. The
reason is that the content provider–service provider coalition will not optimize their
individual payoff selfishly due to the common goal. Therefore, in order to compensate
the increasing congestion effects, the content provider–service provider coalition offers
a larger sponsorship and also reduces the price. This slightly compensates the decreasing
content demand of mobile users and further extracts the surplus from them.

The Impact of the Advertisements Revenue of the Content Provider
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Further, we evaluate the impact of the advertisements (ads) revenue of the content
provider on three entities, as shown in Figure 12.7. In the competition scenarios, the
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Figure 12.7 The impact of ads revenue level of content provider (CP) on three entities of
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optimal price and the optimal sponsorship increase as the ads revenue level of content
provider increases. The reason is that the content provider has an incentive to offer
larger sponsorship to attract content demand of mobile users when the ads revenue level
is improved. This enables the content provider to gain higher ads revenue. However, due
to the competition, the service provider wants to increase the price because it knows that
increasing sponsorship from the content provider slightly compensates the increasing
price, which will not significantly reduce the content demand of mobile users. In the
sequential competition scenario, we also observe that the profit of the content provider
decreases as the ads revenue level increases. The reason is that the service provider
predicts that the higher price leads to larger sponsorship from the content provider,
and the content provider can merely choose the optimal sponsorship given the price
determined by the service provider. Recall that the content provider cannot unilaterally
change the sponsorship to reduce the revenue of the service provider in the sequential
competition scenario. When the ads revenue level of the content provider increases,
the motivation of the content provider for offering larger sponsorship is higher. By
utilizing this motivation, the service provider wants to considerably increase the price
and further extract more surplus from the content provider, and therefore the profit
of the content provider decreases. In the cooperation scenario, we observe that the
optimal price decreases with the increase of ads revenue level of the content provider.
This is because when the content provider–service provider coalition offers substantial
sponsorship, reducing the price can significantly attract the content demand of mobile
users. Although the revenue of the service provider slightly decreases, the profit of
the content provider substantially increases due to the increasing content demand. As
the ads revenue level increases, the increasing profit is greater, which compensates the
decreasing revenue of the service provider. Consequently, the aggregate payoff of the
content provider and the service provider increases.

The Comparison of Three Mutual Interplays between Content Provider
and Service Provider
Finally, we compare three mutual interplays between the content provider and the
service provider in Figures 12.4–12.7. We first compare the competition scenarios,
i.e., the sequential competition and simultaneous competition scenario. As expected,
in the sequential competition scenario, the profit of the content provider is lower, and
the revenue of the service provider is higher than those in the simultaneous competition
scenario. Recall that the service provider moves before the content provider in the
sequential competition scenario. The service provider is able to predict that the content
provider will offer larger sponsorship to retain the existing mobile users if the service
provider increases the price. However, the content provider can merely choose the
sponsorship that maximizes its profit given the price, but cannot increase its profit
unilaterally by changing the sponsorship. Thus, in the sequential competition scenario,
given the higher price determined by the service provider, the content provider offers
larger sponsorship. Taking advantage of this, the service provider can increase the price
because it can make a market decision before the content provider in the sequential
competition scenario. Although the content demand of mobile users decreases, the
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revenue of the service provider still increases compared with the simultaneous competition scenario. The reason is that the service provider extracts more surplus from
the increasing sponsorship from the content provider, and consequently the profit of
the content provider decreases. Instead, in the simultaneous competition, the service
provider and the content provider have the same priority. In this case, the content
provider can change its sponsoring strategy to reduce the profit of the service provider,
which in turn changes the pricing strategy of the service provider. The same applies
to the service provider. Therefore, the content provider and the service provider play
against each other for their individual benefits.
We then compare the cooperation scenario and the competition scenarios. Recall
that in the cooperation scenario, the content provider–service provider coalition aims
to maximize its aggregate payoff. In other words, the coalition is able to adopt the
strategies that fully extract the surplus from mobile users. In this scenario, the coalition
usually sets a lower price and provides more sponsorship to better encourage all the
mobile users. Therefore, the cooperation between the content provider and the service
provider helps to achieve higher aggregate payoff, as indicated in Figures 12.4–12.7.
However, in the competition scenarios, when the service provider sets a lower price,
the selfish content provider wants to offer smaller sponsorship to maximize its profit
because the sponsorship is not necessary when the price is low enough. As a result, the
aggregate payoff of the content provider and the service provider decreases, compared
with the cooperation scenario. We also observe that the content demand of mobile
users in the cooperation scenario is higher than those in the competition scenarios. The
reason is that the content provider and the service provider can cooperate for attracting
content demand of mobile users and thus fully extract the surplus from mobile users.
All the results in Figures 12.4–12.7 clearly show that the cooperation between the
content provider and the service provider is the best choice for the two providers in
the sponsored content market.

12.2

College Admission Model for Facebook Content Caching
Nowadays, with the emergence of mobile devices such as smartphones and tablets,
more and more users are accessing the online social networks such as Facebook, Flickr,
and so on. As one of the largest online social networks, Facebook stores billions of
photo contents. To deliver the contents to users efficiently, heterogeneous cache centers
are used to support the Facebook Backend storage center. One important metric to
quantitatively capture user satisfaction is the response delay of the user request, which is
highly dependent on the data fetching paths, and thus relating to specific content caching
allocation techniques. As a result, an appropriate content caching methodology can play
a major role in improving the user satisfaction.
Before discussing any caching method, we first introduce the Facebook photo storage
architecture, as shown in Figure 12.8. There are typically three layers of cache centers in
front of the Backend storage, also called the Haystack storage. These three cache layers
are the Browser cache, the Edge cache, and the Origin cache. The Haystack storage
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Figure 12.8 The caching system architecture (e.g., Facebook). © 2015 IEEE. Reprinted, with
permission, from Gu et al. 2015.

stores all the data [447], part of which will be cached to the one of the three-layer cache
centers to reduce the service latency. The first layer, which is the closest to the end
users, is the Browser cache. The Browser cache centers are typically embedded in the
user equipment such as desktops and mobile phones. The second layer cache is called
the Facebook Edge cache [448], and the third layer is called the Origin cache. When a
user requests data from Facebook, it first looks up the content in the user’s local Browser
cache. If the fetch is a miss, the browser sends an HTTP request to the Internet, and the
Facebook web server calculates a photo fetching path, which directs the search process
to the higher layers of cache. Then, if the search in the Edge cache fails again, it will
proceed to the Origin cache. If a miss happens again, the last try would be the Backend
storage, which guarantees a 100 percent hit because it stores all the data [449].
Obviously, regarding the preceding data fetching procedure, the service latency
increases as the fetch path goes to the higher layer cache centers. Besides, the service
latency also varies for different cache centers in the same layer due to geographical
diversity. Thus, as the preceding process of the photo fetching, the content caching
mechanism must be well designed to improve user satisfaction (i.e., to reduce service
latency). It has been proposed to efficiently store the contents to increase the hit ratio in
different layers and minimize the service latency [450]. The authors in [451] introduce
a domain name system that protects against the distributed denial of service attacks
attempting to overload the network to failure and cache hacks.
In this section, we consider the Facebook photo storage system and focus on the data
caching mechanism to maximize user satisfaction. Main highlights of our approach to
this problem are as follows.
1.

2.

We propose a three-layer caching system, where photos can be cached to different
cache centers to minimize the average service latency. Innovative metrics, such
as the data’s popularity and the cache centers’ delay hierarchy, are considered
during the optimization. We formulate this problem as a mixed integer linear
programming (MILP) problem, which can be solved by CPLEX [452].
We model the content caching problem as a matching game [453]. We treat the
content and the cache center as two distinct matching parties. The preferences
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of both parties are built based on factors like popularity and locality. We solve
this matching problem using the proposed resident-oriented Gale/Shapley (RGS)
algorithm, which is a distributive algorithm compared to the centralized MILP
optimization.
Finally, we evaluate the proposed framework through simulation. We compare the
performance of the centralized and distributed algorithms, as well as the random
allocation mechanism. Computational complexity analysis is also provided.

System Model and Problem Formulation
As indicated in [447], the Facebook web Browser caches are co-located with the user
devices. Currently, nine Edge cache centers are located in San Jose, Palo Alto, Los
Angeles, Dallas, Chicago, Atlanta, Miami, Washington, D, and New York City. Besides,
four Origin cache centers are located in Virginia, North Carolina, Oregon, and California. Here, we consider a three-layer caching system, which includes the Edge cache,
the Origin cache, and the Backend storage. The reasons that we do not include the
Browser cache are stated as follows: (1) the Browser cache is dedicated to its co-located
end user, so no matter whether a request hits or misses in its local browser cache, any
other browser cache could not be a candidate cache for this client; and (2) the response
delay of data fetching from the Browser cache is almost ignorable compared to the other
layer cache centers. Thus, we consider the content allocation within the Edge cache, the
Origin cache, and the Backend storage.
In this model, we assume our network as a circular area with the radius of R. We
assume K users U = {u1, . . . ,uk , . . . ,uK } and N cache centers C = {c1, . . . ,ci , . . . ,cN }
randomly located inside the circle, as shown in Figure 12.9. The N cache centers
consist of Ne Edge caches, No Origin caches, and Ns Backend storage, and thus,
N = Ne + No + Ns . We denote the set of Edge caches by
e
},
Ce = {c1e, . . . ,cie, . . . ,cN
e

1 ≤ i ≤ Ne .

(12.13)

1 ≤ i ≤ No .

(12.14)

The set of Origin caches can be represented by
o
},
Co = {c1o, . . . ,cio, . . . ,cN
o

Figure 12.9 The system model. © 2015 IEEE. Reprinted, with permission, from Gu et al. 2015.
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The set of Backend storage can be represented by
s
},
Cs = {c1s , . . . ,cis , . . . ,cN
s

1 ≤ i ≤ Ns .

(12.15)

Without loss of generality, we assume that cache centers in the same layer have
identical capacities, while the capacities of different layer cache centers are different,
denoted as qe,qo,qs for the Edge cache, the Origin cache, and the Backend storage,
respectively. The capacities of the Edge cache, the Origin cache, and the Backend
storage are defined as qe , qo , and qs , respectively. For simplicity, we assume that all the
contents are of equal size, r, and are denoted by M = {m1, . . . ,mj , . . . ,mM }, where
M is the number of contents.
definition 12.3 Allocation Matrix X is an N × M matrix with the (i,j )th element
xij ∈ {0,1} indicating the allocation of the content mj to the cache center ci , ∀ci ∈ N ,
and ∀mj ∈ M. If xij = 1, the j th content is allocated to the ith cache center, and if
xij = 0, otherwise.
We assume that each content can be cached only once, thus we have

xij ≤ 1.

(12.16)

i∈N

We assume the capacities of the cache centers as Q, Q(i) ∈ {qe,qo,qs }, ∀ci ∈ N .
Each cache center should cache the amount of data by no more than its capacity, that is,

rxij ≤ Q(i),∀ci ∈ N .
(12.17)
mj ∈M

When determining the caching priority of different contents, we consider two factors:
the content’s popularity distribution and the cache center’s service delay. We define them
in the following two subsections.

Popularity Modeling
Intuitively, popular contents are requested more frequently than those less popular contents. The work in [447] explores the geographical patterns in the data request flows
and finds out that most of the users’ traffic is served by the nearby cache centers. Thus,
popular contents should have higher priority to be cached to the centers that are in nearby
locations to the users. On the other hand, as shown in [454, 455], the user online activity
shows the homophily and locality effects, meaning people who are geographically close
may have similar trends of accessing the contents. Thus, caching the content by its
popularity regarding different districts can increase the hit probability.
A natural way to quantify the content popularity is by tracking the number of repeated
requests for this content. Here we define the popularity matrix as follows.
definition 12.4 Popularity Matrix F is a K × M matrix in which the kj th element
fkj represents the number of requests for the content mj from the user uk during a
certain period of time, ∀uk ∈ K and ∀mj ∈ M.
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Delay Modeling
According to [447], when a user receives an HTML file from the Facebook web server,
the fetching path is based on the URL information carried in the file. These URLs are
generated by the web servers to control the traffic distribution across the serving stack.
The routing policy is designed based on the factors such as consideration of the service
latency, cache center capacity, and Internet service provider (ISP) peering cost. There
seems to exist no open literature that discusses how exactly the Facebook web server
calculates the URLs. Thus, we make the following two assumptions to proceed further:
(1) the lower-layer cache centers have higher caching priorities than higher layer, and
(2) for cache centers in the same layer, the priority is geographically related. We denote
the service delay for the Edge cache, the Origin cache, and the Backend storage as te ,
to , and ts , respectively. Thus, we have the fetching delay inequality as follows
t e < to < ts .

(12.18)

Jointly considering the preceding two assumptions, we represent the general service
delay as follows
⎧
dki
⎪
,
if ci ∈ Ce,
⎨ te ∗ 2R
ki
(12.19)
tki =
,
if ci ∈ Cb,
te + to ∗ d2R
⎪
⎩ t + t + t ∗ dki , if c ∈ C ,
e
o
s
i
s
2R
where dki is the distance between uk and ci , and R is the radius of our selected area.
dki
dki
2R is a real number in the interval [0,1]. By utilizing 2R , we can add the geographical
location into the delay definition. On the other hand, by adding the lower-layer delay
(i.e., te , to , ts ) to the current layer delay calculation, we guarantee that higher-layer
cache centers have higher latencies. Thus, the delay matrix can be defined as follows.
definition 12.5 Delay Matrix T is a K × N matrix in which the kith element is
the response delay tki for client uk when fetching from cache center ci , ∀k ∈ K, and
∀ci ∈ N .

Problem Formulation
Under the caching constraints discussed in Section 12.2.1, we minimize the average
latency for the entire system. Because the allocation matrix X is the only variable
matrix and is binary valued, we can formulate this content caching problem as an MILP
optimization as follows.
min : T ◦ (F × X ),
X

s.t.



(12.20)

rxij ≤ Q(i),∀ci ∈ C,

(12.21)

xij = 1,∀mj ∈ M,and

(12.22)

xij = {0,1},∀ci ∈ C,mj ∈ M,

(12.23)

mj ∈M



ci ∈N
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where (12.20) is the objective function, presenting the overall response delay, defined
as the Hadamard product [456] “◦” of the corresponding response delay and the request
times of the contents from users. The request times of the contents can be calculated
by multiplying the popularity matrix F with the transpose of the allocation matrix X.
Constraint (12.21) defines the capacity of each cache center as Q. Constraint (12.22)
indicates that each content can be only allocated to one cache center. Constraint (12.23)
defines xij as a binary variable, which represents the caching of a certain content to a
certain cache center.
This MILP optimization can be solved by using the CPLEX [452] function for
MATLAB. This function provides an extension to the IBM ILOG CPLEX Optimizers
and allows users to define optimization problems and solve them with MATLAB. The
centralized solution will be used as the benchmark in Section 12.2.3.

12.2.2

The College Admission Model
The computational complexity of the optimization problem in (12.20) increases exponentially with the increase of the network size [457]. Thus, a low-complexity distributive
solution is needed. In this section, we propose a matching-based distributive solution,
which can achieve similar performance as the centralized optimization but with lower
complexity. We introduce the SA game to model the many-to-one matching between the
contents and cache centers.
In the SA game, students apply to colleges, and colleges decide whether to accept
them or not. A student ranks all the colleges by order of his/her preferences over these
colleges, which may depend on the college locations, or whether they offer a major
that interests the student. On the other hand, after receiving applications from students,
a college will rank the students who have applied based on their scores or expertise
in certain fields. Each college has a quota limiting the maximum number of students
that it can admit. Intuitively if a college receives applications more than its capacity, it
chooses the most preferred ones up to the quota and rejects the remaining students. In
this section, we introduce the SA model to formulate the content caching problem and
leverage the resident-oriented Gale/Shapley (RGS) algorithm to solve it.

Preference List Setup
As we have discussed previously, we can make use of the locality of the content’s
popularity to reduce the response delay. For different users, preferences over different
contents are generally different because people have different interests. Then taking the
locality factor into consideration, the users are more likely to be served by the nearby
cache centers. Thus, we calculate the average popularity of different contents among
Uclose (i) and define it as the preference of ci over these contents. It is represented as
follows.
definition 12.6 For cache center ci , ∀ci ∈ C, its preference over content mj , ∀mj ∈
M is

1
fkj .
(12.24)
P Lcache (i,j ) =
Kclose
k∈Uclose (i)
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By sorting each row of N ×M matrix P Lcache in a descending order, we can generate
the preference lists for all the cache centers. On the other hand, to define contents’
preferences, we use the average latencies of different cache centers. For the preference
of content mj over cache center ci , we consider the Kclose closest user set Uclose (i) of ci .
By taking into consideration the popularity of mj over Uclose (i), we can calculate the
average service delay as mj ’s preference over ci , which is represented as follows.
definition 12.7
∀ci ∈ C is

For content mj , ∀mj ∈ M, its preference over cache center ci ,
P Lcontent (j,i) =

1
Kclose



fkj × tki .

(12.25)

k∈Uclose (i)

By sorting each row of the M×N matrix P Lcontent in an ascending order, we generate
the preference lists for all the cache centers.

The Generalized GS Algorithm
In this subsection, we introduce the RGS algorithm to find the many-to-one stable
matching solution [458]. In an SA instance consisting of M students and N colleges,
the students continue proposing to the colleges, until all the students are placed or all
colleges have recruited enough students. During the proposal, each student applies to
his/her current favorite college, in line with his/her preferences, and then removes this
college from the preference list after applying to it. Then, for each iteration, after all the
students have proposed, each college checks its received proposals, together with the
students it has accepted in the previous iterations, and then keeps the most preferred
students up to its quota and rejects the rest. The proposal and rejection interaction
continues until either all the students are accepted or all the colleges are full [458].
We model the content as the student and the cache center as the college. First, the
preference lists are set up using the preference values defined in (12.24) and (12.25).
Second, the contents propose to their most favorite cache centers, and the cache centers,
based on their preferences and capacities, decide whether to accept these applications
or not. Finally, when all the contents are cached, the matching process terminates. The
RGS algorithm is stated in Algorithm 8.

12.2.3

Simulation Results and Analysis
Due to lack of real data traces, we have made some assumptions to simplify the simulations. In our setting, we assume that there are Ne = 10 Edge caches, No = 4
Origin caches, and Ns = 1 Backend storage. Thus, the total number of cache centers is
N = N1 + N2 + N3 = 15. The capacities of the Edge cache, the Origin cache, and the
Backend storage are assumed as qe = 0.1 Gb, qo = 0.25 Gb, and qs = ∞, respectively.
The data size is assumed as r = 50 Mb. Thus, the quota for the Edge cache, Origin
cache, and Backend storage are assumed as qre = 2, qro = 5, qrs = ∞, respectively. The
delay parameters are set up as te = 1, to = 10, and ts = 20. The total number of contents
to be cached is M = 70, which slightly exceeds the total capacity of the Edge and Origin
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Algorithm 8: Resident-oriented Gale/Shapley (RGS) Algorithm for CacheContent Allocation
Input: C, M, T , Q, F , r
Output: X
Initialization;
Construct the preference list of cache centers PLcache ;
Construct the preference list of contents PLcontent ;
Construct the set of unmatched contents Munmatch , set Munmatch = M;
while Munmatch = ∅ do
Contents propose to cache centers;
for all mj ∈ Munmatch do
Proposes to the first cache center ci in its preference list
PLcontents (j, :), set xij = 1;
Remove ci from PLcontent (j, :);
end for
cache centers make decisions;
for all ci ∈ C do

if j ∈M rxij ≤ Q(i) then
ci keeps all of the proposed contents;
Remove mj from Munmatch ;
else
ci keeps the most preferred Q(i) contents, and rejects the rest;
Remove these Q(i) contents from the Munmatch ;
Add the rejected contents into the Munmatch , and set xij = 0;
end if
end for
end while
End of algorithm;

caches. We assume the content popularity distribution (the photo request frequency) is
a random distribution within [0,10].
In the simulations, we propose another allocation mechanism, the min rank method,
which is also solved by GAMS/CPLEX. The optimization objective is to minimize
the total popularity rankings. This mechanism is similar to a combination of matching
theory and centralized optimization, which adopts the ranking definition in matching
as the objective and solves the optimization using GAMS/CPLEX. In addition, we
introduce the random allocation as another benchmark, to be compared with the three
proposed mechanisms, i.e., the MILP with min delay, the MILP with min rank, and the
RGS algorithm. In the random allocation, we assign the contents randomly to the cache
centers in different layers while satisfying the capacity requirement.
Figure 12.10 evaluates the average response delay for all users. Apparently, the proposed MILP with min delay method generates the smallest delay, followed by the MILP
with min rank method. The difference between the two MILP curves shows that it is
better to use the actual delay value instead of the ranking values when optimizing the
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response delay. For the other two curves, the RGS and the random allocation, the RGS
curve achieves better performance than the random method. It is reasonable that the
RGS method performs slightly worse than the two centralized mechanisms because it
is a distributive algorithm with much lower computational complexity. The complexity
of the RGS algorithm is O(N × M) [453], where N × M is the number of all possible
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(content, cache center) pairs. With the scaling of the system size, the distributive matching algorithm can be a good choice for reducing the computational complexity.
In Figure 12.11, we fix the network size and evaluate the delay distribution of
all the users. We have run 1,000 examples to obtain a relatively smooth and stable
distribution. We can have similar conclusions in Figure 12.11 as compared with
Figure 12.10. Figure 12.12 is another way to interpret Figure 12.11, which is the
histogram of all clients’ delay distribution. Most users’ latencies are distributed in the
interval [8.5,9.5] under the min delay, the min ranking, and the RGS methods, while
the response delay using the random allocation is more than 12.
The variance of the delay distribution is evaluated in Figure 12.13, which can represent the fairness between users. A small variance means a fair allocation. As can be seen
from Figure 12.13, the delay variances of the two centralized mechanisms are relatively
smaller than the RGS and the random methods.
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The hit ratio of each cache center is evaluated in Figure 12.14, which represents the
ratio of requests found in different cache layers. The way we cache the data determines
the way it is fetched, thus affecting the service latency. As shown in Figure 12.14, the
hit ratios in the lower layers using the three proposed mechanisms are higher than
the random allocation, which indicates that more data are cached to the lower layers
as we have expected. The RGS algorithm is achieving the same performance as two
centralized mechanisms because we give priority to the lower-layer cache centers when
setting up the preference lists.
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12.3

Summary
As wireless networks and mobile services become more personalized and customized,
game theory can be a suitable tool for system and service analysis and optimization.
This chapter has presented two major applications of game theory in this domain. The
first application is about analyzing and optimizing strategies of content providers and
service providers under the sponsored content scheme. The second application is about
matching between content and cache centers to support social network contents and
services.
Some future research directions in this topical area are as follows:
•

•

•

Oftentimes, context of players in the wireless networks and mobile services are
not known in advance. The players may have partial knowledge of the context,
i.e., attributes, of the other players. To address this issue, Bayesian game framework can be adopted. Instead of relying on deterministic information of the game,
the players establish and use beliefs to reach the best decisions. The Bayesian
Nash equilibrium can be derived.
As mobile services become more user-oriented and application-centric, context
is useful information that can be utilized to enhance the system performance
and user satisfaction. Emerging systems and applications such as fog computing
and device-to-device communications can leverage on the context information.
For example, a fog computing provider can offer the local computing services
to mobile users. The pricing strategy can be optimized knowing the personal
preference in terms of applications and quality requirement of the users.
Context information can be a useful and valuable resource, and thus can be
acquired by service providers to improve their service and system design. Context
information sharing and trading market can be established in which the service
providers can buy the context information given their valuation that can improve
the system operation and profitability. Game theoretic models can be developed
for context information sharing and trading.

13

Applications of Game Theory for
Green Communication Networks

The escalation of energy consumption in wireless networks directly results in increased
greenhouse gas emission, which has been recognized as a major threat to environmental
protection and sustainable development. The European Union has acted as a leader in
energy saving across the world and targeted a 20 percent greenhouse gas reduction.
China’s government has also promised to reduce the energy per unit of gross domestic
product (GDP) by 20 percent and major pollution by 10 percent by 2020. The pressure
of social responsibility serves as another strong driving force for wireless operators to
dramatically reduce energy consumption and carbon footprint. Worldwide actions have
been taken. For instance, Vodafone Group has announced to reduce its CO2 emissions
by 50 percent from its baseline of 1.23 million tonnes by 2020.
To meet the challenges raised by the high demands of wireless traffic and energy
consumption, green evolution has become an urgent need for wireless networks today.
As pointed out in [459], the radio access part of the cellular network is a major energy
killer, which accounts for up to more than 70 percent of the total energy bill for a number
of mobile operators. Therefore, increasing the energy efficiency of radio networks as
a whole can be an effective approach. Vodafone, for example, has foreseen energy
efficiency improvement as one of the most important areas that demand innovation for
wireless standards beyond long term evolution (LTE) [460].
Green communication, a research direction for the evolution of future wireless architectures and techniques toward high energy efficiency, has become an important trend
in both the academic and industrial worlds. Before green communication, there were
efforts devoted to energy saving in wireless networks, such as designing ultra-efficient
power amplifiers, reducing feeder losses, and introducing passive cooling. However,
these efforts were isolated and thus could not form a global vision of what we can
achieve in five or ten years on energy saving. Green communication, on the other hand,
targets innovative solutions based on top-down architecture and joint design across all
system levels and protocol stacks, which cannot be achieved via isolated efforts.
In this chapter, we introduce two emerging green communication techniques, namely,
wireless-powered and ambient backscatter communications, which have been receiving
a lot of attention recently due to their outstanding energy efficiency. We then present
technical challenges in developing green communication networks and review solutions
based on game theory to address these issues. Finally, we introduce an application of
Stackelberg game model to address the energy and communication efficiency for an
RF-powered cognitive radio network with ambient backscatter communications.
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13.1

Energy Harvesting and Green Communications

13.1.1

Wireless-Powered Communication Networks
Wireless-powered communication network (WPCN) is a new networking paradigm
where the battery of wireless communication devices can be remotely replenished
by means of wireless energy-harvesting technology. WPCN eliminates the need for
frequent manual battery replacement/recharging and thus significantly improves the
performance over conventional battery-powered communication networks in many
aspects, such as higher throughput, longer device lifetime, and lower network operating
cost. In WPCNs, wireless energy harvesting plays a key role, which supplies energy
for the wireless devices. In particular, wireless energy-harvesting technology [461]
enables wireless power transfer from a power source (e.g., a charger) to a load (e.g.,
a wireless device) across an air gap. This technology provides convenience and better
user experience. Recently, wireless energy harvesting has been rapidly evolving from
theories toward standards and is being adopted in commercial products, especially
mobile phones and portable devices. Using wireless energy harvesting has many
benefits. First, it improves user friendliness as the hassle from connecting cables is
removed. Different brands and models of devices can also use the same charger.
Second, it provides better product durability (e.g., waterproof and dust-proof) for
contact-free devices. Third, it enhances flexibility, especially to devices for which
battery replacement or cable connection or charging is costly, hazardous, or infeasible
(e.g., body-implanted sensors). Fourth, wireless energy harvesting can provide ondemand power, avoiding an overcharging problem and minimizing energy costs. In
2014, many leading smartphone manufacturers (e.g., Samsung, Apple, and Huawei)
released their products equipped with built-in wireless energy-harvesting capability.
IMS Research (www.imsresearch.com) envisioned that wireless energy harvesting will
number 4.5 billion by 2016. Pike Research (www.pikeresearch.com) estimated that
wireless-powered products will triple by 2020 to 15 billion.
Three major techniques for wireless energy harvesting are magnetic inductive coupling, magnetic resonance coupling, and microwave radiation. The magnetic inductive
and magnetic resonance coupling work in the near field, where the generated electromagnetic field dominates the region close to the transmitter or scattering object.
The near-field power is attenuated according to the cube of the reciprocal of the distance. Alternatively, microwave radiation works in the far field at a longer distance. The
far-field power decreases according to the reciprocal of the distance. Moreover, for
the far-field technique, the absorption of radiation does not affect the transmitter. In
contrast, for the near-field techniques, the absorption of radiation influences the load on
the transmitter.

Magnetic Inductive Coupling
Magnetic inductive coupling [462] is based on magnetic field induction, which delivers
electrical energy between two coils. Figure 13.1(a) shows the reference model. Magnetic
inductive coupling happens when a primary coil of an energy transmitter generates a
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Figure 13.1 Models of wireless charging systems: (a) inductive coupling, (b) magnetic resonance
coupling, and (c) far-field wireless charging.

predominant varying magnetic field across the secondary coil of the energy receiver
within the field, generally less than the wavelength. The near-field power then induces
voltage/current across the secondary coil of the energy receiver within the field. This
voltage can be used by a wireless device. The energy efficiency depends on the tightness
of coupling between two coils and their quality factor. The tightness of coupling is
determined by the alignment and distance, the ratio of diameters, and the shape of two
coils. The quality factor mainly depends on the materials, given the shape and size of the
coils as well as the operating frequency. The advantages of magnetic inductive coupling
include ease of implementation, convenient operation, high efficiency at close distance
(typically less than a coil diameter), and safety. Therefore, it is applicable and popular
for mobile devices. Recently, MIT scientists announced the invention of a novel wireless
charging technology, called MagMIMO [463], which manages to charge a wireless
device from up to 30 cm away. It is claimed that MagMIMO can detect and cast a
cone of energy toward a phone even when the phone is in a pocket.

Magnetic Resonance Coupling
Magnetic resonance coupling [464], as shown in Figure 13.1(b), is based on evanescentwave coupling, which generates and transfers electrical energy between two resonant
coils through varying or oscillating magnetic fields. As the resonant coils, operating at
the same resonant frequency, are strongly coupled, high energy transfer efficiency can
be achieved with small leakage to nonresonant externalities. This property also provides
the advantage of immunity to the neighboring environment and line-of-sight transfer
requirement. Compared to magnetic inductive coupling, another advantage of magnetic resonance charging is longer effective charging distance. Additionally, magnetic
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resonance coupling can be applied between one transmitting resonator and many receiving resonators, which enables concurrent charging of multiple devices.
In 2007, MIT scientists proposed a high-efficient midrange wireless power transfer
technology, Witricity, based on strongly coupled magnetic resonance. It was reported
that wireless power transmission can light a 60 W bulb from a distance of more than 2 m
with transmission efficiency around 40 percent [464]. Efficiency goes up to 90 percent
when the transmission distance is 1 m. However, it is difficult to reduce the size of a
Witricity receiver because it requires a distributed capacitive coil to operate. This poses
a big challenge in implementing Witricity technology in portable devices. Magnetic resonance coupling can charge multiple devices concurrently by tuning coupled resonators
of multiple receiving coils [465]. This has been shown to achieve improved overall
efficiency. However, mutual coupling of receiving coils can result in interference, so
proper tuning is required.

Microwave Radiation
Microwave radiation [466] utilizes microwave as a medium to carry radiant energy.
Microwaves propagate over space at the speed of light, normally in the line of sight.
Figure 13.1(c) shows the architecture of a microwave power transmission system. The
power transmission starts with the AC-to-DC conversion, followed by a DC-to-RF conversion through a magnetron at the transmitter side. After being propagated through
the air, the microwaves captured by the receiver rectenna are rectified into electricity
again. In network applications, an energy-harvesting-enabled device can either harvest
microwave radiation from dedicated sources or ambient environment. The typical frequency of microwaves ranges from 300 MHz to 300 GHz. The energy transfer can
use other electromagnetic waves such as infrared and X-rays. However, due to safety
issues, they are not widely used. Microwave energy can be radiated isotropically or
toward some direction through beamforming. The former is more suitable for broadcast
applications. For point-to-point transmission, beamforming transmitting electromagnetic waves, referred to as power beamforming, can improve the power transmission
efficiency. A beam can be generated through an antenna array (or aperture antenna). The
sharpness of power beamforming improves with the number of transmit antennas. The
use of massive antenna arrays can increase the sharpness. Recent development has also
brought commercial products into the market. For example, the Powercaster transmitter
and Powerharvester receiver allow 1 W or 3 W isotropic wireless power transfer.
Besides longer transmission distance, microwave radiation offers the advantage of
compatibility with an existing communication system. Microwaves have been advocated
to deliver energy and transfer information at the same time. The amplitude and phase
of microwaves are used to modulate information, while the radiation and vibration
of microwaves are used to carry energy. This concept is referred to as simultaneous
wireless information and power transfer (SWIPT). However, due to health concerns
regarding RF radiation, the power beacons are constrained by Federal Communications
Commission (FCC) regulation, which allows up to 4 W for effective isotropic radiated
power (i.e., 1 W device output power plus 6 dBi of antenna gain). Therefore, dense
deployment of power beacons is required to power handheld cellular mobiles with lower
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Table 13.1 The comparison among wireless energy-harvesting techniques
Wireless
charging
technique

Inductive
coupling

Advantages

Safe for humans,
simple implementation

Disadvantages

Short charging
distance, heating
effect, not suitable for
mobile applications,
needs tight alignment
between charger and
charging devices
From a few millimeters
to a few centimeters

Effective
charging
distance
Applications

Mobile electronics
(e.g., smartphones and
tablets), toothbrushes,
RFID tags, contactless
smart cards

Magnetic
resonance
coupling

Microwave
radiation

Multidevice charging,
high energy-harvesting
efficiency,
non-line-of-sight
transmitting
Not suitable for mobile
applications, limited
charging distance,
complex
implementation

Long effective
charging distance,
multidevice charging

From a few centimeters
to a few meters

Typically within
several tens of meters,
up to several
kilometers
RFID cards, wireless
sensors, implanted
body devices, LEDs

Mobile electronics,
home appliances (e.g.,
TV and desktop),
electric vehicle
charging

Not safe when the RF
density exposure is
high, low charging
efficiency, line-of-sight
charging

power and shorter distance. The microwave energy-harvesting efficiency is significantly
dependent on the power density at the receive antenna.
Table 13.1 shows a summary of the wireless energy-harvesting techniques. The
advantages, disadvantages, effective energy-harvesting distance, and applications are
highlighted.

13.1.2

Ambient Backscatter Communications
Modulated backscatter technique was first introduced by Stockman in 1948 [467] and
quickly became the key technology for low-power wireless communication systems.
In modulated backscatter communications systems, a backscatter transmitter modulates and reflects received RF signals to transmit data instead of generating RF signals by itself [468–470]. As a result, this technique has found many useful applications in practice such as radio-frequency identification (RFID), tracking devices, remote
switches, medical telemetry, and low-cost sensor networks [471, 472]. However, due to
some limitations [473–474], conventional backscatter communications cannot be widely
implemented for data-intensive wireless communications systems [475]. First, traditional backscatter communications require backscatter transmitters to be placed near
their RF sources, and hence they may not be suitable for dense deployment scenarios.
Second, in conventional backscatter communications, the backscatter receiver and the
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RF source are located in the same device, i.e., the reader, which can cause interference
between receive and transmit antennas, thereby reducing the communication performance. Moreover, conventional backscatter communication systems operate passively,
i.e., backscatter transmitters only transmit data when inquired by backscatter receivers.
Thus, they are only adopted in some limited applications.
Recently, ambient backscatter [476] has been emerging as a promising technology for
low-energy communication systems, which can address effectively the aforementioned
limitations in conventional backscatter communication systems. In ambient backscatter communication systems (ABCSs), backscatter devices can communicate with each
other by utilizing surrounding signals broadcast from ambient RF sources, e.g., TV
towels, FM towels, cellular base stations, and Wi-Fi access points (APs). In particular,
in an ABCS, the backscatter transmitter can transmit data to the backscatter receiver by
modulating and reflecting surrounding ambient signals. Hence, the communication in
the ABCS does not require dedicated frequency spectrum, which is scarce and expensive. Based on the received signals from the backscatter transmitter and the RF source
or carrier emitter, the receiver then can decode and obtain useful information from the
transmitter. By separating the carrier emitter and the backscatter receiver, RF components are minimized at backscatter devices, and the devices can operate actively, i.e.,
backscatter transmitters can transmit data anytime without initiation from receivers. This
capability allows the ABCSs to be adopted widely in many practical applications.
There are several key advantages of ABCSs:
•

•

•

As utilizing existing RF signals, there is no need to allocate new communication
frequency ranges for ABCSs and thus maximize the allocated spectrum resource
usage.
Due to compact design, simple operation mechanism, and ability to utilize ambient signals, ABCSs can be integrated with current wireless communication systems, e.g., wireless-powered and cognitive radio networks, to improve communication efficiency and develop green communication technology.
As mentioned earlier, ABCSs allow backscatter devices to operate in the active
mode, and the devices do not require active RF components..

Backscatter Communications Systems
Backscatter communication systems can be classified into three major types based on
their architectures: monostatic backscatter communication systems (MBCSs), bistatic
backscatter communication systems (BBCSs), and ambient backscatter communication
systems (ABCSs) as shown in Figure 13.2.

Monostatic Backscatter Communication Systems
In an MBCS, e.g., an RFID system, there are two main components: a backscatter
transmitter, e.g., an RFID tag, and a reader as shown in Figure 13.2(a). The reader
consists of, in the same device, an RF source and a backscatter receiver. The RF source
generates RF signals to activate the tag. Then, the backscatter transmitter modulates and
reflects the RF signals sent from the RF source to transmit its data to the backscatter
receiver. As the RF source and the backscatter receiver are placed on the same device,
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Figure 13.2 Paradigms for backscatter communications.

i.e., the tag reader, the modulated signals may suffer from a round-trip path loss [477].
Moreover, MBCSs can be affected by the doubly near-far problem. In particular, due
to signal loss from the RF source to the backscatter transmitter, and vice versa, if a
backscatter transmitter is located far from the reader, it can experience a higher energy
outage probability and a lower modulated backscatter signal strength [478]. The MBCSs
are mainly adopted for short-range RFID applications.

Bistatic Backscatter Communication Systems
Different from MBCSs, in a BBCS, the RF source, i.e., the carrier emitter, and the
backscatter receiver are separated as shown in Figure 13.2(b). As such, the BBCSs
can avoid the round-trip path loss as in MBCSs. Additionally, the performance of the
BBCS can be improved dramatically by placing carrier emitters at optimal locations.
Specifically, one centralized backscatter receiver can be located in the field while multiple carrier emitters are well placed around backscatter transmitters. Consequently, the
overall field coverage can be expanded. Moreover, the doubly near-far problem can be
mitigated as backscatter transmitters can derive RF signals sent from nearby carrier
emitters to harvest energy and backscatter data [478]. Although carrier emitters are
bulky and their deployment is costly, the manufacturing cost for carrier emitters and
backscatter receivers of BBCSs is cheaper than that of MBCSs due to the simple design
of the components [479].

Ambient Backscatter Communication Systems
Similar to BBCSs, carrier emitters in ABCSs are also separated from backscatter
receivers. Different from BBCSs, carrier emitters in ABCSs are available ambient RF
sources, e.g., TV towers, cellular base stations, and Wi-Fi APs instead of using dedicated
RF sources as in BBCSs. As a result, ABCSs have some advantages compared with
BBCSs. First, because of using already-available RF sources, there is no need to deploy
and maintain dedicated RF sources, thereby reducing the cost and power consumption
for ABCSs. Second, by utilizing existing RF signals, there is no need to allocate new
frequency spectrum for ABCSs, and the spectrum resource utilization can be improved.

354

Green Communication Networks

However, because of using ambient signals for backscatter communications, there are
some disadvantages in ABCSs compared with BBCSs. First, ambient RF signals are
unpredictable and dynamic, and thus the performance of an ABCS may not be as
stable as that of the BBCS. Second, because ambient RF sources of ABCSs are not
controllable, e.g., transmission power and locations, the design and deployment of an
ABCS to achieve optimal performance is often more complicated than that of a BBCS.

13.2

Applications of Game Theory in Green Communications

13.2.1

Game Theory for Wireless-Powered Communication Networks
Multiple Accesses
In [480], the authors introduced a game model to address multiaccess problem in a
wireless sensor network with ambient energy-harvesting capability. In this game, there
are N sensors in the network, and they are assumed to be able to harvest energy from
ambient signals. Based on the amount of harvested energy and strategies of other sensors, a sensor can find its optimal transmission power to maximize its utility function.
However, the energy state may be private information, which the sensors do not want
to share; a sensor must determine the transmission power according to its prior belief
of others’ energy states. This forms a Bayesian game model for transmission control
problem in the wireless sensor network. By analyzing the game, the authors demonstrate
that the Bayesian Nash equilibrium (BNE) of this game exists, and the BNE strategy of
each sensor can be expressed in a threshold form. In particular, if the energy state of a
sensor exceeds a threshold, then the sensor will transmit with a fixed power. Otherwise,
the sensor will wait. The Bayesian game model has a good performance close to that of
the perfect-information game model, but the overhead is significantly reduced.
Similar to [480], the authors in [481] also study the multiaccess problem for a
wireless-powered sensor network. However, instead of controlling the transmission
power of sensors, the authors in [481] consider controlling the transmission probabilities
of sensors. For the special case when all sensor nodes employ the same policy, the
authors demonstrate that there exists a unique symmetric Nash equilibrium (SNE) for
this game. Through numerical results, the authors also show that the proposed SNE can
achieve near-optimal performance obtained by the globally optimal policy.

Energy Trading
In [482], the authors introduce an economic model for wireless energy transfer. In
particular, the authors consider a wireless transfer network with an access point, which
can provide wireless energy transfer service to the wireless nodes as illustrated in
Figure 13.3(a). To determine the amount of wireless energy to be transferred, the access
point (AP) establishes an auction environment for the nodes to submit their bids (i.e.,
requests). First, the authors define auction periods. Each auction period begins with a
bidding period as shown in Figure 13.3(b). In the bidding period, each node needs to
submit a bid that represents the amount of energy units to replenish its energy storage
to the AP. When the AP receives bids submitted by the nodes in the network, it will
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Figure 13.3 Wireless energy transfer bidding model.

determine the winning bid, which is the bid resulting in the largest amount of energy to
be transferred. After the bidding process is completed, wireless energy transfer and data
transmission commence. Each auction period has a finite number of frames, and each
frame is divided into two parts, i.e., wireless energy transfer and data transmission. For
wireless energy transfer, the access point charges certain costs to those different nodes
that have sent bids. Thus, the nodes need to determine their optimum bidding strategy
to minimize their costs, while maximizing their performance. To help the nodes achieve
the Nash equilibrium (NE), which is considered as a solution of the game, the authors
propose a stochastic response dynamic algorithm that performs a random strategy to
evaluate the payoff. Simulation results then verify the convergence of the proposed
algorithm to the NE of the game.
In [483], the authors introduce a dynamic energy trading market for an energyharvesting communication network. In this network, energy-harvesting devices (EHDs)
are equipped with an energy buffer and a data storage. Each EHD is assumed to be
able to harvest energy from energy sources and then uses such harvested energy to
transmit data to its receiver or transfer energy to another node for trading as illustrated
in Figure 13.4. In this network, the role of each EHD as a seller EHD or a buyer EHD as
well as the amount of energy that each EHD can buy from or sell to others change over
time. The EHDs cannot observe complete information regarding the harvested energy
or the number of data packets transmitted by other EHDs. As a result, the authors
formulate the dynamic energy trading problem as a stochastic matching game in which
players are buyers, and they compete with each other to find their best appropriate
sellers so that their expected payoffs are maximized. The authors then derive an optimal
energy trading policy for each EHD to sequentially optimize its decisions and prove that
the proposed policy can achieve a stable and optimal sequence of matchings between
buyer and seller EHDs.
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Power Allocation
In [484], the authors introduce a power auction game model to address the power allocation problem for an energy-harvesting relay network. In particular, in this network, there
are M source-destination pairs and one relay node, and the source nodes communicate
with their corresponding destinations through the relay node. Each time slot includes
two phases. During the first phase, the relay node splits the signals from the i-th user pair
into two streams, one for energy harvesting and the other one for information purposes
and then use the harvested energy to transmit data for the i-th user pair in the second
phase. In this way, the multiple pairs can complete with each other for the assistance
of the relay node, and thus the authors introduce an auction game model to address this
problem. In this game, players, i.e., pairs of users, submit bids, e.g., monetary unit, to
the relay node. Then the relay node will allocate transmission powers to pairs based
on their bids. The higher bid a player offers, the higher transmission power it will be
allocated. Through simulation, the auction-based distributed scheme can achieve much
better performance than the equal power and individual transmission schemes, very
close to that achieved using the water filling strategy.
The authors in [485] extend the model in [484] to multiple relay nodes as shown in
Figure 13.5. However, different from [484], the authors in [485] develop a distributed
power splitting framework based on a noncooperative game model for simultaneous
wireless information and power transfer in relay interference channels. In particular,
source-relay-destination links are players who compete with each other by choosing
their dedicated relays power splitting ratio to maximize their individual rates. The
authors then analyze the existence and uniqueness of the NE of the game and propose
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Figure 13.5 System model for interference relay channels.

a distributed algorithm to achieve the NE. Simulation results show that the proposed
game-theoretical approach can achieve a near-optimal network-wide performance on
the average, especially for the scenarios with relatively low and moderate interference.

13.2.2

Game Theory for Ambient Backscatter Communication Networks
In [486], the authors consider an RF-powered cognitive radio network (CRN) in which
there is a secondary system coexisting with a primary system. The secondary system
consists of a secondary transmitter (ST) and a gateway. In the busy period, the secondary transmitter can use either energy-harvesting mode or backscatter mode. If the
secondary transmitter uses the energy-harvesting mode (Figure 13.6(b)), the harvested
energy is stored in the battery and will be used to transmit data in the channel idle period
(Figure 13.6(c)). On the other hand, if the secondary transmitter uses the backscatter
mode (Figure 13.6(a)), it can transmit data immediately to the gateway using the ambient
backscattering technique.
However, in the RF-powered backscatter cognitive radio network, the gateway needs
to employ a backscatter receiving circuit. Moreover, the gateway has to spend energy
when the channel is busy instead of switching to a sleep mode to conserve its energy.
Therefore, to incentivize the gateway to participate in the RF-powered backscatter cognitive radio networks, pricing can be employed. In particular, the gateway can charge the
secondary transmitter a certain price for transmitting data through backscatter. Therefore, the secondary transmitter has to choose how much time to transmit data using
backscatter while the gateway can optimize the price to maximize the utility and profit,
respectively. The authors then propose a Stackelberg game to analyze the interaction
between the secondary transmitter and gateway in the RF-powered backscatter cognitive radio network. Specifically, in the first stage, the gateway determines the price
to maximize its profit based on its costs for backscattering. Based on the price from
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Figure 13.6 Stackelberg game model for RF-powered backscatter cognitive radio network.

the gateway, the secondary transmitter determines the backscatter time to maximize its
utility. After that the authors prove that in the game there always exists a unique subgame perfect Nash equilibrium. Furthermore, the proposed game provides an efficient
economic solution, which encourages the players, i.e., the secondary transmitter and the
gateway, to engage in the network, thereby improving the overall network performance.
Different from [486], the authors in [487] introduce an application of the Stackelberg
game framework to address the smart interference problem in a wireless backscatter
sensor network (WBSN). WBSNs are often very vulnerable to interference because of a
very low signal strength in their backscattering signals. Especially, in a smart interfering
environment where backscatter signals are detected and attacked by the intentional smart
interferer, backscatter sensors are required to establish transmission strategies to overcome or avoid the smart interference. Therefore, a Stackelberg game model is proposed
to address the smart interference in the WBSN and obtain the best utility for backscatter
sensors. In this game, WBSN is the leader who will select subchannels together with
transmit power to transmit data, while the follower is the smart jammer who will observe
actions of the WBSN and perform jamming attacks on the target channels to minimize
the throughput of the WBSN. Based on the jamming strategy of the jammer, the WBSN
can then find the optimal transmit power allocation policy on subchannels to maximize
its throughput. The authors then prove the existence of the Stackelberg equilibrium and
show that the proposed solution can achieve better performance compared with those of
the conventional game model, i.e., Nash equilibrium.

13.3

Stackelberg Game for RF-Powered Backscatter Cognitive Radio Networks
In this section, we introduce an application of Stackelberg game model to address the
energy and communication efficiency problem for a cognitive radio network using both
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ambient backscatter and RF energy-harvesting techniques. We first present the system
model, and then formulate the interaction between the secondary users and the gateway
using the Stackelberg game model. Following that, we analyze the equilibrium of the
game and introduce a distributed model to achieve the equilibrium. Moreover, numerical
results are presented to demonstrate the efficiency of the proposed game model.

13.3.1

System Model
We consider a multitransmitter cognitive radio network where K secondary transmitters
are equipped with both an energy-harvesting module and a backscatter circuit (see
Figure 13.7(a)). The secondary transmitters operate in the TDM mode and transmit
to the same secondary gateway (SG). A secondary transmitter switches between the
harvest-then-transmit mode and the backscattering mode for its own data transmission. When operating as an active transmitter, the secondary transmitter is expected
to transmit in an overlaying mode. When the primary channel is occupied by the primary transmitter (PT), the secondary transmitter cannot transmit but is able to either
harvest energy from the primary transmitter’s signal or backscatter the primary transmitter’s signal for its own transmission with a relatively lower bitrate. We consider
that the secondary gateway deploys an energy detector and is responsible for notifying
the secondary transmitters about the state of the primary channel. We assume that the
secondary transmission is executed in time slots, and each time slot can be further
divided into three subphases for channel sensing, energy-harvesting/backscattering and
active transmission, respectively (see Figure 13.7(b)).

Spectrum Sensing
Because both the harvest-then-transmit mode and the backscattering mode are of low
energy, we assume that the secondary transmitters are placed not too far from the secondary gateway. Therefore, the primary transmitter activities can be considered identical
across the cognitive radio network. We consider that the secondary gateway is able to
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dynamically set up the length of the sensing phase and the detection threshold. Based on
the standard detection theoretic formulation [488, 489], for the received primary signal
y(t) at the secondary gateway, a binary hypothesis testing can be formulated as follows:
$
y(t) =

w(t)
: H0,
√
hPT x(t) + w(t) : H1,

(13.1)

where
w(t) is the Additive White Gaussian Noise (AWGN) with variance ξ 2 , and
√
hPT x(t) is the received primary signal with average power gain hPT . H0 denotes the
hypothesis that the primary channel is in state Idle, and H1 denotes the hypothesis that
the primary signal is in state Busy. The performance of energy detection is measured

2
using the sample statistics Y = N
i=1 y (i) in terms of the probabilities of false alarm
pf = Pr(Y > |H0 ) and detection p d = Pr(Y > |H1 ) with the detection threshold .
Under the standard assumptions in the literature of channel sensing techniques in
cognitive radio networks [488, 489], Y can be approximated as a Gaussian random
variable, the mean and variance of which under H0 and H1 are E(Y |H0 ) = ξ 2 ,
E(Y |H1 ) = (γ + 1)ξ 2 , V ar(Y |H0 ) = N2 ξ 4 , and V ar(Y |H1 ) = N2 (γ + 1)ξ 4 ,
respectively. Here, γ is the received Signal-to-Noise Ratio (SNR) from the primary
transmitter at the secondary gateway, and we have γ = hPT PPT /ξ 2 with the primary
transmit power PPT . Given the channel bandwidth W , sensing time τ s and detection
threshold, , we have N = W τ s and according to [488, 489],
⎧
 − ξ2 √
⎪
f s
⎪
s
⎪
⎨ p (τ ,) = Q √ 2 W τ ,
2ξ
 − (1 + γ)ξ 2 √
⎪ d s
⎪
⎪
(τ
,)
=
Q
W τs ,
p
√
⎩
2(1 + γ)ξ 2

(13.2)

√
∞
2
where Q(x) = (1/ 2π) x e−t /2 dt is known as the Q-function.

Transmission Based on Energy Harvesting and Backscattering
The secondary transmitters select their operation modes according to the channel detection result provided by the secondary gateway. When the channel is detected to be busy,
a secondary transmitter chooses to either harvest energy from the primary transmitter
signals or backscatter for its own transmission. Otherwise, the secondary transmitter
can choose to transmit data using the energy harvested during the energy-harvesting
phase. To address the conflict over channel usage among the secondary transmitters,
the TDM mechanism is adopted by the cognitive radio network in its MAC layer, and
the secondary gateway is responsible for synchronizing the phases of sensing, harvesting/backscattering, and transmission among the secondary transmitters. Because
the performance of the secondary transmitters depends on the accuracy of the channel
sensing result, we also need to explicitly consider the impact of the sensing error on the
secondary transmitter operation in the three phases. Let τkh denote the time length that is
allocated to secondary transmitter k for energy harvesting when the channel is detected
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as busy. Then, the expected RF energy that is harvested from the primary transmitter by
secondary transmitter k during the energy-harvesting phase τkh is
EkH (τ s ,,τkh ) = p1 pd (τ s ,)τkh δhPT
k PPT,

(13.3)

where p1 is the probability for the channel to be busy (i.e., hypothesis H1 ), δ is the
energy-harvesting efficiency ratio (0 ≤ δ ≤ 1), and hPT
k is the channel power gain from
the primary transmitter to secondary transmitter k. Note that in (13.3) we have left out
the case of hypothesis H0 because no energy can be sufficiently harvested when a false
alarm happens and the channel is actually idle.
Let τkb denote the length of time allocated to secondary transmitter k for backscattering. Because the backscattering bitrate is determined by the built-in backscatter circuit [476], we consider that the backscattering bitrate of secondary transmitter k is
fixed as r bk during the backscattering phase τkb . Note that when a false alarm happens,
secondary transmitter k cannot effectively backscatter due to the absence of the primary signals. Therefore, we can express the expected backscattering rate for secondary
transmitter k during τkb as follows:
rkb (τ s ,) = p1 pd (τ s ,)r bk .

(13.4)

Alternatively, when the channel is detected as idle and secondary transmitter k decides
to perform active data transmission, its transmit rate in the opportunistic transmission
phase depends on the available energy that is harvested during the energy-harvesting
phase. Let τkt denote the length of time allocated to secondary transmitter k for active
data transmission. Consider that the secondary transmitters adopt a best-effort transmission policy by consuming all the energy previously harvested during the energyharvesting phase. Then, from (13.3), the expected power that secondary transmitter k
achieves during τkt is
Pk (τ s ,,τkh,τkt ) =

EkH (τ s ,,τkh )
p1 pd (τ s ,)τkh δhPT
k PPT
=
.
t
t
τk
τk

(13.5)

Let σk2 denote the AWGN power over the link from secondary transmitter k to the
secondary gateway, and hk denote the corresponding channel power gain. Then, by
taking into consideration the impact of false alarm and miss detection of the primary
transmitter signals, the expected active transmit rate during τkt is
rkt (τ s ,,τkh,τkt ) = p0 (1 − pf (τ s ,))κk W log2 1+

hk Pk (τ s ,,τkh,τkt )

+ p1 (1−p (τ ,))κk W log2 1+
d

s

σk2
hk Pk (τ s ,,τkh,τkt )
hPT PPT +σk2

(13.6)
,

where p0 is the probability for the channel to be idle, p1 is the probability for the channel
to be busy, κk is the transmission efficiency ratio (0 ≤ κk ≤ 1), hPT is the channel
power gain from the primary transmitter to the secondary gateway, hk is the power gain
for the secondary link k, and Pk (τ s ,,τkh,τkt ) is the expected transmit power given in
(13.5). On the right-hand side of (13.6), the first term represents the bitrate achieved by
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secondary transmitter k when the channel is correctly detected as idle, and the second
term represents the bitrate achieved by secondary transmitter k when miss detection
happens.
Let T denote the total length of one time slot for the secondary network. After the
length of the sensing phase τs is determined by the secondary gateway, the secondary
transmitters jointly determine the allocation of the sub-time slots, τkh , τkb , and τkt , within
the accessible time range [0,T − τ s ] in the corresponding channel state. Following the
TDM mechanism, in either the transmitting mode or the backscattering mode, only one
secondary transmitter is allowed to operate over the channel at any time instance. Then,
the sub-time slot allocation for secondary transmitter k (1 ≤ k ≤ K) has to satisfy the
K

t
b
h
b
s
s
feasibility constraints K
k=1 τk ≤ (T − τ ),
k=1 τk ≤ (T − τ ), and τk + τk ≤
h
t
b
s
(T − τ ). Let sk = (τk ,τk ,τk ) denote secondary transmitter k’s individual choice for
sub-time slot allocation. Then, given a pair of the sensing parameters (τ s ,) set by the
secondary gateway, the transmission time scheduling problem for secondary transmitter
k can be formulated as follows:
Secondary transmitter k’s utility optimization problem is to find a strategy vector
sk∗ = (τkh,∗,τkt,∗,τkb,∗ ) such that


sk∗ = arg max uk (sk ;τ s ,) = τkb rkb (τ s ,) + τkt rkt (τkh,τkt ;τ s ,) ,
sk

s.t.

K


τib ≤ (T − τs ),

i=1
b
τk + τkh

≤ (T −

K


τit ≤ (T − τs ),

i=1
s
τ ),τkh ≥

0,τkt ≥ 0,τkb ≥ 0,

(13.7)
(13.7a)
(13.7b)

where rkb (τ s ,) and rkt (τkh,τkt ;τ s ,) are given in (13.4) and (13.6), respectively. Equation (13.7a) defines a set of common constraints that are shared by all the secondary
transmitters. It is worth noting that the two inequalities in (13.7a) represent the constraints at state Busy and state Idle, respectively. Let sST = [s1, . . . ,sK ] denote the joint
ST denote the joint strategies chosen
strategy vector for time resource allocation, and s−k
by the adversaries of secondary transmitter k. Then, from (13.7a), we note that the local
strategy searching space of secondary transmitter k is determined by the adversaries’
ST .
strategies s−k

13.3.2

Stackelberg Game for Time Resource Allocation
Based on the system model given in Section 13.3.1, now we are ready to introduce an
interference pricing mechanism for the secondary gateway to control the time resource
allocation process among the secondary transmitters. In this section, we will first provide
the Stackelberg game model of the interaction between the secondary gateway and the
secondary transmitters. Then, we will present a series of results regarding the properties
of the game.
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Stackelberg Game Formulation
From the perspective of the primary transmitter, a low interference level, hence a low
miss detection probability 1−pd (τ s ,) is expected for the secondary network. By (13.2),
the primary transmitter naturally prefers a long sensing phase and a small detection
threshold. In contrast, given the constraint on the harvested energy, the secondary transmitters prefer to extend their transmit phase as long as possible. Because with imperfect
channel detection, the interference from the secondary transmitters cannot be completely eliminated, we consider that the primary transmitter is able to tolerate a certain
level of interference, provided that the secondary transmitters pay compensation, i.e.,
price, for the interference that they cause in the harvest-then-transmit mode. Thereby,
we consider that the secondary gateway works on behalf of the primary network and
is able to collect the payments from the secondary transmitters for the interference that
they cause to the primary transmitter. For each secondary transmitter, the interference
is measured in the time fraction of colliding with the primary transmitter. To properly
encourage or curb the primary channel usage by the secondary transmitters, the gateway
is allowed to adaptively choose the sensing time τ s , detection testing threshold , and
uniform interference price. Let α denote the unit price of the interference time; then, the
secondary gateway’s revenue optimization problem can be formulated as follows:
The secondary gateway’s revenue optimization problem is to find a strategy vector
s0∗ = (α ∗,τ s,∗,∗ ) such that
s0∗ = arg

maxs

s0 =(α,τ ,)

θ0 (s0 ;sST ) = αp1

K

(1 − pd (τ s ,))τkt .

(13.8)

k=1

s.t. 1 − pd (τ s ,) ≤ pm,

(13.8a)

T ≥ τ ≥ 0,α ≥ 0, ≥  ≥ ,
s

(13.8b)

where (13.8a) sets the constraint on the probability of miss detection allowed by the
primary transmitter.
Meanwhile, after accounting for the payment made to the secondary gateway for
interference, the individual goal of secondary transmitter k now becomes maximizing
the net payoff for its transmission. Then, from the local optimization problem of secondary transmitter k defined in (13.7), we obtain the following optimization problem:
Secondary transmitter k’s payoff optimization problem is to find a strategy vector
sk∗ = (τkh,∗,τkt,∗,τkb,∗ ) such that

sk∗ = arg
max
(13.9)
θk (sk ;s0 ) = τkb rkb (τ s ,)
sk =(τkh,τkt ,τkb )


+ τkt rkt (τkh,τkt ;τ s ,) − αp1 (1 − pd (τ s ,))τkt ,
s.t.

K


τib ≤ (T − τs ),

i=1
τkb +

τkh ≤ (T −

K


τit ≤ (T − τs ),

i=1
τs ),τkh

≥ 0,τkt ≥ 0,τkb ≥ 0.

(13.9a)
(13.9b)
(13.9c)
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The time scheduling problem described by (13.8) and (13.9) can be naturally
interpreted as a two-level decision-making process. In the first level, the secondary
gateway declares its selected values of the interference price, the sensing duration,
and the detection threshold. Then, following the secondary gateway’s strategy, the
secondary transmitters negotiate among themselves about the allocation of the harvesting/backscattering and transmission sub-time slots. With such an allocation scheme, the
problem of distributed time resource allocation can be formulated as a single-leadermultifollower Stackelberg game.
definition 13.1 (Stackelberg Game) The two-level time scheduling game G is
defined by a 3-tuple: K = {0,1, . . . ,K},S = ×Sk∈K,{θk }k∈K !, where player
k = 0 is the single leader (i.e., the secondary gateway), whose strategy space is
S0 = {s0 = (α,τ s ,) :  ≥  ≥ ,α ≥ 0,T ≥ τ s ≥ 0,1−pd (τ s ,) ≤ pm }, and player k
(k = 1, . . . ,K) is a follower player (i.e., a secondary transmitter), whose strategy space
is Sk = {sk = (τkh,τkt ,τkb ) : τkh ≥ 0,τkt ≥ 0,τkb ≥ 0,τkh +τkb ≤ (T −τ s )}∩{sk = (τkh,τkt ,τkb ) :
K
K
t
b
s
s
j =1 τj +τ ≤ T ,
j =1 τj +τ ≤ T }. Player k’s individual payoff θk is given by the
objective functions in (13.8) and (13.9) for k = 0 and k = 0, respectively.
Based on Definition 13.1, we have the multifollower game among the secondary
transmitters in G as a 3-tuple: G f = KST = {1, . . . ,K},S ST = ×Sk ,{θk }K
k=1 !. Then,
we can define the Nash equilibrium of G f in the form of simultaneous best response as
follows:
definition 13.2 (Follower subgame Nash equilibrium) Given the secondary gateway’s strategy s0 , the parametric joint follower strategy s%ST,∗ (s0 ) is& a Nash equilibrium
ST,∗
(s0 ) :
of G f if ∀k ∈ KST , the following condition holds ∀sk ∈ Sk s−k




ST,∗
ST,∗
θk sk∗ (s0 ),s−k
(s0 ) ≥ θk sk ,s−k
(s0 ) .
(13.10)
Based on the follower subgame Nash equilibrium given in Definition 13.2, we can
further define the Stackelberg equilibrium of game G as the following subgame perfect
Nash equilibrium:
definition 13.3 (SE) s∗ = (sk∗ )K
k=0 is the Stackelberg equilibrium of game G if the
following inequality is satisfied:




(13.11)
θ0 s0∗,sST,∗ (s0∗ ) ≥ θ0 s0,sST,∗ (s0 ) ,
where ∀s0 ∈ S0 , sST,∗ (s0 ) is one of the rational reactions of the followers satisfying
(13.10).
From Definition 13.2, we note that for any player k = 0 in the follower subgame
G f , its strategy space Sk depends on the joint adversaries’ strategies of other followers,
ST = (s )
s−k
i i∈KST,i =k . Namely, sk ∈ Sk (s−k ) is a set-valued map that depends on the
shared, rival-strategy dependent constraints given in (13.9b). Therefore, the problem of
Nash equilibrium seeking for game G f becomes a Generalized Nash equilibrium (GNE)
problem [490]. Furthermore, to obtain the joint Stackelberg equilibrium strategy s∗ , the
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followers’ rational reaction mapping, sf ,∗ (s0 ), is required to be established for the follower game given any leader strategy s0 . Then, the problem of Stackelberg equilibrium
seeking in G becomes a bilevel programming problem with multiple lower-level local
optimization problems and a single upper-level optimization problem [491], which we
address next.

Analysis of the Follower Subgame
Assume that the leader’s strategy is fixed as s0 = (α,τ s ,). For conciseness, from
ST ,s ) and payoff
now on we omit s0 in secondary transmitter k’s strategy space Sk (s−k
0
ST
function θk (sk ,s−k ,s0 ) in the analysis of the follower game. Then, we have the following
properties in regard to G f :
theorem 13.4 The following properties hold with respect to the objective and constraint functions in secondary transmitter k’s payoff optimization problem defined by
(13.9):
•
•
Proof

ST , S (s ST ) is
P1: Sk is convex and compact ∀k ∈ KST , and for any feasible s−k
k −k
nonempty.
ST ) given by (13.9) is a twice
P2: ∀k ∈ KST , the objective function θk (sk ,s−k
2
continuously differentiable (C ) concave function with respect to sk .

See Appendix A in [492].

Theorem 13.4 indicates that for each secondary transmitter, the local optimization
problem in (13.9) is a concave programming problem. Theorem 13.4 paves the way
of resorting to the mathematical tool of Quasi-Variational Inequalities (QVI) [490] for
showing the existence of the Generalized Nash equilibrium in the follower game. Before
proceeding, we first provide the definition of the QVI problem as follows:
definition 13.5 (VI [493]) Given a closed and convex set S ∈ Rn and a gradientbased mapping F : S → Rn , the VI problem denoted as VI(S,F ), consists of finding a
vector s∗ ∈ S, called a solution of the VI, such that:
(y − s∗ )T F (s∗ ) ≥ 0,∀y ∈ S.

(13.12)

If the defining set S depends on the variable s, i.e., s ∈ S(s), then, VI(S,F ) is a QVI
problem.
From Definition 13.1, we define F f = (−∇sk θk (sST ))K
k=1 and obtain a corresponding
QVI problem VI(S ST,F f ), where S ST is given by the definition of the follower game
G f . Then, we have the following property that guarantees the equivalence between
the solution to the reformulated QVI problem VI(S ST,F f ) and the Generalized Nash
equilibrium of the original follower game G f :
lemma 13.6 A joint follower strategy sST,∗ is a Generalized Nash equilibrium of the
follower game G f if and only if it is a solution of the QVI problem VI(S ST,F f ).
Proof With P1 and P2 in Theorem 13.4, Lemma 13.6 immediately follows Theorem
3.3 in [490].
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By Lemma 13.6, to show the existence of the Nash equilibrium of lower-level game
G f , it suffices to show that the solution set to the QVI problem VI(S ST,F f ) is nonempty.
By inspecting the convexity and compactness of the strategy set and the monotonicity
property of F f , we obtain Theorem 13.7.
theorem 13.7 For any feasible s0 , the follower game G f admits at least one Generalized Nash equilibrium. Further, if the Generalized Nash equilibrium be denoted by
∗ ] , then for secondary transmitter k ∈ KST , τ h,∗ = T −τ s −τ b,∗ .
sST,∗ = [s1∗, . . . ,sK
k
k
Proof

See Appendix B in [492].

Theorem 13.7 shows that the secondary transmitters tend to fully utilize the time
fraction for channel state Busy to backscatter or harvest energy. Then, we can remove
one of the interdependent strategy variables τkh and τkb and obtain sk = (τkh = T −
τ s −τkb,τkt ,τkb ) without affecting the subgame Nash equilibrium as the joint solution to
(13.9). Because for each secondary transmitter, the local optimization problem in (13.9)
is a concave programming problem, we can derive the Generalized Nash equilibrium of
the follower game by solving the concatenated Karush–Kuhn–Tucker (KKT) conditions
of the local problems ∀k ∈ KST . Let G(sST ) denote the vector of constraints that are
jointly determined by sST , and Zk (sk ) denote the vector of constraints that depend only
on the local strategy sk . Then, from (13.9) we have
⎡K
⎤
 t
s)
 1 ST 
τ
−
(T
−
τ
⎢k=1 k
⎥
G (s )
⎥,
G(sST ) =
=⎢
(13.13)
2
ST
K
⎣
⎦
 b
G (s )
s
τk − (T − τ )
k=1

and


Zk (sk ) = Zk1 (sk ),

Zk2 (sk )




= −τkt ,

−τkb



.

(13.14)

Let λ k and μ k denote the KKT multiplier vectors respectively for G and Zk in the local
optimization problem of secondary transmitter k. Then, for secondary transmitter k, the
KKT conditions are as follows:


%
&
∇sk θk (sk ) − ∇sk G(sST ) λ k − ∇sk Zk (sk ) μ k = 0,
(13.15)
0 ≤ λ k ⊥ − G(sST ) ≥ 0,

(13.16)

0 ≤ μ k ⊥ − Zk (sk ) ≥ 0,

(13.17)

where (13.16) and (13.17) provide the complementary conditions and the operator ⊥
means component-wise orthogonality. Namely, for two vectors x and y, x ⊥ y ⇔ xi yi =
0,∀i. Observing G(sST ) and Zk (sk ), we note that all the constraint functions are affine.
−τs ) b
−τs )
,τk = (T2K
)
Thereby, we can immediately find a feasible strategy s̃k = (τkt = (T2K
j
i
that guarantees ∀k ≥ 1, G ≤ 0, and Zk ≤ 0 for all the constraint indices i and
j at s̃k . Then, according to Slater’s theorem (c.f. Chapter 5.2.3 of [494]), s̃k is in the
relative interior of the strategy domain and satisfies the Slater’s condition. Therefore,
strong duality holds for the Lagrangian of the local optimization problem in (13.9), and
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the KKT conditions given by (13.15)–(13.17) provide both the necessary and sufficient
conditions for an optimal solution to (13.9). Then, we have Lemma 13.8.
%
&
λ ∗k )K
μ ∗k )K
lemma 13.8 If sST,∗,(λ
k=1,(μ
k=1 solves the concatenated KKT system given
by (13.15)–(13.17), then sST,∗ is a Generalized Nash equilibrium point of the follower
subgame G f .
Proof With P1 and P2 in Theorem 13.4 and the strong duality of the Lagrangian function corresponding to (13.15) shown earlier, Lemma 13.8 immediately follows Theorem
4.6 of [490].
Lemma 13.8 naturally leads to the process of deriving the follower game Nash
equilibria by identifying the solution of the concatenated local KKT systems given by
(13.15)–(13.17) for all k ∈ KST . Further inspection into the structure of G f reveals that
a simplified form of the solution to the concatenated KKT system can be obtained. This
relies on showing that the follower game G f is an exact potential game [495]:
lemma 13.9 The follower game G f is an exact potential game with the following
potential function
φ(sST ) =

K


ST
θk (sk ,s−k
).

(13.18)

k=1

Proof From (13.9) we note that θk (sST ) only depends on the local strategy sk . Then,
ST ) the following holds for any given s ST ∈ S ST :
from (13.18), ∀sk ,sk ∈ SkST (s−k
−k
−k

 



ST )−φ(s ,s ST ) = θ (s )+
φ(sk ,s−k
θ
(s
)
−
θ
(s
)+
θ
(s
)
k k
k k
j =k j j
j =k j j
k −k
= θk (sk ) − θk (sk ).
By the definition of the potential game [495], G f is an exact potential game.
Based on Lemma 13.9, we are able to convert the multiplayer, noncooperative game
into a single optimization problem and obtain Lemma 13.10.

Gf

lemma 13.10
The& solution to the concatenated local KKT systems given by (13.15)–
%
λ ∗k ,μ
μ ∗k , ∀k ∈ KST , is also the socially optimal Nash equilibrium in G f .
(13.17), sk∗,λ
λ ∗ , ∀k ∈ KST .
Further, λ ∗k =λ
Proof

See Appendix C in [492].

Lemmas 13.8–13.10 make it possible to introduce the Lagrangian-based analysis
of the Nash equilibrium in G f . Based on Lemma 13.10, we can further verify the
uniqueness of the Nash equilibrium in G f and obtain Theorem 13.11:
theorem 13.11 The follower game G f admits a unique Nash equilibrium. Namely,
the concatenated KKT system given by (13.15)–(13.17) has a unique solution in the form
λ ∗,μ
μ ∗1, . . . ,μ
μ ∗K ).
of (sST,∗,λ
Proof

See Appendix C in [492].
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Analysis of Stackelberg Equilibria in Game G

By Theorem 13.11, G f admits a unique Generalized Nash equilibrium given any s0 . Let
E(s0 ) denote such a Generalized Nash equilibrium mapping from s0 and gph E(s0 ) =
{(s0,sST ) : sST = E(s0 )} denote the graph of E(s0 ). Then, by Definition 13.1, the feasible
region of the Stackelberg equilibrium in G is (s0,sST ) = S0 ∩ gph E(s0 ). By including the potential function-based KKT system into the leader’s optimization problem
in (13.8), the Stackelberg equilibrium in game G is equivalent to the global solution
of the following Mathematical Programming with Equilibrium Constraints (MPEC)
problem [491]:
s0∗ = arg

θ0 (s0,sST ) = αp1

maxs

s0 =(α,τ ,)

K

(1 − pd (τ s ,))τkt .

(13.19)

k=1

s.t. 1 − pd (τ s ,) ≤ pm,
T ≥ τ ≥ 0,α ≥ 0, ≥  ≥ ,
s

ST

s

= E(s0 ),

(13.19a)
(13.19b)
(13.19c)

where (13.19a)–(13.19b) defines S0 , and E(s0 ) in (13.19c) is the parametric solution
to the KKT system. Because the objective function in (13.19) is continuous in s0 and
coercive in α (i.e., θ0 (s0,sST ) → ∞ if α → ∞), by the well-known Weierstrass Theorem
[496], at least one global optimal solution in (13.19) exists if (s0,sST ) is nonempty
and closed, and the objective function θ0 (s0,sST (s0 )) is continuous in s0 . Therefore,
we are able to obtain the following theorem (cf. Theorem 5.1 in [491]) regarding the
Stackelberg equilibrium in game G.
theorem 13.12 Game G admits at least one global Stackelberg equilibrium as
defined by (13.11)+.
Proof

See Appendix D in [492].

By replacing the implicit function sST = E(s0 ) in (13.19c) with the KKT system,
(13.19) reduces the bilevel programming problem for Stackelberg equilibrium searching
into a single-level problem. However, we note from (13.9) that θk (sk ,s0 ) is a transcendental function of τkt . Then, a closed-form solution to the KKT system does not exists.
Moreover, due to the complementary conditions, standard qualification conditions are
violated everywhere in (13.19) (see also Theorem 5.11 in [491]). Therefore, (13.19)
is a nonconvex problem to which the classical KKT-based analysis does not apply.
Fortunately, from the proof of Theorem 13.12, we know that the followers’ parametric
Nash equilibrium sST = E(s0 ) is piecewise continuously differentiable (P C 1 ), hence
directionally differentiable (cf. Corollary 4.1 in [491]). Thereby, instead of relying on a
heuristic method for Stackelberg equilibrium searching (cf. [497]), in what follows, we
are able to implement a directional ascent-based method for the Stackelberg equilibrium
computation, which allows the follower game Nash equilibrium to be solved as a nested
problem in a distributed manner.
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Algorithm 9: Directional ascent method for Stackelberg equilibrium searching
Require: Select a feasible s0 (t = 0), choose updating coefficient ρ ∈ (0,1).
1: while the condition s0 (t +1)−s0 (t) ≤ χ0 is not satisfied for a given precision
χ0 > 0 do
2:
Compute a direction vector r(t), r(t) ≤ 1 such that, ∃d(t) < 0,d(t) ∈ R
θ0 (s0 (t),E(s0 (t));r(t)) ≥ −d(t), ∇s0 Z0 (s0 (t)) ≤ −Z0 (s0 (t)) + d(t),
where θ0 (s0 (t),E(s0 (t));r(t)) is the directional derivative with respect to r(t).
For vector r at strategy s0 , we have
θ0 (s0,E(s0 );r)=∇s0 θ0 (s0,E(s0 ))r + ∇sST θ0 (s0,E(s0 ))E (s0 ;r).
3:

(13.20)

Choose a step size β(t) such that s0 (t + 1) = s0 (t) + β(t)r(t) and
θ0 (s0 (t +1),E(s0 (t +1)) ≥ θ0 (s0 (t),E(s0 (t))) −ρβ(t)d(t), Z0 (s0 (t +1)) ≤ 0.

Set t ← t + 1 and compute sST (t) = E(s0 (t)).
5: end while
4:

13.3.3

Distributed Approach for Computing Stackelberg Equilibrium
Directional Ascent Method for Stackelberg Equilibrium Searching
Now, with the directional differentiability of the implicit function sST = E(s0 ), we apply
the directional ascent algorithm (i.e., the prototypical algorithm proposed in [498]) to
solve the MPEC problem defined by (13.19). Let Z0 (s0 ) = 1 − pd (τ s ,) − p m denote
the constraint function given in (13.7a). Then, the directional ascent algorithm can be
described in Algorithm 9. Here, we note that prototypical method given by Algorithm 9
in itself does not designate a way of either finding the direction vector r(t) or finding
the game Nash equilibrium E(s0 (t)) at s0 (t). For the convenience of discussion, we
momentarily assume that the value of E(s0 ) and its corresponding set of Lagrangian
λ,μ
μ ) are accessible for every s0 . Let G̃(sST ) be the vector of all the lowermultipliers (λ
level constraints given by (13.9b) and (13.9c), which is formed through concatenating
G(sST ) in (13.13) and Zk (sk ), ∀k ∈ KST in (13.14). Let I0 (s0,sST ) = {i : G̃i (s0,sST ) = 0}
be the set of active lower-level constraints. Then, according to Theorem 3.4 in [498] (cf.
Theorem 5.4 in [491]), finding the directional vector r(t), the intermediate scalar parameter d(t), and the directional derivative of θ0 (s0,E(s0 );r(t)) in Algorithm 9 is equivalent
to solving the following linear programming problem with sST = E(s0 ) and I0 :
(d ∗,r∗,νν ∗,ζζ ∗i ) = arg min d
(d,r,νν,ζζ )

s.t.

(13.21)

− ∇sST θ0 (s0,sST )νν − ∇s0 θ0 (s0,sST )r ≤ d

(13.21a)

∇s0 Z0 (s0,sST )r ≤ −Z0 (s0,sST ) + d,

(13.21b)

λ,μ
μ )νν
− ∇(s2 ST )2 L(s0,sST,λ

(13.21c)
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λ,μ
μ )r + ∇sST G̃(sST )ζζ = 0,
− ∇s2ST s L(s0,sST,λ

(13.21d)

∇sST G̃i (sST )νν = 0,

(13.21e)

0

∀i ∈ I0,

∇sST G̃j (sST )νν ≤ −G̃j (sST ) + d,
ζi ≥ 0,i ∈ I0,

ζi = 0,i ∈
/ I0,

∀j ∈
/ I0,

(13.21f)

r ≤ 1.

(13.21g)

λ,μ
μ ) is
For conciseness, we omit the iteration index t in (13.21). In (13.21c), L(s0,sST,λ
the Lagrangian function for the lower-level problem, and ζ is a (2 + 2K)-dimensional
vector. From (13.13) and (13.14), we note that ∇(s2 ST )2 G(sST ) = 0, ∇s2ST s G(sST ) = 0,
0

∇(s2 ST )2 Zk (sST ) = 0, and ∇s2ST s Zk (sST ) = 0, ∀k ∈ KST . Then, we obtain ∇(s2 ST )2 L(s0,sST,
0

λ,μ
μ ) = ∇s2ST s φ(s0,sST ) in (13.21c). As
μ ) = ∇(s2 ST )2 φ(s0,sST ) and ∇s2ST s L(s0,sST,λ
λ,μ
0
0
a result, the solution to (13.21) does not require discovering the Lagrangian multipliers
λ,μ
μ ) for a pair of strategies (s0,sST ) in advance. Therefore, the problem given in (13.21)
(λ
can be effectively solved as long as the lower-level payoffs are available to the secondary
gateway for strategy pair (s0,sST ).
Following the proof of Theorem 13.11, we know that ∇sk G̃i (sST ) is constant. Also,
given (s0,sST ), as long as ∃i,j ∈ KST Zi1 (sST ) = 0 and Zj2 (sST ) = 0, the gradients in the
set {∇sST G̃i (sST ) : i ∈ I0 (s0,sST )} are linearly independent. When a feasible solution to
(13.21), (d ∗,r∗,νν ∗,ζζ ∗i ), is found with d ∗ < 0, by Theorem 3.4 in [498], ν ∗ will be the
directional derivative of the implicit function E (s0 ;r). Meanwhile, we can construct the
following matrix:

M=

∇(s2 ST )2 φ(s0,sST )

∇sST G̃i∈I0 (s0,sST ) (sST )

∇s2 sST φ(s0,sST )

0

0

∇sST G̃i∈I0 (s0,sST ) (sST )

0

.

(13.22)

It is tedious but easy to check that ∇s2 sST φ(s0,sST ) is of full row rank. Then, following
0

our discussion on the linear independency of the row vectors in ∇sST G̃i∈I0 (s0,sST ) (sST ),
M is of full row rank. By Theorem 6.1 in [491], because the conditions of strong secondorder conditions (SSOC), constant rank constraint qualification (CRCQ), and full row
rank of M are satisfied, Algorithm 9 is guaranteed to converge to a local optimum
solution to (13.19). Therefore, the convergence to the local Stackelberg equilibrium is
guaranteed for Algorithm 9.

Distributed Method for Nash Equilibrium Searching in the Follower Game
Algorithm 9 relies on the computation of the lower-level rational reactions sST = E(s0 )
at s0 to determine the ascent direction. For the purpose of distributively finding the Generalized Nash equilibrium of G f , we introduce the regularized best-response algorithm
(also known as proximal-response map) from [490] in Algorithm 10. Algorithm 10 is a
Gauss–Seidel-style algorithm based on a regularized objective function of the subproblem in (13.9) for iterative Generalized Nash equilibrium searching. The convergence
property of Algorithm 10 is proved in Theorem 13.13.
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Algorithm 10: Asynchronous proximal-response method for finding the lower-level
Generalized Nash equilibrium
Require: Select an initial strategy sST (t = 0) = (s1 (0), . . . ,sK (0)) ∈ S ST .
ST
ST is not satisfied for a given
1: while the condition sST
0 (t + 1) − s0 (t) ≤ χ
ST
χ > 0 do
2:
for all k = 1, . . . ,K do
3:
Set the adversary joint strategies as
ST
s−k
(t) = (s1 (t + 1), . . . ,sk−1 (t + 1),sk+1 (t), . . . ,sK (t)).

4:

(13.23)

ST (t), compute a local optimal solution s (t + 1):
Given s−k
k
ST (t)) − 1 s − s (t)2,
θk (sk ,s−k
k
k
2
ST
s.t. G(sk ,s−k (t)) ≤ 0, Zk (sk ) ≤ 0.

sk (t + 1) = arg max
sk

(13.24)

end for
6:
Set t ← t + 1.
7: end while
5:

theorem 13.13 (Convergence) Algorithm 10 converges to a Generalized Nash equilibrium from any feasible sST (t = 0).
Proof The proof consists of two parts. In the first part, we employ the potential game
property of G f and prove by contradiction that if Algorithm 10 converges, it converges
to a Generalized Nash equilibrium of G f . In the second part, we exploit the monotonicity of VI(S ST,F ) and show that Algorithm 10 is a contractive mapping and therefore
always converges. See Appendix E in [492] for details.
In Corollary 13.3.3, we can further show that the proximal response also converges
when the secondary transmitters adopt a synchronous local strategy updating scheme.
corollary The synchronous updating mechanism given by Algorithm 11 (i.e., Jacobian best-response updating) converges to a Generalized Nash equilibrium from any
initial strategies sST (t = 0).
Proof

See Appendix E in [492].

Remark 13.1 The convergence of Algorithms 10 and 11 relies on the special structure
ST ), ∀k ∈ KST . Namely, θ depends only on s , thus
of the utility function θk (sk ,s−k
k
k
ST
∇sST F (s ) is a block diagonal matrix (see Appendix B in [492]). For a general case,
it requires that F (sST ) is a P(P0 )-property mapping [499]. Otherwise, the convergence
conditions of Algorithms 10 and 11 are typically not known, and Algorithms 10 and 11
can be considered at most good heuristic [490].

372

Green Communication Networks

Algorithm 11: Simultaneous best-response updating for finding Generalized Nash
equilibrium
Require: Select an initial strategy sST (t = 0) = (s1 (0), . . . ,sK (0)) ∈ S ST .
1: while the termination criterion is not satisfied do
2:
for all k = 1, . . . ,K do
3:
Given sST (t), compute a local optimal solution sk according to (13.24).
4:
end for
5:
t ← t + 1, sk (t + 1) = sk .
6: end while

13.3.4

Simulation Results
For ease of exposition, we assume that the backscattering rates for the secondary
transmitters are the same, and the secondary transmitters are randomly placed near the
secondary gateway within a distance of D ≤ 30 m. We adopt a lognormal shadowing
path loss model for the channel gains as hk = Dk−l , where l is the path loss factor,
l = 3.5. We employ the Monte Carlo simulations to approximate the node performance
of the nodes, and the major parameters used in the simulation are listed in Table 13.2.
In our simulations, we first consider a secondary network with five secondary transmitters. Because the secondary transmitter’s throughput and payoff are a function of the
secondary gateway’s strategy s0 = (α,τ s ,), in Figure 13.8, we provide the graphical
insight into the impact of the secondary gateway’s sensing strategy and pricing strategy
on the performance of the secondary transmitters, respectively. From Figure 13.8(a), we
observe that the secondary transmitters’ performance is more sensitive to the detection
threshold  because a small  will result in the probability of false alarm pf sharply
rising to 1, while a large  will result in the probability of detection pd quickly falling
to 0. On the other hand, as we expect, Figure 13.8(b) shows that by adjusting the interference price, the secondary gateway can efficiently control the secondary transmitters’
usage of the idle time fraction in a time slot for direct transmission. An extremely high
price will drive all the secondary transmitters to completely from using the idle state for
their transmission and operate only in the backscattering mode.
In Figure 13.9, we compare the performance of the proposed algorithm with the
performances of harvest-then-transmit-only and backscatter-only schemes in different

Table 13.2 Main parameters used in the simulation
Parameter

Value

Parameter

Value

p0
p1
W
γ
T

0.6
0.4
1 MHz
3 dB
1s

PPT
AWGN power
ξ2
δ
κk

10 W
−40 dBm
0.01
0.6
0.6
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(a)

(b)
Figure 13.8 (a) Expected average throughput of the secondary transmitters (STs) with respect to
the varied sensing time and detection threshold when the interference price is fixed as α = 108 .
(b) Expected average revenue of the secondary transmitters versus the varied interference price
with different sensing strategies.

network scales. From Figure 13.9(a,b) we observe that the difference between the average payoff/throughput achieved by the proposed method and the harvest-then-transmitonly scheme is larger than the average throughput achieved by the backscatter-only
scheme. This indicates that by adopting the hybrid transmit scheme, the secondary transmitters have more advantage in negotiating the price with the secondary gateways than
with the harvest-then-transmit-only scheme. This phenomenon can also be observed in
Figure 13.9(c) because the equilibrium price asked by the secondary gateway in the
harvest-then-transmit-only scheme is always slightly higher than that with the proposed
method, although the performance of the former is significantly lower than that of the
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Proposed method
Harvest-then-transmit
Backscatter

(a)

(b)

(c)

(d)

Figure 13.9 Performance comparison for the proposed method, the harvest-then-transmit-only
scheme and the backscatter-only scheme. (a) Expected average payoff of the secondary
transmitters at the Stackelberg equilibrium versus the number of the secondary transmitters.
(b) Expected average throughput of the secondary transmitters at the Stackelberg equilibrium
versus the number of the secondary transmitters. (c) Expected interference price set by the
secondary gateway at the Stackelberg equilibrium versus the number of the secondary
transmitters. (d) Expected payoff of the secondary gateway at the Stackelberg equilibrium versus
the number of the secondary transmitters.

latter. This indicates that by adopting the hybrid transmission scheme, the secondary
transmitters’ performance gain is larger than the sum of the performance of both the
harvest-then-transmit-only and backscatter-only schemes. Theoretically, with the proposed scheme, the secondary transmitters are able to switch to the backscattering mode
whenever the interference price exceeds the level such that the harvest-then-transmit
mode provides a better payoff than that of the backscattering mode. In return, it will
discourage the secondary gateway from increasing the interference price. In contrast,
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Figure 13.10 Performance comparison between the proposed scheme and two reference schemes.

(a) Expected average payoff of the secondary transmitters at the Stackelberg equilibrium versus
different p1 . (b) Expected average throughput of the secondary transmitters at the Stackelberg
equilibrium versus different p1 . (c) Expected interference price at the Stackelberg equilibrium
versus different p1 . (d) Expected payoff of the secondary gateway at the Stackelberg equilibrium
versus different p1 .

with the harvest-then-transmit-only scheme, the secondary transmitters have no choice
but to continue their transmission when the interference price keeps rising, until some of
the secondary transmitters are forced out of play (i.e., stop transmitting) due to negative
payoffs.
In Figure 13.10, we investigate the impact of the probability of the busy state
on the performance of the proposed transmission scheme. For the simulation, the
number of the secondary transmitters is fixed at 5. We note from Figure 13.10(a,b)
that the performance of the backscatter-only scheme improves as the probability
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of the channel staying busy increases, while the performance of the harvest-thentransmit-only scheme becomes worse at the same time. We can further observe from
Figure 13.10(b) that as the chance of direct transmission reduces with the increasing
probability of the channel staying busy, with the proposed hybrid transmission policy,
the secondary transmitters are able to achieve a significantly higher throughput than that
of using either of the two fixed-scheme transmission policies. Especially, the proposed
hybrid scheme suffers from less severe performance deterioration than that of the
harvest-then-transmit scheme. Again, as can be interpreted from Figure 13.10(c,d),
by adopting the proposed transmission scheme, the secondary transmitters have an
advantage in interference price negotiation with the secondary gateway over the harvestthen-transmit-only scheme. When the chance of transmission becomes smaller as the
channel becomes busier, such an advantage will lead to a significant performance
improvement at the Stackelberg equilibrium.

13.4

Summary
The development of green communications in wireless networks has received a lot
of attention recently due to serious impacts of the global warming. However, many
challenges still remain to be addressed. This chapter has introduced two emerging techniques, namely, wireless energy harvesting and ambient backscatter communications,
which have been developed and implemented widely in wireless communication networks. We have also introduced new challenges for green communication networks
and provided an overview of recent solutions to address these issues. Furthermore, we
have presented a case study that uses the Stackelberg game framework to model the
interaction between the wireless devices and the gateway. Through numerical results, we
have shown the efficiency of the proposed game model for the RF-powered backscatter
cognitive radio networks.
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Radio spectrum usage is a critical topic for future 5G wireless networks. The data
explosion caused by the mobile Internet and Internet of Things is overwhelming the
allocated 2G–3G–4G radio spectrum. In the past, new cellular spectrum has been made
available through spectrum reframing. However, clearing radio spectrum from an allocated but underutilized usage to repurpose it to another usage usually requires many
years to accomplish, which makes it challenging to cope with the anticipated wireless
rate demands (in the order of Gbps) of 5G users. On the other hand, technologies, such
as millimeter wave communications and optical wireless communications, can offer
very high data rates, but these technologies are mainly tailored to small cells and low
mobility cases.
Effectively managing resource allocation in such a complicated environment requires
a fundamental shift from traditional centralized mechanisms toward self-organizing
optimization approaches. The demand for this shift is motivated by practical factors
such as the need for low-latency communications and increased network density. Indeed,
there has been a recent increase in literature which proposes new mathematical tools for
optimizing wireless resource allocation. Examples include centralized optimization and
game-theoretic approaches. Although centralized optimization techniques can typically
provide optimal solutions, they often require centralized control and global network
information, thus leading to significant complexity and overhead. This complexity can
rapidly increase when dealing with combinatorial and integer programming problems
such as channel allocation and user association. In addition, centralized optimization
may not be able to handle the challenges of dense and heterogeneous wireless networks.
The limitations of centralized optimization have led to increased interest in gametheoretic techniques that address various challenges in cellular networks. We focus on
three representative examples in this chapter, In Section 14.1, we develop a resource
management approach based on matching theory to optimize D2D communications.
In Section 14.2, we provide a contract theory example for wireless caching systems.
Finally, in Section 14.3, we investigate a hierarchical game for LTE-U.

14.1

Stable Marriage Model with Cheating for D2D Communications
Wireless users engaged in D2D communications can communicate directly without
using BSs. D2D communication has the advantages of improving spectrum efficiency.
377
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However, the interference introduced by the D2D resource sharing leads to a significant
challenge. In this section, we conduct optimization of the system throughput while
simultaneously meeting QoS for both cellular users (CUs) and D2D users. The stable
marriage (SM) model is implemented to solve the resource allocation problem among
CUs and D2D users. Two stable matching algorithms are developed to optimize the
social welfare and ensure network stability. In addition, the idea of cheating in matching
is introduced to further improve the D2D users’ throughput and is shown to be able to
benefit a D2D user subset without reducing the remaining D2D users’ performance. By
conducting extensive simulation results, the effectiveness of the proposed algorithms, in
terms of improving D2D and system throughput, are shown.

14.1.1

D2D Communication: Introduction
D2D communication was proposed as part of the LTE-A standard, where the user equipments communicate with each other through a direct link using licensed resources
instead of communicating with BSs. D2D has many advantages: improving the system throughput and energy efficiency, offloading the traffic, and extending the network
coverage [500, 501].
Typically, the system throughput and reliability of D2D communications are considered as the optimization objectives in the literature. For example, the objective in
[502] is to optimize the system throughput, while simultaneously guaranteeing the QoS
requirements. Nevertheless, D2D communications also bring forth new challenges to
traditional cellular networks. One critical issue is the interference caused by the channel
reuse among D2D and cellular users. Effective approaches to overcome this challenge
include interference avoiding multiple-input-multiple-output (MIMO) techniques [504],
transmission power management [503], and advanced coding schemes [505].
Game theory [500, 506], social networks [508], auction theory [507], and graph
theory [509] have been proposed recently to tackle the resource allocation problems
in D2D. In [506] a Stackelberg game model is proposed between the D2D and CUs
users, with consideration of both the system throughput and user fairness. In [507],
a reverse iterative combinatorial auction mechanism is introduced to deploy D2D
communication as an underlay cellular downlink (DL) transmission. In [508], an
effective approach is proposed to enhance the D2D performance by using the individual
users’ social ties. Based on the users’ social network profiles, the data traffic is offloaded
to D2D networks by formulating the problem as an Indian Buffet Process. In [509], a
D2D resource allocation framework is presented to maximize the network throughput,
where the Kuhn–Munkers algorithm is used to solve the bipartite matching between
the CUs and D2D users, and obtains the system optimal throughput. The Kuhn–
Munkers algorithm in [509] models a weighted bipartite matching graph and achieves
the optimal social welfare. Nevertheless, in addition to social welfare, network stability
for resource management needs to be also considered. Stability implies robustness to
deviations, which can benefit both the resource owners and users. In fact, an unstable
matching can lead to undesirable network operations. In order to design stable resource
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management mechanisms, one can resort to the tools of matching theory, discussed in
Chapter 2.
As discussed in Chapter 2, there exist many works on matching-based wireless
resource allocations [523–528]. In this section, we study the problem of optimizing the
performance of D2D networks while satisfying QoS using two matching algorithms.
In addition, we study the cheating issue in matching, which constitutes one of the first
treatment of this topic within the context of wireless resource allocation. The key points
are as summarized as:
1.

2.

3.

A network comprised of both D2D and cellular users is studied, in which D2D
users share CUs’ spectrum to optimize the system utilization and satisfy QoS of
both types of users. The corresponding resource allocation problem is formulated
as a mixed integer nonlinear programming (MINLP) problem.
This resource allocation problem is modeled as an SM game to obtain a stable
matching between admissible D2D pairs and CUs. Two stable matching algorithms, i.e., the Gale–Shapley (GS) algorithm and minimum weight stable matching algorithm, are developed.
We investigate how to further improve some D2D users’ throughput by taking the
cheating action, which is achieved by implementing the coalition strategy (CS).

The rest of the section is organized as follows. In Section 14.1.2, we formulate the
D2D resource allocation problem. The optimization problem is solved using matching
game in Section 14.1.3, and next the cheating issue is investigated in Section 14.1.4.
The algorithms are evaluated in Section 14.1.5. Last, conclusions are drawn in
Section 14.1.6.

14.1.2

System Model and Problem Formulation
Consider a network with L D2D user pairs coexisting with N CUs and sharing spectrum.
Each D2D pair finds a suitable CU to share its allocated licensed channel. In this
subsection, the UL transmission resources of CUs can be shared with D2D users, as the
UL spectrum is typically less loaded than the DL spectrum. As a result, the spectrum
sharing interference only affects the BS side. Certain signal-to-interference-plus-noiseratio (SINR) requirements need to be satisfied for both CUs and D2D pairs. We represent
the CUs’ set as C = {c1, . . . ci , . . . ,cN },1 ≤ i ≤ N and the D2D users’ set as D =
{d1, . . . ,dj , . . . ,dL },1 ≤ j ≤ L. We assume that L = N, and dummy nodes can be
added to ensure this assumption.
Given the fast and slow fading due to the multipath propagation and the shadowing, respectively, the channel gain between ci and the BS can be written as gi,B =
K β i,B ζi,B L−α
i,B , where K is constant, β i,B is the fast fading gain, ζ i,B is the slow fading
gain, and α is the path loss exponent. The channel gain between the D2D user pair dj
is gj , the channel gain for the interference link between dj and the BS is hj,B , and the
channel gain for the interference link between ci and dj is hi,j . We denote the distance
between ci and the BS as Li,B .
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A certain minimum SINR must be satisfied for either the CU or D2D pair to establish
spectrum sharing, Let Pic and Pjd be the transmission power of ci and dj , respectively.
Let ic and jd be the SINR of ci and dj , respectively. The additive white Gaussian noise
power is σ2 .
Next, we formulate the maximum D2D throughput problem by
 
Wi [log(1 + ic ) + ρi,j log(1 + jd )],
(14.1)
max
ρi,j ,Pic ,Pjd

ci ∈C dj ∈D

subject to ic =

Pic gi,B
σ2 + ρi,j Pjd hj,B

c
≥ i,min
,∀ci ∈ C,

Pjd gj
d
≥ j,min
,∀dj ∈ D,
jd = 2
σ + ρi,j Pic hi,j

ρ i,j ≤ 1,ρi,j ∈ {0,1},∀ci ∈ C,

(14.2)
(14.3)
(14.4)

dj ∈S



ρ i,j ≤ 1,ρi,j ∈ {0,1},∀dj
ci ∈C
c
Pic ≤ Pmax
,∀ci ∈ C,and
d
d
Pj ≤ Pmax,∀dj ∈ D,

∈ D,

(14.5)
(14.6)
(14.7)

where ρi,j is the binary resource indicator for ci and dj . Here, ρi,j = 1 if dj reuses ci ’s
channel Wi , and ρ i,j = 0 otherwise. Without loss of generality, each CU cui receives
c
d
and j,min
as the
an equal share of the spectrum Wi from the BS. We denote i,min
c
d as
minimum SINR requirements for ci and dj , respectively. We denote Pmax and Pmax
the maximum transmission power for ci and dj , respectively. All notations are illustrated
in Table 14.1.
In order to maximize the system throughput and satisfy QoS, we seek a proper CU
for each D2D user and decide on the optimal simultaneous transmission power for
each sharing pair. In (14.1) the system objective maximizes the system throughput.
Equations (14.2) and (14.3) denote the SINR requirements for the CUs and the D2D
user, respectively. Equations (14.4) and (14.5) indicate the capacity requirements for
CUs and D2D users, respectively. Equations (14.6) and (14.7) define the maximum
transmission powers for the CUs and the D2D users, respectively.
The formulated optimization problem is an MINLP problem [12], which is generally
NP-hard. Consequently, our approach is to tackle the problem by splitting it into three
subproblems in the sequel.

14.1.3

Resource Allocation with True Preferences
We devide the resource allocation problem into three steps: (i) admission control, (ii)
optimal power allocation, and (iii) stable matching between admitted D2D users and
CUs. The first two steps are discussed in Section 14.1.3 and Section 14.1.4, respectively.
In step three, the GS algorithm is introduced to find a stable match in Section 14.1.3.
In addition, the minimum weight stable matching algorithm is constructed for an optimal
stable match in Section 14.1.3.
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Table 14.1 Notation
Symbol

Definition

N
L
C
D
ci
dj
Sic
Sjd
ic
jd
c
i,min
d
j,min
Pic
Pjd
c
Pmax
d
Pmax
gi,B
gj
hj,B
hi,j
ρ i,j
σ2

The number of CUs
The number of D2D pairs
The set of CUs
The set of D2D pairs
CU ci
D2D pair dj
The set of D2D pairs that can be admitted by CU ci
The set of CUs that can be admitted by D2D pair dj
SINR of ci
SINR of dj
Minimum SINR requirement for ci
Minimum SINR requirement for dj
Transmission power of ci
Transmission power of dj
Maximum transmission power for ci
Maximum transmission power for dj
Channel gain between ci and BS
Channel gain between dj
Channel gain of interference link from dj to BS
Channel gain of interference link from ci to dj
If dj share resource with ci ,then ρi,j = 1; otherwise 0
White Gaussian noise

Admission Control
In the first step, the acceptable pairs consisting of one CU and one D2D user pair are
determined. A set is called admissible only if both D2D users’ and CU’s transmission
power can be adapted to satisfy the minimum SINR requirement. Consequently, the
admissible sets are characterized as follows:
⎧
P cg
c
⎪
≥ i,min
,
ic = 2 i i,Bd
⎪
⎪
σ
+ρ
i,j Pj hj,B
⎪
⎪
d
⎨
P gj
d
,
jd = σ2 +ρ j P c h ≥ j,min
(14.8)
i,j i i,j
⎪
⎪
c
c
⎪
P ≤ Pmax,
⎪
⎪
⎩ id
d .
Pj ≤ Pmax
It is not difficult to derive the preceding four linear relations between ci ’s transmission
power Pic and dj ’s transmission power Pjd from (14.8). A sharing pair is admissible, if
and only if there exist Pic and Pjd satisfying all preceding linear relations. Based on
(14.8), we classify three possible scenarios if a sharing pair consisting of ci and dj is
admissible in Figure 14.1, where l1 =
2
=
Pmin

d
σ2 j,min

gj

c
i,min
hj,B
, l2
gi,B

=

gj
d
j,min
hi,j

1 =
, Pmin

c
σ2 i,min
gi,B ,

and

. The shadow part Aadmin in Figure 14.1(a,b,c) are the transmission
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(a)

(b)

(c)
Figure 14.1 Admission area and power control illustration: (a) admission area scenario 1, (b)
admission area scenario 2, and (c) admission area scenario 3. © 2015 IEEE. Reprinted, with
permission, from Gu et al. 2015.

power pairs (Pjd ,Pic ) satisfying (14.8). When a sharing pair does not belong to any
preceding scenario (i.e., the shadow area is empty), this pair is not admissible. We
represent all admissible D2D users for ci as Sic and all admitted CUs for dj as Sjd .

Optimal Power Allocation
In step two, for each admissible pair, the optimal transmission power is decided as
∗

(Pic ∗,Pjd ) =

argmax
(Pic ,Pjd )∈Aadmin

Wi [log(1 + ic ) + log(1 + jd )],

(14.9)

where Aadmin is all transmission power pairs belonging to the shadow area defined
previously. f (Pic,Pjd ) = Wi [log(1 + ic ) + log(1 + jd )], which can show that
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f (λPic,λPjd ) > f (Pic,Pjd ) if λ > 1. As a result, at least one transmission power
∗

in (Pic ∗ andPjd ) is bounded by the peak value.
Next, the optimal transmission power is determined for each admissible sharing pair.
As shown in Figure 14.1(a), in order to maximize f (Pic,Pjd ), at least one user needs to
c , and d will reside
transmit at its peak power. As a result, ci should transmit at Pmax
j
c
d
on segment BC. As shown in [529], f (Pi ,Pj ) is a convex function over either Pic or
∗

Pjd , if the other value is fixed. Consequently, Pjd must be located on either point B or
∗

point C. A similar result holds for scenario two in Figure 14.1(b), where Pjd should be
the peak transmission power, and Pic ∗ is located on either point D or point E. As for
scenario three in Figure 14.1(c), the optimal power pair will be locates on segment CF
or segment F E.

Stable Matching by the Gale–Shapley Algorithm
After all the admissible pairs and optimal transmission power are identified, we seek a
proper CU for each D2D user pair. The SM game is proposed to match the D2D users
with the CUs [2], illustrated in Figure 14.2.
Similarly, CUs and D2D pairs can be viewed as women and men, respectively. The
admissible pairs and optimal transmission power can be obtained following admission
control and power control. We use ci ’s throughput Wi log(1+ic ) when sharing spectrum
with dj to denote ci ’s preference over dj . Similarly, we use dj ’s throughout Wi log(1 +
jd ) to represent dj ’s preference over ci . Consequently, the “prefer” relation is defined
for ci between dj and dj in the following Definition 14.1, and the “prefer" relation for
dj between ci and ci in the following Definition 14.2.
definition 14.1 ci prefers dj over dj , if Wi log(1 + jd ) > Wi log(1 + jd ), denoted
by dj ci dj , for ci ∈ C,dj ,dj ∈ Sic,j = j .

users:

Figure 14.2 D2D matching system model. © 2015 IEEE. Reprinted, with permission, from Gu et

al. 2015.
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definition 14.2 dj prefers ci over ci , if Wi log(1 + ic ) > Wi log(1 + ic ), denoted
by ci dj ci , for dj ∈ D,ci ,ci ∈ Sjd ,i = i .
We denote the rank(ci ,dj ) as the position of dj in ci ’s preference list PLci , and
rank(dj ,ci ) as the position of ci in dj ’s preference list PLdj . For example, if c3 is d6 ’s
second favorite choice, then rank(d6,c3 ) = 2. Next the stability notation is defined in
the following Definition 14.3.
definition 14.3 A matching M is stable, if there exists no blocking pair (ci ,dj ), such
that dj ci M(ci ) and ci dj M(dj ), where M(ci ) represents CU ci ’s partner in M and
M(dj ) represents dj ’s partner in M.
In the sequel, we show in Algorithm 12 how to use the GS algorithm to obtain a stable
matching between the CUs and D2D users.
Algorithm 12: GS algorithm
Input: D2D users’ preference list PLd and CUs’ preference list PLc .
Output: Men-optimal stable matching M.
Metode:
1: Set up D2D pairs’ preference lists as PLdj ,∀dj ∈ S;
2: Set up CUs’ preference lists as PLci,∀ci ∈ C;
3: Set up a list of unmatched D2D users U M = {dj ,∀dj ∈ S};
4: while U M is not empty do
5:
dj proposes to the CU that locates first in his list, ∀dj ∈ U M;
6:
if ci receives a proposal from dj , and dj is more preferred than the current
hold dj (∀dj ∈ S is considered more preferred by empty hold) then
7:
ci holds dj and rejects dj ;
8:
dj is removed from U M and dj is added into U M;
9:
else
10:
CU rejects dj and continues holding dj ;
11:
end if
12: end while
13: Output the matching M.

Stable Matching by the Minimum Weight Algorithm
In [4], it is shown that individuals who submit proposals in a matching mechanism,
will obtain a better payoff than those who actually accept proposals. By Algorithm 12,
the men-optimal stable matching is achieved. On the other hand, if women propose
first, it will yield a women-optimal stable matching. The question arises: Since different
proposing methods can yield different stable matchings, which stable matching is “optimal”? There are different ways to define this “optimal” concept, e.g., the egalitarian
stable matching [531, 532], the minimum regret stable matching [530], and minimum
weight stable matching [531, 532]. In this example, the minimum weight stable matching can be used to achieve our system objective, but its performance may be not as good
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as the Hungarian algorithm. However, the Hungarian method does not ensure network
stability. We define the minimum weight stable matching as follows.
definition 14.4 A stable matching M is said to be a minimum weight stable matching if it has the minimum possible value of c(M). The value c(M) is given by


c(M) =
wt(ci ,dj ) +
wt(dj ,ci ),
ci ∈N

dj ∈L

where we define wt(ci ,dj ) = rank(ci ,dj ), and wt(dj ,ci ) = rank(dj ,ci ), to capture the
weights of (ci ,dj ) and (dj ,ci ), respectively. rank(ci ,dj ) represents the ranking of CU
ci ’s partner dj in ci ’s preference list, and rank(dj ,ci ) is the ranking of D2D user dj ’s
partner ci in dj ’s preference list.
Algorithm 13: Minimum Weight Stable Matching
Input: D2D users’ preference list PLd and CUs’ preference list PLc .
Output: Minimum Weight Stable Matching Mopt .
Metode:
1: Run the man-optimal GS algorithm with the true preference list, the output
matching is M0 ;
2: Find the men-oriented shortlist for the given problem;
3: According to the shortlist, find out all the rotations;
4: Construct a directed graph P presenting (in some way) the weighted rotation
poset P ;
5: Use the directed graph P to find the minimum weight closed subset P ;
6: Eliminate the rotations in that closed subset to obtain the “optimal" stable
matching Mopt ;
In [531], an O(n4 ) algorithm obtains the minimum weight stable matching by exploiting the structure of the matching set containing all the stable matchings. Using this
algorithm, the weight of a matching pair is defined as the negative value of the throughput summation. As a result, the minimum weight stable matching can be employed
to achieve the maximum throughput. The basic idea is to seek all the rotations first,
and then by eliminating these rotations, all the stable matchings can be enumerated. To
obtain the minimum weight stable matching, the closed subset of the rotation poset with
minimum weight is searched, and this rotation poset is eliminated from the existing
men-optimal stable matching. The essentials of the Irving’s algorithm are shown in
Algorithm 13. For further details please refer to [531, 532].
In [509], the Hungarian algorithm (i.e., the Kuhn Munkres algorithm) is adopted. In
an unweighted bipartite graph, we employ the Hungarian algorithm to find a maximal
cardinality matching, while in a weighted situation it can be utilized to seek a maximum
weight matching in polynomial time (O(n3 )) [533]. One difference between the minimum weight stable matching and the Hungarian method is whether or not the network
stability is guaranteed. In Section 14.1.5, the Hungarian algorithm will be served as a
performance upper benchmark.
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14.1.4

Cheating: The Strategic Issue in Matching
Next, a cheating strategy is introduced to improve the throughput of certain D2D users’.
Moreover, a cabal (defined in Definition 14.5) is introduced, which can benefit as the
lying D2D users for further enhancing the throughput.
After reaching a stable matching using the GS algorithm, some D2D pairs may not
be satisfied with their current partners. These D2D users can pursue better partners by
cheating, which refers to the action of permuting some entries in the preference list or
truncating the list [2]. In [534], a coalition strategy (CS) is proposed in the SM game to
allow some men to get better payoffs by cheating. The general idea is by as follows:
1.
2.
3.

A cabal consisting of men is constructed, in which each member prefers each
other’s partner (woman) to its own;
The accomplices are found for the cabal. These accomplices need to revise their
preferences to assist the cabal members;
The GS algorithm is run with the falsified preferences. As a result, in the resulting
matching, all men in cabal are strictly better off, and the rest of men keep the same
partners.

PL (d) is the set of CUs who are more preferred than M(d) by D2D pair d, and PR (d)
is the set of CUs who are less preferred than M(d) by d. Let M0 be the man-optimal
stable matching, and we have the following definitions.
definition 14.5 A cabal K = {k1, . . . ,km, . . . ,kK } is a subset of D, such that for
each km,1 ≤ m ≤ K, we have M(km−1 ) km M(km ), km ∈ D.
definition 14.6 The accomplice set H(K) of the cabal K is a subset of D, such that
h ∈ H(K) if
1.
2.

h∈
/ K, for any km ∈ K, if M(km ) h M(h) and h M(km ) km+1 , or
h ∈ K, and h = kl (kl ∈ K), for any km ∈ K, and m = l, if M(km ) kl M(kl−1 )
and kl M(km ) km+1 .

Definition 14.5 defines the cabal comprised of any D2D user km ∈ K, who prefers
M(km−1 ) to M(km ). Here, M(km ) is km ’s current partner, and M(km−1 ) is km ’s desired
partner. Definition 14.6 delineates the subset of D2D users H(K) as the accomplices
who falsify their preferences to assist K to achieve their desired partners. Any D2D
user h outside cabal K, who will have prevented a cabal member km from getting its
desired partner, is defined as an accomplice of K. h prevents km when h prefers M(km )
to its own partner, while M(km ) prefers h to km . Similarly, any D2D user h within cabal
K, denoted by kl , who will prevent another cabal member km from getting its desired
partner, is also defined as an accomplice. kl prevents km when kl prefers M(km ) to its
desired partner M(kl−1 ), while M(km ) prefers kl to km .
Different from Theorem 2 in [534], which does not specify how the unmatched users
perform, the actions for those unmatched users are defined in Algorithm 14. For the
unmatched users within the cabal, their falsifying strategies need to be different from
those outside the cabal. As a result, the CS algorithm proposed in [534] is revised into
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Algorithm 14: Coalition Strategy
Input: Men-optimal stable matching M0 .
Output: Men-optimal stable matching Ms after cheating.
Metode:
1: Find the cabal K of M0 as defined in Definition 14.5;
2: Find cabal K’s accomplices H as defined in Definition 14.6;
3: for all D2D pair d ∈ K do
4:
if d ∈ H(K) − K then
5:
d submits a preference list (πr (PL (d) − X),M0 (d),πr (PR (d) + X)),
where X = {c|c = M0 (dm ) ∈ M0 (K),d c dm+1 };
6:
else
7:
d = dl submits a preference list
(πr (PL (d) − X),M0 (dl−1 ),πr (PR (d) + X)), where
8:
X = {c|c = M0 (dm ) ∈ M0 (K),c dl dm−1,dl c dm+1 };
9:
end if
10: end for
11: Run the man-optimal GS algorithm the falsified preference list, and output
matching is Ms .

our cheating strategy, as shown in Algorithm 14, where we utilize πr (PL (d) − X) to
present a random permutation of PL (d) − X, and πr (PR (d) + X) to denote a random
permutation of PR (d) + X.
In the resulting man-optimal matching Ms , Ms (km ) = M0 (km−1 ) for km ∈ K, and
/ K, which means that in the D2D-optimal stable matching
Ms (km ) = M0 (km ) for km ∈
after cheating, all D2D users in the cabal have found their expected partners, and the rest
of the D2D users have remained the same partners. The conclusion from [534] shows
that the CS algorithm is the only strategy that has the property of ensuring that some
men are better off and the other men are at least as well off as before. We will validate
this property by our simulation later.
Because of the NP-hardness of finding the largest cabal (which corresponds to finding
the largest loop in a directed graph), we look for a cabal as large as possible in a
practical way, such that more D2D users can be benefitted. The random cabal search
starts from an arbitrary D2D user (whose current partner is not its first choice) and stops
whenever a cycle is reached. To benefit more D2D users, the cabal search is conducted
that starts from each possible D2D user such that the cabal can be found with a larger
size than the random search. In Section 14.1.5, whether a larger cabal can improve the
D2D throughput is studied through simulations.

14.1.5

Simulation Results and Analysis
For our simulations, a single-cell network is considered with the BS located at the cell
center. The same number of D2D pairs and CUs (i.e., N = L) are distributed within
the cell uniformly. The cell radius R is varied from 350 m to 650 m. The proximity
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r between each D2D pair is randomly distributed within (20,40) m. A 5 MHz UL
bandwidth is equally shared among N CUs. Gaussian noise power is set to −114 dBm
for all the licensed channels. The maximum transmit power is identical for all the users
as 24 dBm. The SINR requirements for both cellular and D2D communications are
distributed unfortunately within [20,30] dB. The path loss constant K = 10−2 , and the
path loss exponent α = 4, the multipath fading gain as the exponential distribution with
unit mean, and the log-normal shadowing with 8 dB deviation.
We first show how cheating can be used to improve the system throughput and the
throughput of the D2D users. Then, we compare the performance of D2D users’ and
CUs’ with and without cheating. Next, we study the D2D users’ and CUs’ SINR performance. Specifically, we demonstrate how each individual D2D user can benefit from
using the cheating algorithm. Finally, the probability of finding a cabal is obtained.
Figure 14.3 compares the throughput of D2D users under the CS algorithm with a
random cabal, the GS algorithm, and the CS algorithm with a bigger cabal. The D2D
users’ total throughput is larger after cheating. The CS algorithm with a random cabal
can improve the performance by 6.03 percent, while the CS algorithm with a bigger
cabal can improve the performance by 17.39 percent, compared to the GS algorithm.
This demonstrates that a cabal with a larger size can have better performance.
Figure 14.4 evaluates the system throughput with the Hungarian algorithm [509].
Even if the Hungarian algorithm can achieve the highest system throughput, the resulting matching might not be necessarily stable. The other three curves of the GS algorithm, the cheating method with a random cabal and the cheating method with a larger
cabal achieve, respectively, 92.51 percent, 93.12 percent, and 93.24 percent of the optimal solution. With such performances, all the three algorithms are near-optimal and
ensure system stability. Moreover, the computation complexity of the CS and the GS
algorithms is lower than that of the Hungarian method. For the two cheating strategies,
from Figure 14.4, we can see that the CS algorithm not only benefits the D2D users
90
Throughout of D2D pairs without cheating
Throughout of D2D pairs with random cabal
Throughput of D2D pairs with larger cabal

85
80
Throughput (Mbps)

388

75
70
65
60
55
50

15

20

25
30
35
Number of D2D pairs (CUs)

40

45

Figure 14.3 D2D users throughput. © 2015 IEEE. Reprinted, with permission, from Gu et al.
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but also improves the total system throughput. Figure 14.4 shows a cross point between
the two cheating methods when the number of D2D users reaches 27. After this point,
the cheating with a larger cabal achieves a better performance compared to cheating
with a random cabal. This is because if the D2D users get better partners, the CUs’
partners get worse partners. It is challenging to identify who has more impact on the
network throughput. As a result, if the cabal size gets larger, the system throughput will
not necessarily improve, although the D2D performance is enhanced. However, if the
system size becomes large enough (e.g., N > 27), finding a larger cabal can better
improve the network throughput.
In Figure 14.5, we illustrate the advantage of proposing than being proposed to with
comparison of the CUs’ and D2D users’ performances. For the case in which every-
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Figure 14.6 The average SINR of D2D and CU with and without cheating. © 2015 IEEE.
Reprinted, with permission, from Gu et al. 2015.

body is telling the truth, including the bottom four curves, the ratio between D2D and
CU throughput is between 1.1 and 1.6. This is an expected outcome because here the
men-optimal GS algorithm is performed. In the top four curves that correspond to the
cheating case, the ratio is almost doubled because of the improvement of the D2D users’
performance and the decrease of the CUs’ performance because of cheating.
In Figure 14.6, we compare the average SINR for CUs and D2D users with and
without cheating. The network radius is increased from 350 m to 800 m with steps of
50 m. Both D2D users’ and CUs’ SINR values improve as the network radius increases.
D2D users’ SINR values are improved, while CUs’ SINRs are decreased after cheating.
It makes sense because the CS algorithm is designed to benefit the D2D users by
sacrificing CUs’ performance.
In Figure 14.7, we illustrate how each D2D user’s satisfaction (i.e., its partner’s
ranking) is enhanced by cheating. Figure 14.7(a,b) shows the distributions of D2D users’
partner rankings before and after cheating. If all users are honest, on average, 4.5 users
get their favorite partners, 5 users are matched to their second choices, and 5 users are
matched to their third choices. In the case of cheating, more than 7 users are matched
to their first choices on the average, 6.5 users are matched to their second choices, and
6 users are matched to their third choices. More D2D users are matched to their top 5
choices by cheating.
Figure 14.9 evaluates the impacts of different cabal sizes. As the number of users
increases, the ratio of the cabal members with respect to the total D2D users (i.e., L/N )
can achieve almost 30 percent using the cheating method with a larger cabal. This value
is about three times higher than the ratio achieved by the random search. The random
cabal search stops when a cycle is detected no matter how large the cabal is. As a result,
the cabal size using the random search does not necessarily increase, although the user
number increases.
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In Figure 14.10, the probability of finding a cabal is shown under four different radius values R = 350 m, R = 450 m, R = 550 m, and R = 650 m.
Because of the high computational complexity ( ((L − 1)! )(L−1) ) of enumerating
all the possible instances containing L D2D users, we randomly generate 10,000
examples for each L, ranging from 15 to 57, to approximate the probabilities. In
Figure 14.10, with the increase of L, a higher probability of finding a cabal is obtained.
For all the four network radii, L = 50, the probabilities of finding a cabal reach
100 percent.
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14.1.6

Summary
In this section, we have developed a stable marriage framework to optimize resource
allocation in D2D. We have analyzed two stable matching algorithms, namely, the
GS algorithm and the minimum weight stable matching algorithm. The GS algorithm
in polynomial time can achieve 92.51 percent of the optimal system throughput by
the Hungarian algorithm. Moreover, the cheating mechanism (the CS algorithm) is
employed to further improve the performances of cheating users. The simulation results
demonstrate that a larger cabal size can lead to achievement of better performance of
lying users.
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Contract-Based Trading for Small-Cell Caching System
Caching mechanisms store popular contents in the local small-cell base stations (SBSs)
of cellular networks so as to alleviate backhaul congestion over the cellular network’s
backhaul and reduce transmission delay. In this section, a small-cell caching system,
consisting of a network service provider (NSP), multiple mobile users (MUs), and
several video retailers (VRs), is considered. The NSP is a network facility monopoly
that releases its resources to the VRs so as to maximize its own profits. The VR’s type
distribution is known to the NSP, but the exact type of a given VR is unknown. Such
an information asymmetric market is investigated using an adverse selection problem
within the contract theory framework of Chapter 3. The SBSs and MUs are modeled
as two independent Poisson point processes, and the probability of direct downloading
from the adjacent SBS is obtained using the stochastic geometry theory. According to
the derived probability, the utility functions of the NSP and the VRs are obtained. Next,
we formulate the optimal contract problem and show the feasibility of the contract. Then
we develop the optimal contract if VR’s popularity parameter γ has different values.
Numerical simulations demonstrate the optimal quality and each VR’s optimal price.

14.2.1

Introduction
Wireless video traffic will constitute the majority of wireless traffic circulating in tomorrow’s wireless cellular systems. When dealing with video traffic, typically, there are
many repetitive requests for popular videos, which can lead to heavy traffic over the
backhaul of the network. Caching popular content at SBSs can be used to alleviate this
transmission of redundant information over the backhaul. In [536], a femto-caching
scheme optimizes data placement at SBSs so as to reduce transmission delay. In [537],
an optimal caching scheme places the popular contents in D2D networks. In [538], a
many-to-many matching game algorithm provides proactive caching in social networks.
A commercialized small-cell caching system consists of an NSP, some VRs, and multiple MUs. In such a system, the NSP can employ its monopoly power on the network
facilities to make profits by renting its resources. VRs buy certain caches to provide
better services for their users so that both NSP and VRs can make profits from the
caching system. However, both sides are selfish and seek to maximize their own profits,
inducing a conflict of interest problem with information asymmetry.
In a small-cell caching system, the VR’s type distribution is known to the NSP, but
the exact type of a given VR is unknown. Our objective is to propose a contract-based
resource trading mechanism under this asymmetric information situation. The proposed
scheme and the corresponding solutions can offer the proper economic incentives to the
NSP, with following key points:
1.

Contract theory is used to study trading between a monopolist NSP and multiple
VRs in a commercialized small-cell caching system. VRs are categorized into
different “types” based on their popularity, and the NSP divides the SBSs into
different fractions with the notation of “quality.” The optimal contract is designed
to maximize the NSP utility with information asymmetry.
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2.

3.

The probability of MUs downloading directly from SBSs is provided using
stochastic geometry. According to the derived download probability, the profits
of the NSP and VRs are analyzed.
The necessary and sufficient conditions of the feasible contract are proved. Moreover, the constraints in solving the optimal contract are reduced. We study the
concavity and convexity of the target function in two cases. The optimal contract
entries that are the combinations of the optimal quality and price are given in
closed-form, when VR’s popularity parameter takes different values.

The rest of this section is organized as follows: the system model is provided in
Section 14.2.2. The contract-based service model is shown in Section 14.2.3. The optimal contract design and solutions are derived in Section 14.2.4. Numerical results are
given in Section 14.2.5, and conclusions are drawn in Section 14.2.6.

14.2.2

System Model
A commercial small-cell caching system is considered with one NSP, N VRs, and
multiple MUs. By viewing the SBSs as potential resources of the NSP, each VR buys a
certain SBS fraction from the NSP for placing its popular contents. The corresponding
MU associated with a VR may directly download contents from its nearby SBSs who
have been rented by this VR. Otherwise, the MU has to obtain its contents from a macrocell base station (MBS). In Figure 14.11, there are three VRs who rent four SBSs, three
SBSs, and two SBSs. MUs who are within the coverage of SBSs storing the requested
contents will download the contents directly from the local SBSs, while a user of VR2
who is not covered by any SBS communicates directly with the MBS.

Network Model
A small-cell network is considered with multiple SBSs owned by the monopolist NSP;
the set of N VRs is denoted by V = {V1, . . . ,Vv, . . . ,VN }, and the NSP is denoted
c
c
c

Figure 14.11 System model with one NSP and three VRs, while VR1 rents four SBSs, VR2 rents

three SBSs, and VR3 rents two SBSs. © 2017 IEEE. Reprinted, with permission, from Liu et al.
2017.
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by L. SBSs have uniform transmission power P and the same caching size of Q files,
which are spatially distributed as a homogeneous Poisson point process (PPP) with
density λ. The MU distribution is modeled as an independent homogeneous PPP  with
density ζ. SBSs transmit on the orthogonal channels to MBSs, and thus interferences
induced by MBSs are ignored.
A typical MU is located at the origin and an SBS is located at x. The path-loss between
the SBS and the typical MU is represented by ||x||−α , where α is the path-loss exponent.
The channel power of Rayleigh fading between an SBS and a typical MU is represented
by hx , where hx ∼ exp(1). The noise is modeled as an additive white Gaussian noise
(AWGN) with zero mean and variance σ 2 .
A saturated network is assumed, in which all SBSs are powered on and keep transmission for their subscribers. As a result, the SINR at a typical MU from an SBS with
location x can be given by
ρ(x) = 
x ∈

P hx ||x||−α
.
−α + σ 2
\x P hx ||x ||

(14.10)

When ρ(x) is larger than a predefined threshold δ, an MU can be covered by the SBS
located at x, where δ regulates the highest delay of downloading a file.

Preference and Popularity
The file set F = {F1,F2, . . . ,FF } consists of F video files. The popularity of the
videos are represented by p = {p1, . . . ,pi , . . . ,pF }. p can be modeled by the Zipf
distribution[553] as
pi = F

1/i β

f =1 1/f

β

,

∀i,

(14.11)

where β > 0 represents the popularity. Each SBS can store at most Q files, with Q < F .
Typically, MUs have different preferences among N Vs, because of many factors such
as personal favor, QoS, and charging standards. We denote the popularity of the MUs’
preferences of V by  = {θ1, . . . ,θv, . . . ,θN }, in which θv is modeled according to
the Zipf distribution [554] as
1/vγ
,
θv = N
γ
j =1 1/j

∀v,

(14.12)

where γ > 0 determines the distribution of V’s popularity.

Caching Procedure in Three Stages
In stage one, V rents a certain fraction of the SBSs from L for placing its contents.
The fraction vector is  = {τ1,τ2, . . . ,τN }, where τv represents the fraction assigned
to Vv . When a V does not rent any fraction from L, it can be regarded as renting a
fraction of τv = 0. Apparently, the fraction of the SBS cannot be negative or infinite,

i.e., N
v=1 τv = 1 and τv ≥ 0. The SBSs rented by each Vv are assumed to be uniformly
distributed and modeled as a homogeneous PPP v of density τv λ.
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In stage two, the data placements start during off-peak time after each V obtains
access to the SBSs. Limited to its caching size, each SBS can store the Q most popular
files. Because each SBS assigned to Vv caches the same set of Q files, the file Fi ,i ≤ Q
cached in the rented fraction τv can be modeled as a homogeneous PPP v,i of density
τv λ, ∀i ≤ Q.
In stage three, an MU of Vv requests a file Fi . First it searches the SBSs in v,i
and connects to the nearest SBS that covers it. If such an SBS exists, the subscriber
obtains this contents directly from the caching of this SBS, an event that is defined by
Ev,i . Otherwise, the MU triggers transmission via the backhaul channel from the central
server to the serving SBS, with an extra cost on L.
Similar to [554], the probability Pr(Ev,i ) of the event Ev,i can be written as follows:
τv
Pr(Ev,i ) =
N
τv A(δ,α) + j =1,j =v τj C(δ,α) + τv
τv
=
,∀i ≤ Q,
(14.13)
τv A(δ,α) + (1 − τv )C(δ,α) + τv
2

2δ
where A(δ,α) = α−2
F (1,1 − α2 ;2 − α2 ; − δ), C(δ,α) = α2 δ α B( α2 ,1 − α2 ). 2 F1 (.)
2 1
in A(δ,α) is a hypergeometric function and B(.,.) is a beta function in C(δ,α). From
(14.13), the probability of Pr(Ev,i ) is independent of transmission power P, the intensity
λ of the SBSs and also caching size Q. For simplicity, Pr(τv ) denotes Pr(Ev,i ) when
i ≤ Q, i.e.,
!
Pr(τv ), ∀i ≤ Q;
Pr(Ev,i ) =
(14.14)
0,
∀i > Q.

14.2.3

Contract-Based Service Model
We model the contract-based problem in the small-cell caching system including a seller
L and N buyers Vv . The SBS trading is modeled as a monopoly market, because seller
L owns the network facilities and dominates the trading process. Instead of the same
contract to V, L offers different contract entries, while V can accept or decline any
contracts with L.

NSP’s Model
Seller L is the monopolist in this market and sets the contract entries {,}, the combinations of quality and price for its resources, i.e., the SBSs. The SBSs are divided into
various sizes of fractions, regarded as different qualities. A set of prices is denoted by
 = {π1,π2, . . . ,πN }. Each quality τv in  corresponds to a price πv . V and whether
or which quality to buy can be decided. Before caching procedures, these are regarded
as the contract construction and commitment.
The NSP profit depends on the SBSs rent. The NSP needs to pay for the transmission
cost, denoted by c per unit power. The utility of L can be given by
S

NSP

N

=
(πv − cP λτv ).
v=1

(14.15)
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VR’s Model
If Vv signs a contract with {τv,πv }, and there are on the average K video demands from
each MU within a unit period, the average backhaul cost for a content transmission
is s BH . Based on (14.13), the saved cost SvBH on backhaul channel for Vv is
SvBH =

Q


pf θv ζKs BH Pr(τv ).

(14.16)

f =1

According to various popularities among elements of V, V can be classified into
various types by the following definition.
definition 14.7 V’s type. The popularity scheme in (14.12) represents the types of V,
which are sorted in the descending order as,
θ1 > · · · > θv > · · · > θN ,v ∈ {1,2, . . . ,N }.

(14.17)

A higher type means a higher level of popularity. Here, we deal with an asymmetric
information environment in which the exact values of the VR types are private information. The NSP does not know the exact type of each V, and the NSP only has the
distribution information about VR types, which is modeled by the Zipf distribution.
Q
Moreover, we define M  f =1 pf ζKs BH , a constant and irrelevant to θv and τv .
We have SvBH = M θv Pr(τv ). Furthermore, the valuation of quality τv by a type-θv V is
defined by
V (θv,τv )  M θv Pr(τv ),

(14.18)

which is increasing with type θv and a strictly increasing concave function of τv , with
V (τv ) > 0, V (τv ) < 0. V (θv,τv ) is the benefits a type θv received by employing
quality τv .
The utility of Vv can be given by
Uv (θv,τv,πv ) = V (θv,τv ) − πv .

(14.19)

Apparently, a rational V does not accept a negative utility, i.e., V (θv,τv ) ≥ πv .

14.2.4

Optimal Contract Design
L designs the contracts, and each V selects the appropriate entry to buy. The goal of L
is to maximize S NSP by offering the optimal contract entries {τv∗,πv∗ },v = 1,2, . . . ,N .

Contract Formulation
The optimal contract should comply with the feasibility constraints that are the individual rationality and incentive compatibility ∀V types [339].
definition 14.8 Individual Rationality (IR): In contract theory, every V is rational.
A contract is not acceptable if it receives a negative utility for its type, i.e.,
V (θv,τv ) − πv ≥ 0, ∀v.

(14.20)
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definition 14.9 Individual Compatibility (IC): The IC constraint means that a V
cannot gain more utility by accepting a contract entry that is not designed for its type,
i.e.,
V (θv,τv ) − πv ≥ V (θv,τṽ ) − πṽ, ∀v = ṽ.

(14.21)

According to the IC and IR constraints, the optimal contract can be written by
(τv∗,πv∗ ) = argmax

N

(πv − cP λτv ),

(14.22)

v=1

such that IR(14.20), IC(14.21),

N


τv = 1,τv ≥ 0.

v=1

Feasibility of Contract
In order to optimize (14.22), first we simplify the constraints by the following lemma.
lemma 14.10 For the optimal solution, given that the IC constraint is satisfied, the IR
constraint for the lowest type θN is a binding, i.e.,
V (θN ,τN ) − πN = 0,

(14.23)

and other IR constraints can be ignored.
The IR constrains are reduced, which means that the lowest type θN gains a zero
profit [339, 545, 551]. Other V’s profits are larger than the binding one’s. The price πN
for the lowest type needs to be equal to the valuation of quality τN . The IC constraints
can be also reduced by the following lemmas.
lemma 14.11 If the contract is feasible, the following condition holds true: given
τi > τj , if and only if πi > πj .
Lemma 14.11 shows an important property for a feasible contract: a higher quality
corresponding to a higher price, and vice versa. We also have the following conclusions.
proposition 6 If V’s utility function satisfies the Spence–Mirrlees Condition (SMC)
[339], ∀V type θm > θn and τi > τj , the saved cost of each V satisfies the following
inequality,
(V (θm,τi ) − V (θm,τj )) ≥ (V (θn,τi ) − V (θn,τj )).

(14.24)

lemma 14.12 Given the IC constraint satisfied, the quality of SBSs τi in the contract
monotonically increases with V’s type θi . In other words, if θi > θj , τi > τj , which is
a necessary condition of the IC constraint.
This means that the quality τv is monotonically increasing with type θv if the contract
satisfies the IC constraints, which means the quality assigned to a higher type must be
larger than that assigned to a lower one. We review the type that is defined as the MU’s
preference over V and indicates the requesting proportion of the MUs. The quality is
the fraction of the SBSs assigned to θv . In a feasible contract, Vv with higher-type θv
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buying a larger quality τv , will be allocated with more SBS fractions, and thus with a
larger downloading probability and more coverage.
proposition 7 If V’s utility function satisfies the SMC, the Local Downward Incentive Constraint (LDIC) and the Local Upward Incentive Constraint (LUIC), the IC
constraint is satisfied, i.e.,
V (θi ,τi ) − πi ≥ V (θi ,τj ) − πj .
corollary

(14.25)

If the contract is optimal, the IC constraint can be replaced by
V (θi ,τi ) − πi = V (θi ,τi+1 ) − πi+1 .

(14.26)

Optimality of Contract
Based on the earlier results, the optimization problem in (14.22) can be reduced to
(τv∗,πv∗ ) = argmax

N

(πv − cP λτv ),

(14.27)

v=1

such that (14.23), (14.26),

N


τv = 1,τv ≥ 0.

v=1

To solve (14.27), we iterate the constraints in (14.27)
τv∗ = argmax

N


(vV (θv,τv ) − (v − 1)V (θv−1,τv ) − cP λτv ),

(14.28)

v=1

s.t.

N


τv = 1,τv ≥ 0.

v=1

We introduce
Rv  vV (θv,τv ) − (v − 1)V (θv−1,τv ) − cP λτv,

(14.29)

and the optimal Rv is only associated with quality τv and is independent of other
qualities τv ,v = v. As a result, τv∗ = argmaxRv .
lemma 14.13

If γ > 1, Rv is convex in τv ; If 0 < γ < 1, Rv is concave in τv .

If γ > 1, Rv is convex. In order to get the maximum value, two points are checked

with τv = 0 or τv = 1. Considering the constraint N
v=1 τv = 1, the rational value of
τv = 0 is that τ1 = 1. Because when v > 1, (vθv − (v − 1)θv−1 ) < 0 as proved, Rv < 0,
and it does not satisfy the IR constraint. If v = 1, i.e., τ1 = 1, R1 = V (θ1,τ1 ) −
cP λτ1 > 0 satisfies the IR constraint. Consequently, it is better to assign θ1 with the
total SBSs if γ > 1. As a result, the optimal contract for γ > 1 is
!
0,v > 1;
∗
(14.30)
τv =
1,v = 1,
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and
πv∗

!
=

0,
V (θ1,τ1∗ ),

v > 1;
v = 1,

If 0 < γ < 1, Rv is concave in τv . Using the standard Lagrangian method,
⎧
v−1 )M
⎨ 0,
ε > (vθv −(v−1)θ
− cP λ;
C(δ,α)
0
∗
τv =
(vθv −(v−1)θv−1 )MC(δ,α)
−C(δ,α)
⎩
cP λ+ε
,otherwise.
A(δ,α)−C(δ,α)+1

(14.31)

(14.32)

Substituting (14.32) into (14.29), the optimal price is obtained as
∗
πv∗ = V (θN ,τN
)+

N


w∗i ,

(14.33)

i=v

in which
w∗v

0,
v = N;
∗ ). v = 1, . . . ,N − 1.
V (θv,τv∗ ) − V (θv,τv+1

=

(14.34)

Numerical Results
For our simulations, we set the transmission power to P = 10 W, the path-loss parameter to α = 4, and the SINR threshold to δ = 0.01. The density of MUs is ζ = 80/km2
and the density of SBSs is λ = 20/km2 . The number of VRs is N = 5. The number of
files is F = 100, and the maximum number of files cached in each SBS is Q = 40. For
the commercial system, the cost for L to transmit a unit power is c = 1. The cost for
transmitting data via backhaul is s BH = 1. The number of contents requested from one
MU within one unit period is K = 50.
In Figure 14.12, V’s popularity parameter γ is 0.4, and there are 5 VRs. From
Figure 14.12(a), the types of VRs varying from 0.2856 to 0.15 are decreasing as their
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Figure 14.12 VRs’ types, the optimal quality and the optimal prices when γ = 0.4. © 2017 IEEE.

Reprinted, with permission, from Liu et al. 2017.
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Figure 14.13 The profits of L using the proposed scheme. γ varies from 0.01 to 3.
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Figure 14.14 L’s profits on each V. © 2017 IEEE. Reprinted, with permission, from Liu et al.

2017.

orders increase. In Figure 14.12(b), the same trend is seen in the optimal quality values.
If a V has a larger type, it tends to rent a larger fraction to offer popular contents to its
subscribers. Figure 14.12(c) demonstrates how optimal prices change by V’s types. If
V’s type θv is high, the optimal price charged by L is high. The optimal price decreases
when the V’s type reduces.
Figure 14.13 plots the profits of the NSP as γ varies, where the curve of the NSP’s
profits is a combination of a convex curve if 0 < γ < 1 and a concave curve if γ > 1.
If γ > 1, the NSP profits is associated with θ1 , which is increasing with γ. The convex
curve of 0 < γ < 1 is a combination from Figure 14.14, where the profits gained from
VR1 are dominated and convex.
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14.2.6

Summary
In this section, we have studied a contract-based trading mechanism for a commercialized small-cell caching system. The system is treated as a monopoly market in which
L owns the network facilities, i.e., SBSs with caches, and the contracts are constructed
so as to maximize its own profits. The contract feasibility has been analyzed, and the
optimal price and quality pairs have been determined under two different conditions by
VR’s popularity parameter γ. Simulation results have demonstrated the optimal qualities
and prices.

14.3

Traffic Offloading from Licensed Band to Unlicensed Band
Because of the limited amount of licensed spectrum and increasing wireless data transmission requirements, service offloading from licensed spectrum to unlicensed spectrum
can significantly improve the QoS of mobile users. However, in scenarios of multiple
operators and multiple user equipments (UEs), considering the various requirements and
locations of UEs, how to manage the spectrum allocation of licensed and unlicensed
spectrum is very challenging. In this section, a multioperator multi-UE Stackelberg
game is implemented to study the interaction among multiple operators and their subscribing UEs, considering the distributive behaviors of all operators and UEs. To avoid
intolerable interference to the Wi-Fi access point (WAP), each operator sets an interference penalty price for each UE who interferes to the WAP, and the UEs can choose their
subbands and optimal transmission power in the unlicensed spectrum. Accordingly, the
operators can predict the possible UEs’ actions, and hence set the optimal prices to
maximize its revenue. Moreover, two scenarios are considered for the interaction of
operators in the unlicensed spectrum. In the first noncooperative scenario, the operators cannot coordinate with each other in the unlicensed spectrum, and a subgradient
approach is applied for each operator to decide its best-response action based on the
possible behaviors of others. In the second cooperative scenario, all operators can cooperate with each other to serve UEs and control the UEs’ interference in the unlicensed
spectrum. Simulation results demonstrate the performance improvement achieved by
these schemes.
The rest of this section is organized as follows. The system model is introduced in
Section 14.3.1, and then the problems are formulated in Section 14.3.2. Based on the
formulated problem, the scenario is modeled in a multileader multifollower Stackelberg,
game and further the game is analyzed in Sections 14.3.3 and 14.3.4. The simulation results are presented in Section 14.3.5, and finally this section is summarized in
Section 14.3.6.

14.3.1

System Model
A heterogenous cellular network is considered in which M co-located operators serving
N UEs in an indoor environment. Operator i, ∀i ∈ M = {1,2, . . . ,M}, deploys
Pi small-cell base stations (SCBSs) co-located with Qi WAPs, randomly distributed
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in the coverage area. The SCBSs serve the UEs in both the unlicensed and licensed
spectrum. In the licensed spectrum, all UEs operate in the same way as the traditional
LTE networks and obtain licensed resource supporting Cjl data transmission rate, ∀j ∈
N = {1,2, . . . ,N }. When UE j is satisfied with a data transmission rate less than
or equal to Cjl , it only accesses the licensed spectrum. Otherwise, UE j also seeks
spectrum resource in the unlicensed spectrum. For simplicity, the channel gains between
SCBSs and UEs are considered as constants, and thus Cjl is considered as a fixed value
so that this section focuses on the resource allocation in the unlicensed spectrum. In
each subband of both licensed and unlicensed spectrum, there exists an upper bound
on the transmit power. Because the resource management mechanisms in the licensed
spectrum are currently mature, to adopt U-LTE without affecting the original networks,
we first follow the existing power control mechanism in the licensed spectrum. When
the UEs are not satisfied with the services in the licensed spectrum, following the power
constraint in each subband, the power control in the unlicensed spectrum is performed.
Suppose that N UEs request to access to the unlicensed spectrum, all operators utilize
a common spectrum pool with other unlicensed users and Wi-Fi access points. In order
to ensure the QoS of other unlicensed users, each UE transmit power cannot severely
interfere with other unlicensed users. Moreover, the UEs served by the SCBSs can be
allocated with the unlicensed spectrum, and each UE chooses the operator with the
closest SCBS. There exist S subbands in the unlicensed spectrum. If multiple UEs are
allocated with the same subband in the unlicensed spectrum, the UEs can cause severe
interference to each other. Consequently, a dynamic spectrum access systems is considered with multiple operators. All the operators are assumed to share the unlicensed
spectrum with Wi-Fi networks. Each operator is able to access any subband occupied or
unoccupied by Wi-Fi users in the spectrum pool. Nevertheless, at a specific time each
subband can only be accessed by one operator. For the UEs served by the same operator in U-LTE, the LTE standard is employed in the unlicensed spectrum. As a result,
orthogonal frequency division multiple access (OFDMA) is employed to avoid crossinterference. For UEs served by different operators, frequency division multiple access
(FDMA) is employed [562]. In Figure 14.15, in the unlicensed spectrum, following
the setting considered in [563–565], in the control channels, before data transmission
between each UE and its serving SCBS, the operators can broadcast the prices that they
will charge in the unlicensed spectrum to all UEs due to the interference to the Wi-Fi
users. According to the prices set by all the operators, UE j ∈ N , determines its transmit
power pj,s in subband s, ∀s ∈ S = {1,2, . . . ,S}.
If UE j is served by the operator i in subband s, ∀s ∈ S, of the unlicensed spectrum,
the spectrum efficiency of UE j is defined as follows:

Rj,s = log2 1 +

pj,s gj
Zj,s


,

(14.35)

where gj is the channel gain from the serving SCBS to UE j , Zj,s is the total interference at UE j in the subband s. Receiving the training data, the serving SCBS can
feed back the estimated channel response gj and interference Zj,s back to UEs for
decisions [566].
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Figure 14.15 System architecture in multioperator, multiuser scenario. © 2017 IEEE. Reprinted,

with permission, from Zhang et al. 2017.

Bu is the size of each subband in the unlicensed spectrum. when UE j , ∀j ∈ N , is
served in both the unlicensed and licensed spectrum, the UE j utility is given by
⎛
⎞
Qi
S
M 


l
Uj = Cj +
λj,s ⎝γj Bu Rj,s −
ri hik j pj,s ⎠,
(14.36)
s=1

i=1 k=1

where γj Bu Rj,s is the UE j profit received from the services in subband s, ∀s ∈ S, of
the unlicensed spectrum. γj is the UE j revenue gained for unit transmitted data rate.
ri is the penalty price for unit watt of operator i in the unlicensed spectrum, hik j is the
channel gain from the k th WAP of operator i to UE j , and pj,s is the UE j transmission
power in subband s, ∀s ∈ S, of the unlicensed spectrum. Since the data transmission
in the unlicensed spectrum causes interference to nearby WAPs , ri pj,s hik j is set as the
interference penalty from the k th WAP of operator i to UE j in the subband s of the
unlicensed spectrum, k ∈ Ki = {1,2, . . . ,Qi }, i ∈ M, ∀s ∈ S. The WAPs of operators
forward the information to the core communication network and feedback the estimated
channel gain hik j to UEs for optimization. λj,s is a binary number determining whether
or not subband s is allocated to UE j .
The operator i utility is defined as the revenues received from all WAPs of the operator
to all the UEs in the unlicensed spectrum, i.e., ∀i ∈ M,
⎛
⎞
Qi
S 
N


⎝λ j,s pj,s
W i = ri
hik j ⎠.
(14.37)
s=1 j =1

k=1
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Problem Formulation
Two specific scenarios are considered: all operators are noncooperative or can fully
coordinate with each other by forming a group. When some operators cooperate and
some play noncooperatively, the preceding two situations can be combined to solve the
problem.
If the operators are not fully cooperative, they can make decisions in a distributed
way. Operator i sets its price ri of the interference penalty to all UEs served on all
subbands in the unlicensed spectrum. Not only should the operator predict the reactions
of all the UEs, but it also needs to consider the other operators’ behaviors so as to receive
satisfying revenues. As a result, the operator i optimization problem can be written as
∀i ∈ M,
max Wi (ri | r∗−i ,p∗ ),
ri ⎧
∗
⎪
⎨ r ≥ 0,
∗ ≥ 0, ∀j ∈ N , ∀s ∈ S,
s.t. pj,s
⎪
⎩ p∗ < pmax, ∀j ∈ N , ∀s ∈ S,
j,s
j,s

(14.38)

where r∗−i is the optimal pricing strategy set of all other operators except operator i.
∗ ] is the optimal pricing strategy set of all operators. 0 = [0,0, . . . ,0]
r∗ = [r1∗,r2∗, . . . ,rM
∗ ] is the set of the optimal UE
is the set with M zero elements. p∗ = [p1∗,p2∗, . . . ,pN
transmission power. In order to manage the interference to guarantee QoS of unlicensed
max is defined as the
users nearby, the operators control the UE transmission power. pj,s
maximum transmit power of UE j in subband s of the unlicensed spectrum, ∀j ∈ N ,
∀s ∈ S.
Moreover, if all operators can cooperate, all operators aim at maximizing the total
utility. Consequently, before setting prices of interference for all UEs, operators are
only required to predict the all UEs’ transmission power so as to achieve high utilities.
The formulated operator optimization problem is written by
M

α i Wi (r),
max
r
⎧ i=1
⎪
⎨ r ≥ 0,
∗ ≥ 0, ∀j ∈ N , ∀s ∈ S,
s.t. pj,s
⎪
⎩ p∗ < pmax, ∀j ∈ N , ∀s ∈ S,
j,s
j,s

(14.39)

where α i , ∀i ∈ M is the weight factors for operator i. When αi increases, operator i
plays a more significant role in cooperation.
Based on the optimal prices set by all operators r∗ , UE j determines the transmission
power strategy pj,s in each subband of the unlicensed spectrum. Consequently, the
optimization problem for UE j is
max

pj,s ,λ
⎧j

Uj (pj,s | r∗,λ −j ),

∀j ∈ N , ∀s ∈ S,

⎪
pj,s > 0,
⎪
⎪
⎨ p < pmax,
j,s
j,s
s.t.
Qi
M 

⎪
⎪
⎪
ri hik j pj,s ,
⎩ λj,s Bu Rj,s ≥ λj,s
i=1 k=1

(14.40)
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where λ j = λj,1, . . . ,λj,S is the subband allocation result for UE j , λ−j is the
subband allocation results for all other UEs except UE j . UE j received revenue, i.e.,
Bu Rj , in the serving subband should be no less than the interference penalty that the
Qi
M 

ri hik j pj,s . Because the UEs cannot acknowledge the
UE pays to all operators
i=1 k=1

information of Wi-Fi users, the operators set prices to limit the UE transmission power.
If the price imposed by each operator is high, no UE can afford the prices, and thus no
UE will access the service. As a result, in the operator formulated problem, the power
constraint for all UEs is set to guarantee the basic data QoS of Wi-Fi users.
According to the preceding formulations, all operators and UEs are seen as decision
makers who autonomously maximize their own utilities in a selfish way, which can be
modeled as a multileader multifollower Stackelberg game in which all operators are
leaders and all UEs are followers. In the proposed game, each operator first sets its
penalty price of interference, and then each UE determines its optimal transmission
power. In the following subsections, first we construct each UE strategy, given the
penalty price of interference set by all operators. By the prediction of the optimal UE
behaviors, a subband allocation scheme is designed using matching theory, and the
corresponding noncooperative or cooperative strategies are proposed for operators to
achieve the maximal utilities.

14.3.3

Analysis of UEs
Based on the prices set by operators, the UEs adopt strategies to optimize their own utilities. In this subsection, first we analyze the optimal UE power transmission strategies.
According to the optimal transmit power on each subbands of the unlicensed spectrum,
a subband allocation scheme is designed using matching theory for high utilities.

Strategies of Power Transmission for UEs
To receive high revenues from the services and reduce the interference penalty to other
operators, according to the prices set by operators i, ∀i ∈ M, UE j optimizes its transmission power pj,s in the subband s of the unlicensed spectrum, ∀j ∈ N ,∀s ∈ S. The
optimal UE transmission power is relative to the prices set by all operators, according
to the following Lemma.
lemma 14.14 If UE j is served by operator i in the unlicensed spectrum, ∀i ∈ M,
∀j ∈ N , the optimal UE j transmission power on the subband is
⎞+
⎛
⎜
Bu
1 ⎟
⎟
⎜
pj,s ∗ = ⎜
−
⎟ ,
Qi
M 
⎝
qj,s ⎠
hik j ri

(14.41)

i=1 k=1

where
(x)+ = max {x,0} ,

(14.42)
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and
gj
.
Zj,s

qj,s =

(14.43)

In (14.41), because the channel gain gj,s is related to the distance between UE j
and its serving SCBS, and channel gain hik j is related to the distance between the k th
WAP of operator i and UE j , if the distance between UE j and its serving SCBS
increases, channel gain gj,s decreases. As a result, the optimal transmission power
pj,s in the subband s decreases. If the distances between UE j and the k th WAP of
operator i increases, the value of channel gain hik j decreases. Consequently, the optimal
transmission power pj,s in the subband s increases.
Proof If UE j is allocated with the unlicensed spectrum, the UE j utility function is
continuous. Take the second derivative of Uj with respect to pj,s , i.e., ∀s ∈ S,
2
Bu qj,s
∂ 2 Uj
=
−
.
∂pj,s 2
(1 + pj,s qj,s )2

(14.44)

The second derivative of Uj with respect to pj,s is negative, which means Uj is quasiconcave in pj,s . Consequently, if the first derivative of Uj with respect to pj,s is equal
to zero, i.e., ∀s ∈ S,
i

Bu qj,s
∂Uj
=
−
hik j ri = 0,
∂pj,s
1 + pj,s qj,s

M

Q

(14.45)

i=1 k=1

the UE j utility function achieves the maximum, and the transmit power from the
operator i to UE j in the subband s, ∀s ∈ S, of the unlicensed spectrum is given by
pj,s =

Bu
Qi
M 


hik j ri

−

1
qj,s

.

(14.46)

i=1 k=1
max ]. On one
Moreover, transmission power pj,s follows the constraint pj,s ∈ [0,pj,s
hand, based on the properties of a quasi-concave function, if the value of (14.46) is
negative, the optimal solution in the feasible region is pj,s ∗ = 0. In other words, there
are many other UEs and unlicensed users transmitting information on subband s of the
unlicensed spectrum. As a result, the transmission power on the subband is zero due to
the high interference penalty. On the other hand, each UE is unaware of the interference
it causes to other unlicensed users when it accesses each subband. For UE j , when
max in subband s of the
pj,s is larger than the maximal transmission power constraint pj,s
unlicensed spectrum, UE j causes severe interference to all other unlicensed users in
the subband. In order to guarantee the QoS of other unlicensed users, the transmission
power for each UE in the unlicensed spectrum can be predicted and controlled by the
operators, as shown in the following subsections.

As a result, if UE j is served in subband s, ∀s ∈ S, of the unlicensed spectrum, the
∗ = 0, is
UE j maximal utility in the subband, if pj,s
uj,s = 0,

(14.47)
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where uj,s is the UE j utility in subband s of the unlicensed spectrum, ∀j ∈ N , ∀s ∈ S.
If pj,s ∗ > 0, we have
⎛
⎞
Qi
M 

hik j ri
⎜
⎟
qj,s
⎜
⎟
i=1 k=1
uj,s = Bu log2 ⎜
,
(14.48)
⎟ − Bu +
Qi
M 
⎝
⎠
qj,s
hik j ri
i=1 k=1

where the optimal utility is related to the prices of operator i, ∀i ∈ M. In (14.48), take
the second derivative of uj,s with respect to ri ,
Bu

∂ 2 uj,s
=
∂ri 2

2

Qi


hik j

k=1
Qi
M 


2

.

(14.49)

hik j ri

i=1 k=1
∂2u

We find ∂r j,s
≤ 0, i.e., the optimal utility of each UE is convex with respect to the
2
i
penalty prices set by operator i, when the penalty prices of all other operators keep
unchanged. Consequently, the first derivative of uj,s with respect to ri is set to zero,
Bu

Qi


Qi


hik j

∂uj,s
k=1
=−
+
Q
M
∂ri
 i
hik j ri

hik j

k=1

qj,s

.

(14.50)

i=1 k=1

As a result,
Qi
M 


hik j ri = Bu qj,s .

(14.51)

i=1 k=1

When operator i price increases and the prices of all other operators are unchanged,
UE j utility first decreases. If the increasing price satisfies (14.51), UE j utility stops
decreasing and starts increasing when the price continuously increases.

Subband Allocation Scheme
During service, because each UE prefers to be allocated with the subband for a high
utility, a preference list is constructed for UE j according to the utility uj,s in each
subband s,
P LU E (j,s) = uj,s .

(14.52)

Considering the optimal transmission power strategies, take the second derivative of
uj,s with respect to Zj,s ,
∂ 2 uj,s
∂Zj,s 2

=%

Bu
Zj,s

&2 ,

(14.53)

which is larger than zero, i.e., uj,s is a convex function with respect to Zj,s . Consequently, the first derivative of uj,s with respect to Zj,s is set to zero,
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hik j ri

i=1 k=1

gj

= 0.

(14.54)

Thus
∗
Zj,s
=

Bu gj
.
Qi
M
 
hik j ri
i=1 k=1

(14.55)

∗ , and Z
When Zj,s is less than Zj,s
j,s is increasing, utility uj,s decreases. When Zj,s
∗
surpasses Zj,s , utility uj,s starts increasing. In addition, because the constraint pj,s > 0,
we have
Bu gj
∗
Zj,s
<
.
(14.56)
Qi
M
 
hik j ri
i=1 k=1

Thus, with Zj,s increasing, utility uj,s monotonously decreases in the available region.
Therefore, UE j prefers to be served in subband s with low interference from other
unlicensed users Zj,s .
In addition, a preference list is constructed for subband s based on the total revenue
the operators receive from subband s, as ws , ∀s ∈ S,
P LSB (s,j ) = ws .

(14.57)

According to the predictions of all UEs’ optimal strategies, ws can be written as
⎛
⎞
ws =

⎜
Zj,s ⎟
Bu
⎜
⎟
ri λj,s hik j ⎜
−
⎟.
Qi
M 
⎝
gj ⎠
i=1 j =1 k=1
h lk j r l

Qi
N 
N 


(14.58)

l=1 k=1

We take the first derivative of ws with respective to Zj,s and discover that the value of
ws is monotonously decreasing if Zj,s increases. Thus, each subband s prefers to be
allocated to the UE with small interference.
According to the preference lists from both subbands and UEs , a resident-oriented
Gale–Shapley (RGS) algorithm [567] is designed for subband allocation in Algorithm
15, in which each UE first proposes to its desired subbands according to its preference
list. Based on the proposal from all UEs, when more than one UE chooses the same
subband, the subband keeps the most preferred UE according to its preference list and
rejects all the rest. The rejected UEs continue to propose to its preferred subbands
according to the rest of its preference list. The circulation continues until each UE
is either rejected by all the subbands on their preference lists, or allocated subbands
in the unlicensed spectrum. The UE rejected by all the subbands on their preference
lists is only allocated the licensed spectrum for services. We also have the following
lemma.
lemma 14.15 Following Algorithm 15, the RGS algorithm converges and achieves a
stable matching result [567, 568].
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Algorithm 15: RGS Algorithm for Subband Allocation.
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:

14.3.4

for UE j do
Construct the preference list of subbands P LU E based on the value of Zj,s ;
end for
for Subband s do
Construct the preference list of UEs P LSB based on the value of Zj,s ;
end for
while the system is unmatched do
UEs propose to subbands;
for Unmatched UE j do
Propose to first subband cj in its preference list;
Remove cj from the preference list;
end for
Subbands make decisions;
for Subband s do
if 1 or more than 1 UE propose to the subband then
The subband s chooses the most preferred UE and rejects the rest;
end if
end for
end while

Analysis of Operators
According to the predictions of the UEs’ behaviors and the subband allocation, all
operators are noncooperative with each other. Then, a cooperative scheme is investigated
in which all operators make decisions in a coordinated manner so as to obtain high
system utility.

Noncooperative Strategies for Operators
In the unlicensed spectrum, according to the predictions of all UEs’ optimal strategies,
the utility function of operator i, ∀i ∈ M, is
⎛
⎞
Wi =

⎜
1 ⎟
Bu
⎜
⎟
λj,s ri hik j ⎜
−
⎟.
Q
M
i
⎝ 
qj,s ⎠
s=1 j =1 k=1
h lk j r l

Qi
N 
S 


(14.59)

l=1 k=1

Thus, each operator determines its prices on the unlicensed spectrum for satisfactory
utilities. Take the second derivative of operator i’s utility function,
Qi
N 
S 

∂ 2 Wi
=−
2λ j,s bj hik j Aj < 0,
∂ri2
s=1 j =1 k=1

(14.60)
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where
Bu

Qi

k=1

Aj =

hik j

M


Qi


h lk j r l

l=1,l =i k=1
3
Qi
M 

h lk j r l
l=1 k=1

.

(14.61)

Because the second derivative of Wi with respective to ri is negative, Wi is a concave
function.
We assume there are two UEs and two operators in the unlicensed spectrum. With
different prices set by both operators, the utilities of both operators are illustrated in
Figures 14.16 and 14.17, respectively. In both figures, the x-axis is the price set by
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Figure 14.16 The utility of operator 1 vs. the prices set by all operators. © 2017 IEEE. Reprinted,

with permission, from Zhang et al. 2017.
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Figure 14.17 The utility of operator 2 vs. the prices set by all operators. © 2017 IEEE. Reprinted,

with permission, from Zhang et al. 2017.
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operator 1, and the y-axis denotes the price set by operator 2. In Figure 14.16, the z-axis
is the utility of operator 1. In Figure 14.17, the z-axis is the utility of operator 2. When
the prices of one operator is fixed, the other operator utility is a concave function of
its price.
max ],∀j ∈ N ,∀s ∈ S.
In addition, the transmit power is constrained by pj,s ∈ [0,pj,s
Consequently, on one hand, if the prices are too high, no UE can afford the high payment. The optimal UE transmission power is pj,s = 0. In this case, operators cannot
obtain any revenue. On the other hand, when the prices are too low, in order to avoid
max ,
interference with Wi-Fi users, the highest transmission power cannot surpass pj,s
resulting in a low revenue for each operator. Thus, each operator price has upper and
lower bounds, satisfying,


Bu
1
max
pj,s =
−
∈ 0,pj,s
, ∀j ∈ N, ∀s ∈ S.
(14.62)
Qi
M 
qj,s

hik j ri
i=1 k=1

A linear combination of prices set by all operators is considered as
R=

Qi
M 


hik j ri .

(14.63)

i=1 k=1

Due to all UEs’ transmission power constraints, for operator i, ∀i ∈ M, the prediction
of prices set by all other operators in subband s of the unlicensed spectrum has the
following constraint

Bu qj,s
R∈
,Bu qj,s .
(14.64)
max
pj,s qj,s + 1
Consequently, to reach a Nash equilibrium, the subgradient method is adopted for the
pricing strategies of operators. In Algorithm 16, all operators start with a high price, and
as a result, no UE will be served in the unlicensed spectrum. Then in each round of the
circulation, for operator i, ∀i ∈ M, with a small step  we change its current prices
ri with  higher or lower than the original price. If the utility is the highest when the
price increases with , in the next round the price changes to be ri + . If the utility is
the highest when the price decreases with , in the next round the price changes to be
ri − . Otherwise, the price remains unchanged, and the circulation continues until all
operators cannot unilaterally deviate from their current prices. We have the following
lemma.
lemma 14.16 With the fixed starting price and the original step size , the game
converges to a unique outcome, also a Nash equilibrium.
Proof The convergence of the subgradient algorithm has been proved in [569] and
[570], where the subgradient algorithm can achieve the optimal solution with small
ranges in convex optimization. As a result, using a given moving step size, each operator cannot unilaterally adjust its price in order to receive a higher utility when the
subgradient algorithm converges to an optimal solution.
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Algorithm 16: Strategy of operators in U-LTE.
1:
2:
3:
4:
5:
6:
7:
8:

9:

Initially, each operator sets high price. Thus, the transmits power of all UEs is 0.
while At least one operator adjusts its price do
for UE j do
Based on the price set by all operators and the subband allocation results,
each UE determines the optimal transmit power in unlicensed spectrum.
end for
for operator i do
Each operator stores the current value of the service prices, rold = r.
Each operator tries to increase and decrease its price with a small step
 =  × 0.99 and calculates its own payoff based on the prediction of the
followers’ optimal strategies.
B q
if R(rold − ) < pmaxuq j+1 then
j

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:

j

The Wi-Fi users is interfered. Wi = − inf.
end if
if Wi (roldi ,rold−i ) ≤ Wi (roldi + ,rold−i ) and
Wi (roldi − ,rold−i ) ≤ Wi (roldi + ,rold−i ) then
ri = min{rimax,roldi + }; % Increase the price
else
if Ui (roldi ,rold−i ) ≤ Ui (roldi − ,rold−i )and
Wi (roldi + ,rold−i ) ≤ Wi (roldi − ,rold−i ) then
ri = max{0,roldi − }; % Reduce the price
else
ri = roldi ; % Keep the price unchanged
end if
end if
end for
end while

Moreover, if the starting price and the original  are fixed, the results in the second
iteration are fixed. At the Qth iteration, the prices of operators are fixed. Then in the
(Q + 1)th iteration, according to the subgradient strategy, the step size is fixed, and the
direction from the current iteration to the next iteration is unique. As a result, the prices
of operators in the (Q + 1)th iteration are also fixed. Due to earlier analysis, the game
is able to converge to a unique outcome, when the starting price and the original  are
fixed.

Cooperative Strategies for Operators
In order to fully utilize wireless resources and achieve high revenues, some wireless
operators can cooperate with each other in the unlicensed spectrum. Next, we study the
behaviors of operators if cooperating to optimize the weighted utilities of all operators,
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W all =

M


α i Wi .

(14.65)

i=1

Based on the strategies of all UEs, if all operators set different prices for interference,
the UE transmission power may be different. But in order to avoid the interference

 maxto
th
nearby unlicensed users, UE i transmission power is constrained as pj,s ∈ 0,pj .
As a result, when the transmission power of all UEs is maintained in a feasible region,
the prices of all operators r = [r1,r2, . . . ,rM ] satisfy
Qi
M 


hik j ri ≤ Bu qj,s ,

∀j ∈ N, ∀s ∈ S,

(14.66)

i=1 k=1
Qi
M 

i=1 k=1

hik j ri ≥

Bu qj,s
,
max q
pj,s
j,s + 1

∀j ∈ N , ∀s ∈ S.

(14.67)

With two subbands in the unlicensed spectrum and two UEs, as illustrated in
Figure 14.18, the x-axis shows the prices set by operator 1, r1 , and the y-axis refers to
the price set by operator 2, r2 . Due to (14.66), the upper bound of prices for UE 1 and
UE 2 are line segments AB and CD, respectively. The lower bound of prices for UE 1
and UE 2 are line segments EF and GH, respectively. If both operators set prices higher
than the upper bound, the UE cannot afford the interference penalty, and the transmit
power is zero. As a result, in the region above CJ and JB, there are no UEs served
in the unlicensed spectrum. In the region BDJ, only UE 1 is served in the unlicensed
spectrum. In the region ACJ, only UE 2 is served in the unlicensed spectrum. In the
region AJDHIE, both UEs are served in the unlicensed spectrum. Moreover, the transmit
power of all users satisfies the following, in order to avoid interference to Wi-Fi users
in the unlicensed spectrum,
$
1
Qi
M 

Bu qj,s
hik j ri ≥ max
, ∀j ∈ N ,∀s ∈ S .
(14.68)
max q
pj,s
j,s + 1
i=1 k=1

In other words, in the example, the feasible region of the prices is above EI and IH.

Figure 14.18 The feasible region of the game. © 2017 IEEE. Reprinted, with permission, from

Zhang et al. 2017.
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Because all operators cooperate with each other, the prices set by all operators satisfy
ri = θi r1,

∀i ∈ {2,3, . . . ,M}.

(14.69)

Substituting (14.69) into (14.59),
⎛
Wi =

Qi


Bu

⎞
hik j

N
⎜ 
⎟
⎜
⎟
k=1
λj,s ⎜ θi
− ri Ki,s ⎟,
Qi
M 
⎝
⎠

s=1
j =1
hlk j θl

S


(14.70)

l=1 k=1

where
Ki,s =

N

j =1

Qi


qj,s

Accordingly, the total utility of operators is
⎛
W all =

M

i=1

αi

hik j

k=1

Bu

Qi


.

(14.71)

⎞
hik j

N
⎜ 
⎟
⎜
⎟
k=1
λj,s ⎜ θi
− Ki,s ri ⎟.
Q
M
i
⎝
⎠
 
s=1
j =1
hlk j θl

S


(14.72)

l=1 k=1

It is observed that if the relations of prices are fixed, the first part of W all in (14.72) is
not related to the price value. According to the expression in the second part of W all ,
W all is linearly decreasing with each ri , ∀i ∈ M. Consequently, the following lemma
holds.
The optimal solution of maximum W all lies on the boundary
$
1
Qi
M 

Bu qj,s
hik j ri ≥ max
, ∀j ∈ N ,∀s ∈ S .
max q
pj,s
j,s + 1

lemma 14.17

(14.73)

i=1 k=1

The solution position on the boundary depends on the parameters Ki,s , ∀i ∈ M, ∀s ∈ S
of prices.
Proof If the UEs receive services in the unlicensed spectrum, to guarantee QoS of WiFi users, the transmission power cannot be greater than the upper bound. Thus, the price
set by operators cannot be lower than the boundary
$
1
Qi
M 

Bu qj,s
hik j ri ≥ max
, ∀j ∈ N ,∀s ∈ S .
(14.74)
max q
pj,s
j,s + 1
i=1 k=1

Moreover, if the prices of operators are coordinated, the total utility of operators is
linearly decreasing as the price increasing. In order to obtain high utility, the prices of
all operators decrease and finally stop at the lowest boundary in (14.74). With different
parameter value θi , the price decreases with different tracks and consequently stops at
different positions in the lowest boundary.
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We seek an optimal Ki,s , ∀i ∈ M, ∀s ∈ S to achieve the maximal value of W all ,
based on the subband allocation results. We set the second part of W all as G, i.e.,
G=

M


α i Ki,s ri .

(14.75)

i=1

Equation (14.75) is a hyperplane in the feasible price region. With G increasing from a
small value, the distance between the feasible region and the hyperplane decreases. Ultimately, the hyperplane cuts through the feasible region. The first point O ∗ positioned
∗ ) in the feasible region obtains the lowest value of G. In other words, O ∗
(r1∗,r2∗, . . . ,rM
is the optimal point to obtain the maximal value of W all . Thus, the relationship of the
prices is
θi =

ri∗
.
r1∗

(14.76)

Suppose there are two subbands in the unlicensed spectrum allocated to two UEs,
respectively, as illustrated in Figure 14.19, where the hyperplane is given by G =
α 1 K1,1 r1 + α 2 K2,2 r2 . If G approaches G∗ , the hyperplane goes through the first point
O ∗ in the feasible region. As the position of point O ∗ is (r1∗,r2∗ ), r1∗ and r2∗ is the
optimal solution to obtain the maximal value of W all . If the weight factors α i in W all
are different, the position of the optimal point O ∗ can also be different.

14.3.5

Simulation Results
A circular hotspot area is considered with a radius of 100 meters, with two operators
randomly deploying two WAPs and two SCBSs. Considering the uplink transmission,
there are 100 UEs requesting service from twenty subbands in the unlicensed spectrum.
In order to avoid causing high interference to Wi-Fi users, the maximal UE transmission
power in each time is 2 W. Each subband in the unlicensed spectrum is 1 MHz, and the
interference in each subband of the unlicensed spectrum for each UE is set as a random
number with an average value of −20 dBm. The noise power is −30 dBm.

Figure 14.19 The optimal solution when operators are cooperative. © 2017 IEEE. Reprinted, with

permission, from Zhang et al. 2017.
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The performance of the noncooperative and cooperative schemes is compared with
that of a single-operator scenario, in which only one operator serves UEs in the unlicensed spectrum. Because most existing resource management schemes in literature
assume a single-operator scenario, this comparison demonstrates the advantages of our
proposed strategies.
Figure 14.20 analyzes the total operator utility under different numbers of UEs. With
an increasing number of UEs, the total operator utility increases. In the cooperative
scheme, because the operators cooperate with each other, the total utility is the highest,
followed by the noncooperative scheme, in which each operator makes decisions to
optimize its own utility. In addition, the total utilities in both the noncooperative and
cooperative schemes are higher than that with only one operator in the scheme. In the
single-operator cases, due to the limited number of WAPs, the total revenue of the single
operator is also limited.
Figure 14.21 studies the total UEs’ utility under different numbers of UEs. If the
number of UEs increases, the total utility of UEs increases. In the cooperated scheme,
due to the cooperation of operators, the service prices set by the operators are low,
and each UE can be served with high QoS at low prices. Consequently, the total UEs’
utility is the highest. In the single-operator scheme, the operator can set low price to
all UEs, while each UE is able to choose the SCBSs from different base stations for
better performance and lower prices. As a result, the total UEs’ utility with the singleoperator scheme is higher than the utility in the noncooperative schemes, but lower
than the utility in the cooperative scheme. In the noncooperative scheme, because of
the competition among operators, the prices set by operators do not achieve the lower
bound. Consequently, the UEs pay more to the operators, and the total UEs’ utility is
the lowest.
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Figure 14.20 The total utility of operators vs. the number of UEs. © 2017 IEEE. Reprinted, with

permission, from Zhang et al. 2017.
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Figure 14.22 analyzes the total operator utility under different numbers of WAPs
of each operator. If the number of WAPs of both operators increases, for each WAP,
each UE is required to pay interference penalty. Nevertheless, in the cooperative scheme
and single-operator scheme, in order to avoid losing UEs due to the high interference
penalty, the operators are able to reduce the price. As a result, with the numbers of WAPs
increasing, the total utility of operators in the cooperative scheme and single-operator
scheme does not change, but the total operator utility in the cooperative scheme remains
higher than the utility of operator in the single-operator scheme. In addition, in the
noncooperative scheme, due to the competition, each operator cannot reduce its price
unilaterally to obtain higher utility. Consequently, the prices set by operators keep in
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Figure 14.23 The total utility of UEs vs. the number of WAPs of each operator. © 2017 IEEE.
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a high value. As a result, the total utility of operators in the noncooperative scheme is
decreasing.
Figure 14.23 investigates the total UEs’ utility under different numbers of WAPs of
each operator. If the number of WAPs of each operator increases, for each WAP, each
UE is required to pay the interference penalty. But in the cooperative scheme and singleoperator scheme, because the operators can reduce the price in order to avoid losing
UEs because of the high interference penalty, the total UEs’ utility in the cooperative
scheme and single-operator scheme does not change, but the total UEs’ utility in the
cooperative scheme remains higher than that in the single-operator scheme. In addition,
in the noncooperative scheme, due to the competition, each operator is unable to reduce
its price unilaterally to obtain a higher utility. Consequently, the prices set by operators
keep in a high value, and each UE is supposed to pay higher interference penalty with the
number of WAPs increasing. Thus, the total UEs’ utility in the noncooperative scheme
is decreasing.
Figure 14.24 evaluates the total operator utility with different interference from Wi-Fi.
When the interference from Wi-Fi increases, the utilities of some UEs may decrease to
zero. As a result, with fewer UEs using the unlicensed spectrum, the total operator utility
decreases. In addition, for the noncooperative scheme, the total operator utility first
increases slightly and then decreases. The underlying reason is that if the interference
from Wi-Fi is small, the prices set by some operators may be very high. With the Wi-Fi
interference, the operators can reduce their prices first to motivate the UEs to purchase
services in the unlicensed spectrum, and consequently the utility increases. But if the
price reduces to the lowest boundary, in order to guarantee the QoS of Wi-Fi users, the
operators are unable to reduce their prices any more, and the utilities of UEs gradually
reduce and ultimately reach zero. In addition, the total operator utility in the cooperative
scheme is larger than those in the noncooperative scheme and in the single-operator
scheme. If the interference from Wi-Fi is small, the prices set by the operators are
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Figure 14.24 The total utility of operators vs. the interference from Wi-Fi. © 2017 IEEE.
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high in the noncooperative scheme. As a result, the total utility of operators in the
noncooperative scheme is lower than the utility of the operator in the single-operator
schemes. With the interference from Wi-Fi increasing, the prices set by the operators in
the noncooperative scheme gradually decreases. Consequently, the total operator utility
in the noncooperative scheme gradually surpasses the utility of operator in the singleoperator schemes.
Figure 14.25 analyzes the relationship between the total UEs’ utility with different
interference from Wi-Fi. Due to the strong interference from Wi-Fi, some UEs
may receive zero utility and decline to be served in unlicensed spectrum. Thus, the
UEs’ utilities generally decrease. However, in the noncooperative scheme, because
the operators are able to reduce their prices to motivate the UEs in the unlicensed
spectrum, the utility of UEs first increases and then decreases. The total UEs’ utility
in the cooperative scheme is always larger than those in the noncooperative scheme
and in the single-operator scheme. If the interference from Wi-Fi is small, the prices
set by the operators are high in the noncooperative scheme. As a result, the total
utility of UEs is lower than the UEs’ utility in the single-operator schemes. As
the interference from Wi-Fi increases, the prices set by the operators in the noncooperative scheme gradually decrease. Consequently, the total UEs’ utility in the
noncooperative scheme gradually surpasses the UEs’ utility in the single-operator
schemes.
Figure 14.26 captures the relationship between the total operator utility and the maximal UE transmission power. With the maximal transmit power increasing, as operators
can serve UEs with a lower price, the total operator utility generally increases. When the
maximal UE transmission power is relatively small in the cooperative and noncooperative scheme, as the UE is able to choose operators with higher QoS and lower price, the
total operator utility in the cooperative scheme and in the noncooperative scheme are
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always larger than that in the single-operator scheme. Moreover, due to the competition
of operators, the prices set by the operators in the cooperative scheme are relatively
smaller than those in the noncooperative scheme. As a result, the total utility of operators
in the cooperative scheme remains higher than that in the noncooperative scheme.
In addition, with the maximal transmission power increasing, the feasible region
increases. If the Nash equilibrium point of the noncooperative scheme is no longer on the
boundary of the feasible regions, the total operator utility in the noncooperative scheme
stops increasing and remains unchanged. Consequently, if the maximal transmission
power is large, with the maximal transmit power increasing, the total operator utility in
the single-operator scheme surpass the that in the noncooperative scheme.
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Figure 14.27 analyzes the relationship between the total UEs’ utility and the maximal
UE transmit power. If the maximal transmission power increases, all UEs can transmit
in high power, increasing the transmission rate during the service. Consequently, the
total UEs’ utility generally increases. The total UE’s utility of the cooperative scheme
is always larger than that of the noncooperative scheme. In addition, when the maximal
transmission power is small, as the UE is able to choose operators with higher quality
of service and lower price, the total UEs’ utility in the noncooperative scheme is larger
than that in the single-operator scheme. However, when the maximal transmission power
increases, the feasible region in Figure 14.18 increases. If the Nash equilibrium point
of the noncooperative scheme is no longer on the boundary of the feasible regions, the
total UEs’ utility in the noncooperative scheme stops increasing and remains unchanged.
Consequently, when the maximum transmission power is large, with the maximum
transmit power increasing, the total UEs’ utility in the single-operator scheme surpasses
that in the noncooperative scheme.
In Figure 14.28, the value of α2 is fixed, and α 1 is increased to evaluate the total
utility of operators with different ratio α1 /α2 of weight factors. The ratios of the weight
factor α 1 /α2 can be divided into five sections, which means that the first intersection
O ∗ of the hyperplane G = α1 K1 r1 +α 2 K2 r2 and the feasible region fall in five different
points based on different ratios of weight factor α 1 /α2 . Within five sections, if the ratio
increases, the total weighted operator utility improves.
Figure 14.29 evaluates the utility of operator 2 if its price decreases in both the
cooperative and noncooperative schemes. In the cooperative scheme, as the prices of
operators are linearly related, with the price of operator 2 decreasing, the utility of
operator 2 increases monotonically. Moreover, in order to guarantee the basic QoS of
Wi-Fi users, if the prices of all other operators remain unchanged, there is a lower bound
for the price set by operator 2. Consequently, the optimal price of operator 2 is the price
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in the lowest boundary. But in the noncooperative scheme, if the price of operator 2
decreases and the price of operator 1 keeps unchanged, the utility of operator 2 first
increases and decreases. As a result, the optimal price of operator 2 is not in the lowest
boundary in the noncooperative scheme, but in the middle of the feasible region.

14.3.6

Summary
In this section, we have analyzed a power control scheme that is used by multiple cellular
operators in an LTE-U network so as to reduce interference among multiple cellular
operators in the unlicensed systems. A multileader multifollower Stackelberg game has
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been constructed, and both noncooperative and cooperative schemes have been studied
for operators to achieve high revenues. In the noncooperative scheme, each operator
sets price rationally and independently according to the behaviors of others, and a
subgradient algorithm has been employed to obtain the highest utility. In the cooperative
scheme, the relations of the prices are optimized with a linear programming method so
as to reach the highest utilities of all operators. Simulation results have demonstrated
that the operators in both noncooperative and cooperative schemes can significantly
enhance the utilities of all operators without causing severe interferences to unlicensed
users, under different network conditions in the unlicensed spectrum.

14.4

Summary
In summary, due to the significant increase in demand and huge numbers of devices
in the future cellular networks, distributed resource allocation schemes are in great
demands. Due to the page limitation, in this chapter, we only provide three examples
in matching in D2D, contract in small-cell caching, and multiple-level game in traffic
offloading. Based on the specific scenario, the readers can formulate their own games
based on the variety of game-theoretic techniques discussed in Part I of this book.

15

Security

Security situations most naturally call for game-theoretic analysis. The adversarial
nature of a security scenario inherently encompasses interactions and interdependence
between legitimate players and their adversaries. Consequently, in this chapter, we
provide an overview of a number of emerging security problems in the domain of
cyber-physical systems (CPSs). A CPS is essentially a large-scale system that tightly
integrates control, communications, and computation. Examples of CPSs include drone
systems, transportation systems, the IoT, and the smart grid. To this end, in this chapter
we first focus on the security of delivery drones, such as those foreseen to be deployed
by Amazon. In particular, we leverage tools from prospect theory to analyze how an
adversary can hinder the effective operation of delivery systems that rely on unmanned
aerial vehicles (UAVs), popularly known as drone delivery systems. Then, we turn
our attention to the IoT and focus on how an IoT system can use stochastic game
models to dynamically reconfigure its cryptographic credentials in an effort to deter
eavesdropping attacks. Finally, we study, using contract theory, the general problem of
critical infrastructure protection, in the presence of asymmetric information.

15.1

Security of Drone Delivery Systems

15.1.1

Introduction and Motivation
Drone-assisted delivery systems are one of the most anticipated technological advances
of the coming decade [571, 572]. Prominent examples include the “Amazon Prime Air”
program that will enable shoppers to acquire goods from Amazon with a guaranteed
thirty-minute delivery service and Google’s “Project Wing” that has made several recent
tests, including a series of food delivery tests at Virginia Tech [571]. However, to enable
the wide-scale deployment of such drone delivery systems, a broad array of technical
challenges need to be addressed, ranging from optimized navigation [573, 574] to communications, control, and more critically system security.
Drone delivery systems are indeed vulnerable to several cyber and physical attacks.
In terms of physical attacks, given that delivery drones have to comply with the Federal
Aviation Administration (FAA)’s [572] recommendation of a flying altitude of around
400 ft, they will thus be in the range of civilian-owned rifles that can be used to launch
physical attacks against them [575]. Meanwhile, due to their connected nature, drones
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are naturally vulnerable to cyber threats that range from data injection attacks to jamming and spoofing attacks [576–578]. These cyber attacks aim at compromising the
communication links between drones, ground control, and other airborne units [576–
578]. A plethora of cybersecurity threats targeting drone systems have recently been
identified in [576–578]. As mentioned in [576], these attacks can target various aspects
of drone systems ranging from confidentiality to integrity and availability. In addition,
in [577], the authors studied the security of the communication links between UAVs and
ground stations while focusing on UAV controllability and operation, in the presence of
adversaries. Furthermore, the authors in [578] demonstrated how data injection attacks
can be successfully launched against UAVs that are used in critical law enforcement
applications.
Despite these imminent cyber-physical threats on UAVs in a drone delivery system
[575–578], surprisingly, prior art [573, 574] neglects these security threats and focuses
primarily on enhancing the efficiency and precision of the drones. Meanwhile, the handful of works in [576–578] that studied cyber-physical security are either qualitative or
focused on isolated UAV experiments that do not properly capture the aforementioned
cyber-physical security threats.
In contrast, in this section, based on our work in [134], we will introduce a cyberphysical security problem that is specifically associated with drone delivery systems. In
particular, we will develop a comprehensive analysis of the cyber-physical security of
drone-based delivery systems by leveraging tools from zero-sum network interdiction
games, as well as by incorporating the tools from prospect theory that were introduced
in Chapter 5.

15.1.2

Basic Model of a Drone Delivery System
Consider a drone delivery system, analogous to Amazon [572], in which a UAV is
used to deliver goods to a destination. Once a delivery order is requested, the drone
delivery system operator (hereinafter referred to as vendor) will schedule its UAV to
fetch the product from an origin O (e.g., a warehouse) and then deliver it to the customer
located at a destination D. The goal of the vendor is to deliver the goods with minimum
delivery time (and transportation cost), and thus, it typically selects the shortest path
from O to D. However, as seen in Figure 15.1, an adversary can be positioned at
several locations or “danger points” (e.g., locations i and j in Figure 15.1), along the
drone’s path. This adversary intends to compromise the UAV from the danger point
locations by using a cyber or physical attack. We assume that a successful attack will
completely destroy the UAV, which then requires the vendor to resend a similar product
from O to D, which naturally leads to significant delays. Hence, the expected delivery
time of the drone’s package is directly dependent on the probability of a successful
attack on the UAV along its path from O to D. Clearly, in such an adversarial situation,
choosing the shortest path may not be the optimal solution for the vendor because the
shortest path may be more risky. Instead, in order to minimize its expected delivery
time, the vendor needs to consider alternative paths that can perhaps be longer, but
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Figure 15.1 Threat points from warehouse (O) to customer location (D). © 2017 IEEE.
Reprinted, with permission, from Sanjab et al. 2017.

less subject to security threats. Naturally, both shortest paths and alternative paths will
include danger points along the way.
The set of danger points represents inevitable locations, situated along the possible
paths from O to D, from which attacks can be launched. These danger point locations
are essentially geographical points, such as high hills or high buildings, located between
O and D and that expose the UAV to adversarial attacks. These “high” danger point
locations are a threat to the drone because they allow a line-of-sight between the adversary and the UAV as well as spatial proximity. Consequently, they provide the adversary
with an opportunity to target a traversing UAV with physical (e.g., shooting the drone)
and cyber (e.g., data injection) attacks. We represent the possible delivery paths between
O and D by a directed graph G(N ,E) as shown in Figure 15.2. In this graph, N is the
set of N vertices (nodes) that constitute danger points between O and D and E is the set
of E edges.
In practice, given that a UAV may not be limited by predefined airways,1 there can be
an infinite number of paths connecting O and D. In each path, the UAV will encounter
a subset of danger points. Naturally, danger points can be shared among different paths.
As a result, from a security point of view, the large set of possible paths between O and
D can be modeled using a set of danger points encountered along each path. Clearly,
between any two neighboring danger points, such as nodes 4 and 6 in Figure 15.2, there
exists an infinite number of ways in which a UAV can move from location m to location
n. However, because drone delivery operators seek to minimize their package delivery
time, the potentially infinite set of edges that connect m to n can be captured solely via
the shortest edge between the two nodes. Hence, in graph G, we will include only the
shortest paths within an edge, i.e., between each two danger points.
Consequently, G(N ,E) is a security model that represents the continuous geographical space between O and D in terms of its danger points and the shortest edges that
connect them. Meanwhile, for each edge ek ∈ E connecting two neighboring danger
points m and n, we define tk as the time required by the UAV to travel from m to n over
ek . We also define the probability pn with which an attack carried out from a danger
point n ∈ N will be successful.

1 Although this might be the case now, in the future, when the number of drones used for delivery systems

significantly increases, it may require the use of predefined flight lines to coordinate the drones’ operation
and avoid collisions. The model discussed here can still accommodate a future case in which the UAV may
be regulated to a small set of paths.
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Figure 15.2 Warehouse-to-customer security graph. © 2017 IEEE. Reprinted, with permission,
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Denote by H the set of H simple paths (with no repeated nodes) from O to D over
graph G. Here, h ∈ H is a sequence of unique nodes and edges that connect O to D.
Hence, for notational simplicity, we can represent h by its sequence of traversed vertices.
Each path h ∈ H, hence, constitutes a subset of N . For example, in Figure 15.2, h1 
(1,3,6,9,10) is a path from O to D. We further define an (H × N) path-node incidence
matrix L with each element lhn , ∀h ∈ H ,∀n ∈ N , being defined as follows: lhn = 1 if
n ∈ h and lhn = 0, otherwise. We also let f h (.) : h → R be a distance function over path
h ∈ H. This function takes as input a vertex n ∈ h and returns the time needed to reach
this vertex n from the origin point O, following path h. For example, in Figure 15.2,
f h1 (6) = t2 + t7 where h1  (1,3,6,9,10).
The vendor and adversary can now interact over the graph G. In essence, the vendor,
U , can be seen as an evader whose goal is to select an optimal path for its UAV from
the origin O to the destination D while evading potential attacks and minimizing the
expected delivery time T . Meanwhile, the adversary, A, can be seen as an interdictor
whose goal is to select a danger point (graph node) from which to attack and interdict the
UAV’s path while maximizing the delivery time T . To capture the interactions between
U and A over graph G, we introduce a zero-sum network interdiction game [579], as
explained next.

15.1.3

Analysis under Conventional Game Theory
First, we will analyze our UAV delivery security problem using conventional game
theory (CGT) in which both vendor and attacker are considered to be fully rational.
Then, in Section 15.1.4, we introduce notions of bounded rationality via prospect theory.
In the studied network interdiction game, the vendor must choose an optimal probability
distribution y  [y1,y2, . . . ,yH ]T ∈ Y over the set of possible paths, H, from O to D

(mixed path-selection strategy) with Y = {y ∈ RH : y ≥ 0, H
h=1 yh = 1}. In practice,
it is natural for the vendor to randomize its path selection strategies, so as not to make it
trivial for the attacker to guess the chosen path and easily interdict the UAV. Similarly,
the attacker will also randomize its danger point selection strategy. Essentially, the
adversary will select an optimal probability distribution x  [x1,x2, . . . ,xN ]T ∈ X over
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the set, N , of possible danger point locations (i.e., mixed interdiction-location strategy)

where X = {x ∈ RN : x ≥ 0, N
n=1 xn = 1}.
For an attacker located at node n (along the path of the UAV), the attack’s success
probability is given by pn . When the attack is successful, the UAV is destroyed, and thus,
the vendor needs to send a new package from O to D. Hence, when the UAV arrives
at a certain location n ∈ h, it can either pursue its path h normally with probability
(1 − pn ), or it will be interdicted by the attacker with probability pn . The interdiction
case corresponds to resending the drone back to the origin O. Here, we assume that,
when the package is re-sent, path h, which was chosen by the drone during the first
attempt, will no longer have any threats (e.g., it is secured by law enforcement agencies),
hence, U can safely send a replacement drone over path h without any cyber-physical
security threats. Given that yh is the probability with which the vendor chooses path
h ∈ H and xn is the probability with which the attacker chooses location n ∈ N , the
expected delivery time, T , can be defined as follows:
 
T =
yh xn [lhn pn (f h (n)+f h (D))+(1−lhn pn )f h (D)]
h∈H n∈N

=

 

yh xn [lhn pn f h (n) + f h (D)].

(15.1)

h∈H n∈N

We also define a matrix M of size (H × N ) and whose elements are given by:
mhn = lhn pn f h (n) + f h (D) ∀h ∈ H and n ∈ N .

(15.2)

As a result, we can formally derive the expected delivery time:
T = y T Mx.

(15.3)

Remark 15.1 Note that the interdiction of a UAV leads to two types of losses: (a)
economic losses pertaining to the price of the UAV and its package and (b) delays to the
delivery time. The delivery time delays will significantly affect the UAV system vendor.
For example, for delivery drone operators such as Amazon, delivery time delays can
hurt the vendor’s reputation. Meanwhile, if the drones are used for delivering medical
or lifesaving items to remote or disaster affected areas, delays to the delivery time can
lead to losses in life. Consequently, a drone delivery vendor is largely interested in
maintaining a timely delivery of its items. Hence, in this section, we primarily focus on
the delays introduced by the aforementioned cyber-physical attacks.
Given that the goal of the vendor is to minimize the delivery time T while that of
the attacker is to maximize T , the vendor’s problem can be formulated as a min-max
problem (P1 ):
T ∗ = min max y T Mx,

(15.4)

such that 1N x = 1, 1H y = 1, x ≥ 0, y ≥ 0,

(15.5)

(P1 ):

y

x

where 1N  [1, . . . ,1]T ∈ RN and 1H  [1, . . . ,1]T ∈ RH . The set of constraints of
(P1 ) is equivalent to restricting x and y to x ∈ X and y ∈ Y. The attacker’s problem
can be posed as the max-min counterpart of (P1 ).
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The choices of y and x based on, respectively, the min-max problem (P1 ) and the
max-min problem that we will later introduce in (15.14) constitutes the so-called
security strategies [95], which are appropriate to analyze game-theoretic security
problems [148] as they consider the case in which the opponent seeks to inflict worstcase damage. For example, in the min-max formulation in (15.4), the vendor considers
that the adversary’s response to any path strategy y will consist of selecting the attack
vector x ∈ X that yields the highest possible expected delivery time (worst-case
scenario from the vendor’s perspective).
To solve the proposed drone delivery network interdiction game, we rely on classical
zero-sum matrix game analysis [95], which is used as a basis to the more elaborate
game with bounded rationality that we will study using prospect theory. The case with
bounded rationality will enable us to assess the impact of the subjective perceptions of
both vendor and attacker in the drone delivery system. Prior to doing so, we will first
analyze the zero-sum game. From (15.4), we can observe that the maximization is done
as a function of a given y, i.e., the choice of optimal x ∈ X can depend on y. Hence,
we can rewrite (15.4) as follows:
min u1 (y),

y∈Y

(15.6)

where u1 (y) = maxx∈X y T Mx ≥ y T Mx ∀x ∈ X .
By definition of X as an N -dimensional simplex, we can express the last inequality
as follows:
M T y ≤ 1N u1 (y).

(15.7)

By making a variable change ŷ = y/u1 (y), the min-max problem, (P1 ), can be cast
as a linear programming (LP) problem (P2 ):
(P2 ):

min u1 (y)

(15.8)

M T ŷ ≤ 1N ,

(15.9)

y∈RH

s.t.

ŷ 1H = 1/u1 (y),

(15.10)

y = ŷu1 (y), ŷ ≥ 0.

(15.11)

T

As shown in [580, Chapter 2], the LP problem in (15.8)–(15.11) can be reduced to a
standard maximization problem (P3 ):
(P3 ):
such that

max ŷ T 1H

(15.12)

M T ŷ ≤ 1N , ŷ ≥ 0.

(15.13)

ŷ

The solution of (P3 ) returns the optimal, ŷ which is then used to compute u1 (y) as
per (15.10). Thus, given u1 (y) and ŷ, we can derive the optimal y by using (15.11).
Similarly, for the attacker, the max-min problem can be reduced into a standard
minimization problem. The attacker’s objective function is given by:
max min y T Mx.
x∈X y∈Y

(15.14)
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From (15.14), we can observe that minimization is done as a function of a given x.
Hence, we let
u2 (x) = min y T Mx and x̂ = x/u2 (x).
y∈Y

(15.15)

Analogously to the steps used for the vendor’s min-max problem (from problem (P1 )
to (P2 ) and then to (P3 )), the max-min problem in (15.14) can be transformed into a
standard minimization problem (P4 ):
(P4 ):
such that

min x̂ T 1N ,

(15.16)

M x̂ ≥ 1H , x̂ ≥ 0.

(15.17)

x̂

The solution of (P4 ) returns the optimal x̂ which can be used to calculate u2 (x)
(similarly to (15.10)):
x̂ T 1N = 1/u2 (x).

(15.18)

In consequence, given the optimal x̂ and u2 (x), we can derive the optimal x by
using (15.15).
The solutions of the LP problems (P3 ) and (P4 ) constitute a mixed-strategy Nash
equilibrium (NE) of the network interdiction game:
definition 15.1 The strategy profile (y ∗,x ∗ ), is an NE (equivalently a saddle-point
equilibrium (SPE)) if and only if:
(y ∗ )T Mx ∗ ≤ (y)T Mx ∗ ∀y ∈ Y,

(15.19)

(y ∗ )T Mx ∗ ≥ (y ∗ )T Mx ∀x ∈ X .

(15.20)

Based on the solutions of (P3 ) and (P4 ), the expected delivery time T ∗ at an SPE can
be found using Proposition 16.
proposition 16 The solution strategies (y ∗,x ∗ ) constitute an SPE of the network
interdiction game, and the solutions of LP problems (P3 ) and (P4 ) result in value functions μ1 (ŷ ∗ ) = (ŷ ∗ )T 1H and μ2 (x̂ ∗ ) = (x̂ ∗ )T 1N satisfying μ1 (ŷ ∗ ) = μ2 (x̂ ∗ ) = 1/T .
The studied UAV delivery network interdiction game is a finite zero-sum game,
defined over matrix M, in which U ’s and A’s expected payoffs, for a mixed strategy
pair (y,x), are given by A (y,x) = −U (y,x) = y T Mx = T . In any finite zero-sum
game, if y is a mixed security strategy for player 1 and x is a mixed security strategy
for player 2, then (y ,x ) is an NE of this game [580]. Thus, because y ∗ and x ∗ are
mixed security strategies for the finite zero-sum network interdiction game, (y ∗ , x ∗ )
constitute an SPE of that game.
Given the equivalence between (P2 ) and (P3 ), and following from (15.10) we can
derive the following:
u1 (y ∗ ) = [(ŷ ∗ )T 1H ]−1 ⇒ u1 (y ∗ ) = 1/μ1 (ŷ ∗ ).

(15.21)
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However, by definition of u1 (y) and T ∗ ,
u1 (y ∗ ) = min u1 (y) = min max y T Mx = T ∗ .
y∈Y

y∈Y x∈X

(15.22)

Thus, based on (15.21) and (15.22),
μ1 (ŷ ∗ ) = (ŷ ∗ )T 1H = 1/u1 (y ∗ ) = 1/T .
Using a similar derivation, it can be proven that
μ2 (x̂ ∗ ) = (x̂ ∗ )T 1N = 1/u2 (x ∗ ) = 1/T .
The studied network interdiction game may potentially admit multiple SPEs (multiple
security strategies for each player). However, because the game is zero sum, all of the
SPEs will always result in the same expected delivery time at equilibrium [95], and these
SPEs will be interchangeable [95]. Formally, if (y ∗,x ∗ ) and (y ,x ) are two SPEs, then,
(y ∗,x ) and (y ,x ∗ ) will also be SPEs.

15.1.4

Analysis under Prospect Theory
In CGT, the expected utility of each player is derived using EUT, which assumes that
every player, vendor or attacker, objectively evaluates the possibility of achieving a
certain expected delivery time and values the payoff from a pair of strategies (y,x)
rationally based on the expected value of the utility obtained under these probabilistic
strategies, as shown in (15.1) and (15.3).
However, as discussed in Chapter 5, human decision making in the presence of risk
and uncertainty (as is the case in our network interdiction game) can significantly deviate
from the full rationality assumption of EUT and CGT. In particular, as elaborated in
Chapter 5, when making decisions, humans have been found to subjectively assess
outcomes and probabilities. This is important to our network interdiction game due
to two key reasons: (a) Both players (vendor and attacker) can have inaccurate and
disparate perceptions of the probability of a successful attack at any given danger point.
In other words, the riskiness of a certain path or the danger at any given attack location
can be viewed subjectively by both players, and (b) the expected delivery time can
be valued subjectively and individually by the vendor and attacker. This valuation is
normally different from the objective EUT valuation.
Because one of the key performance metrics of a drone delivery system is its delivery
time, it is therefore critical for the vendor to ensure that it can meet the delivery time T o
that it has advertised or promised. For example, Amazon Prime Air will strive to ensure
its promised delivery time of less than 30 minutes [572]. As a result, in a practical
UAV delivery system, the delivery time is not evaluated as an absolute, raw quantity but
rather as a value that is relative to a desired reference point T o . Clearly, an increase in
the expected delivery time above T o can be significantly detrimental to the vendor.
For example, Amazon Prime Air’s reference point can be T o = 30 minutes, and
any higher delivery time can be seen as a loss for Amazon because it causes significant
customer dissatisfaction, which might lead to a failure of the drone-delivery program.
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Moreover, as discussed earlier, for critical applications, such as emergency medicine
delivery [573, 574] or search and rescue missions, even the slightest of delays can
have tragic consequences. Due to these inherent features of a drone delivery system,
we can see that one major shortcoming of using EUT for studying the security of a
drone delivery system is that EUT measures the expected delivery time as an objective,
absolute quantity on which the vendor and attacker objectively base their strategies
rather than as a relative quantity, with respect to T o , which can be viewed subjectively
by the vendor and the adversary.
In order to accurately incorporate the vendor’s and attacker’s potential subjective perceptions into our games, we introduce the weighting and framing principles of prospect
theory, discussed in Chapter 5, into our game. As a result, rather than computing the
expected delivery time, T , we focus on the valuation Vz (T ) for z ∈ {U,A} that the
vendor, U , or the attacker, A, associates with a certain T . Based on (15.1), this valuation
can be given by (for z ∈ {U,A}):
Vz (T )=

 

 

yh xn vz lhn ωz (pn )f h (n)+f h (D)−Rz .

(15.23)

h∈H n∈N

In (15.23), ωz (.) : [0,1] → R is a nonlinear weighting function, and vz (.) : R → R
is a nonlinear value function. The weighting function in (15.23) captures the subjective
perception that the vendor or attacker has of the likelihood of occurrence of probabilistic
outcomes. In our drone delivery game, whenever the vendor selects path h ∈ H and the
adversary selects attack node n ∈ h, the outcome will simply be the achieved delivery
time. This outcome is clearly probabilistic because it directly depends on the probability
of a successful attack. In fact, when U selects h and A selects n ∈ h, the obtained
delivery time will be (f h (n) + f h (D)) with probability pn and f h (D) with probability
(1 − pn ). In this regard, instead of objectively observing the probability with which each
of these two outcomes can occur, each player views a weighted or distorted version
of it. For instance, player z ∈ {U,A}, perceives the probability that the delivery time
would be equal to f h (n) + f h (D) when U selects h and A selects n ∈ h to be equal
to wz (pn ), which is a nonlinear transformation mapping of the objective probability pn
to a subjective weight wz (pn ). This essentially incorporates the weighting effect from
PT. As discussed in Chapter 5, this transformation captures the fact that, in real life,
players tend to underweight high probability outcomes and overweight low probability
outcomes. To properly capture the subjective probability perceptions of each individual
player z ∈ {U,A}, we define a weight wz (pn ) based on the Prelec function defined
in (5.3) in Chapter 5. In essence, we define γz as the so-called rationality parameter.
As exposed in Chapter 5, the rationality parameter γz reflects the distortion between
player z’s subjective and objective probability perceptions: A lower value for γz implies
a higher distortion and a lower rationality. If γz = 1, then ωz (pn ) becomes equal to the
rational probability pn .
Along with the weighting effect, the value function in (15.23) uses the framing effect
from PT to capture how the vendor and attacker measure outcomes as gains and losses
with respect to their reference point Rz (which can, for example, correspond to T o )
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rather than as absolute values. By integrating the PT framing effect, the value function
of the vendor can be written as follows:
$
λU (aU )βU , if aU ≥ 0,
vU (aU ) =
(15.24)
−(−aU )αU , if aU < 0,
where aU = lhn ωU (pn )f h (n) + f h (D) − RU ,

(15.25)

where λU , βU , and α U are positive constants (with λU > 1) and ωU (.) is also a Prelec
weighting function. In our game, because the vendor is a minimizer, aU ≥ 0 captures
losses and aU < 0 captures gains. This value function incorporates two key PT features:
(a) the value that the vendor associates with a certain delivery time is measured as a
gain or loss with respect to a subjective reference point RU (e.g. T o ) rather than as
an absolute quantity, and (b) losses loom larger than gains, as quantified by the loss
parameter λU in (15.24), which essentially shows how the vendor will tend to amplify
the impact of a delivery time that exceeds the promised target delivery time. This is due
to the detrimental consequences of delivery time delays on the overall delivery system
and its operator.
For the attacker, we can define a similar expression for the value function as in (15.24)
while noting that the attacker is a maximizer:
$
−λA (−aA )βA , if aA < 0,
vA (aA ) =
(15.26)
(aA )αA , if aA ≥ 0,
where aA = lhn ωA (pn )f h (n) + f h (D) − RA .

(15.27)

Moreover, to include PT considerations in our network interdiction game, we define
the (H × N) matrices M U,PT and M A,PT whose elements are, respectively, given by
(∀h ∈ H ,∀n ∈ N ):


(15.28)
mU,PT = vU lhn ωU (pn )f h (n)+f h (D)−RU ,


(15.29)
mA,PT = vA lhn ωA (pn )f h (n)+f h (D)−RA .
Thus, to select its mixed path-selection strategy, the drone delivery operator must
solve the following optimization problem, (P5 ):
min max y T M U,PT x,

y∈Y x∈X

(15.30)

while the defender solves the following problem, (P6 ):
max min y T M A,PT x.
x∈X y∈Y

(15.31)

Practically, neither the vendor nor the attacker will possess complete knowledge on
their mutual subjectivity levels. Therefore, a common practice in security settings [148]
is for each player to consider that the opponent will always choose the strategy that
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inflicts the worst consequence on this player. This property has been captured, respectively, by the min-max and max-min formulations of (P5 ) and (P6 ). Problems (P5 ) and
(P6 ) can be reduced, respectively, into standard maximization and minimization problems following a similar transformation process as the one described in Section 15.1.3.
In contrast to the analysis in Subsection 15.1.3, in the PT case, we will not deal with
SPEs because M U,PT and M A,PT are different. In fact, in the PT scenarios, security
strategies do not necessarily lead to an SPE [580].

Simulation Results and Analysis
We simulate a drone delivery system modeled via a directed graph having N = 10
vertices and E = 18 edges as per Figure 15.2. We define [t1,t2, . . . ,t18 ]  [3, 3, 3, 6,
6, 3, 6, 6, 6, 8, 6, 8, 10, 10, 10, 14, 12, 14] and [p1, p2,...,p10 ]  [0, 0.2, 0.4, 0.2,
0.4, 0.4, 0.5, 0.8, 0.5, 0]. We number the paths as follows: [1, 2, . . . , 18]  [(2,5,7),
(2,5,8), (2,5,9), (2,6,7), (2,6,8), (2,6,9), (3,5,7), (3,5,8), (3,5,9), (3,6,7), (3,6,8),
(3,6,9), (4,5,7), (4,5,8), (4,5,9), (4,6,7), (4,6,8), (4,6,9)] where, because node 1 (O)
and node 10 (D) are part of all paths, a path (i,j,k) corresponds to (1,i,j,k,10) . Meanwhile, for PT-related parameters, unless stated otherwise, we choose λA = λ U = 5,
βU = βA = 0.8, and αU = αA = 0.2.
In Figure 15.3a, we show the length from O to D for each possible path in set H.
Figure 15.3a demonstrates that the shortest path in our setting is path 8 followed by paths
2 and 14. In Figure 15.3b, we present the optimal path strategy for the drone delivery
system operator. From this figure, we can see that, under CGT, the shortest path (path 8)
is not selected with the highest probability by the vendor. Remarkably, the vendor is
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Figure 15.3 (a) Path length for each path in H, and (b) Optimal path selection strategy under CGT
and PT for various values of the rationality parameter. © 2017 IEEE. Reprinted, with permission,
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Figure 15.4 (a) Objective and subjective perceptions of pn , and (b) Optimal interdiction strategy
under CGT and PT for various values of the rationality parameter. © 2017 IEEE. Reprinted, with
permission, from Sanjab et al. 2017.

more likely to select either path 7 or 9 because the shortest path 8 is very risky due to
having a high probability of successful attack, p8 = 0.8. However, for the PT case, we
can see different results because the weighting effect flattens the perceived probabilities
as per Figure 15.4a. In this context, Figure 15.4a shows the objective probability pn at
each n ∈ N and the PT-weighted versions of these probabilities for various rationality
parameter γ = γU = γA values. Figure 15.4a clearly shows the underweighting of
high probabilities (pn > 0.4) and the overweighting of low probabilities. Based on
these probabilities, an irrational vendor (i.e., with γ = 0.1) views the probability of a
successful attack to be almost equally likely at all danger points between O and D. As a
result, under PT, as observed in Figure 15.3b, the vendor will simply choose the shortest
path more often. In essence, an irrational vendor having γ = 0.1 views all paths to be
equally risky, and thus, it chooses the shortest path with probability 0.94.
Figure 15.4b shows the attacker’s optimal interdiction strategy for both conventional
game theory and prospect theory. Under CGT, the attacker will optimally randomize
between nodes 7, 8, and 9 while assigning the highest probability of attack to node 8.
This is due to the fact that the attacker sees that node 8 is part of the shortest path with
p8 = 0.8. In contrast, for the PT case, the attacker focuses its attack on nodes 5 and 8,
which are part of the shortest paths.
Next, in Figures 15.3 and 15.4, we study the impact of the weighting effect and
the rationality parameter on the vendor and attacker’s strategies. These figures show
that deviations from the rational CGT strategies will significantly affect the expected
delivery time. For instance, Figure 15.5 shows the variation in the achieved expected
delivery time for γ ∈ {0.1,0.5,0.9}. In Figure 15.5, lower rationality levels lead to
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higher delivery times. Indeed, when γ decreases from 0.9 to 0.1, the achieved expected
delivery time increases by 11 percent. Moreover, in this figure, we consider the target
delivery time, T o , to be such that T o = RU = RA = 30. Thus, the distorted perception
of probability leads to choosing risky path selection strategies, which yield expected
delivery times that exceed the sought target value.
Here, we note that our computed delivery time actually corresponds to the expected
flight time of the drone when faced with attacks. The actual delivery time will include
additional processing times, which can be formally modeled as additive constant terms.
Thus, in reality, a successful attack incurs more delays than those captured by our
model because resending a replacement item requires additional time for rehandling
and reshipping.
Figure 15.6 analyzes the effect of the loss parameter λU on the probability of choosing the shortest path and on the achieved expected delivery time (in this figure, we set
RU = 30).
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First, we note that an increase in λU essentially means that a player is more averse
to losses, i.e., this player exaggerates losses more than anticipated. For the studied
network infection game, as λU increases, the vendor starts to significantly exaggerate
the consequences of not meeting its desired delivery time, and thus, the vendor becomes
more apt to select risky path strategies that have shorter path lengths. For instance,
as can be seen from Figure 15.6a, the vendor is significantly more likely to select
the shortest path when λU is higher. For example, when λU increases from 1 to 10,
the probability of selecting the shortest path increases from 0.51 to 0.81. This risky
path selection strategy will then increase the expected delivery time for the vendor.
Indeed, Figure 15.6b demonstrates that the expected delivery time increases with λU .
An important observation here is that, under the subjective behavior predicted by PT,
the expected delivery time exceeds that under CGT as well as the target delivery time.
Hence, this shows that the subjective perception of probabilities and outcomes by the
vendor can impair its chosen path strategies incurring delays to the delivery time.

15.1.6

Summary
In summary, in this section, we have studied an illustrative security problem pertaining
to a drone delivery system. In particular, we have shown that drone delivery systems
will be vulnerable to cyber and physical attacks, due to their low-altitude flights. To
better shed light on the impact of such attacks, we have formulated a zero-sum network
interdiction game, which we studied for both the fully rational case and the case with
bounded rationality. We have then studied the equilibrium and security strategies of
the resulting games. Then, we have shown that, in the event the vendors and attackers
act in accordance with prospect theory, nonnegligible delays may incur on the drone
delivery system owner. As such, when designing new security solutions and delivery
paths, a drone delivery system owner must take into account the impact of risk and
uncertainty on the potential strategy that is selected. In essence, this section has provided
important insights on the vulnerabilities of delivery drones and on how game theory,
particularly prospect theory, can unravel the fundamental factors involved in such
security situations.

15.2

Moving Target Defense in Wireless IoT Networks

15.2.1

Introduction and Motivation
The advent of reconfigurable communication systems based on software defined radio
and software defined networking concepts is revolutionizing the future of wireless networking. Such reconfigurability is expected to play a key role in tomorrow’s largescale systems, such as the IoT, which are interconnected wirelessly. However, such
reconfigurable systems are vulnerable to many security threats that range from insider
attacks to eavesdropping and jamming. The effect of such cybersecurity threats becomes
more pronounced in IoT-like systems in which resource-constrained devices access
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the wireless channel. One effective way for defending cyber attacks on reconfigurable
wireless networks and IoT-like systems is by using the emerging concept of moving
target defense (MTD) [581]. MTD techniques (referred to as MTDs for short hereinafter)
rely on the concept of continuously randomizing a networked system’s configuration
(e.g., cryptographic keys, system parameters, IP addresses) in order to deter an attacker
by increasing the uncertainty and costs associated with a security breach. However,
despite their promising outlook, the real-world deployment of MTDs faces many technical challenges ranging from effective randomization of a system’s configuration to
balancing the cost-benefit trade-offs of MTD strategies [582–590].
The importance of MTD in securing tomorrow’s communication systems has led to
many recent works such as in [581–587] that focus on addressing some of the aforementioned challenges. First, in [581], the authors provided an overview on the effectiveness of MTD in five key critical system components: software, networks, platforms,
runtime environments, and data. Meanwhile, a theoretical description of MTD is discussed in [584], and software-related MTD solutions are studied in [582, 583]. In [585],
the authors developed new MTDs to secure large-scale systems, such as IoT or sensor networks, that incorporate small, resource-constrained devices by using two different reconfigurations at different architectural layers. The first is applied at what [585]
defines as a security layer by using a number of encryption techniques. In this approach,
each device can select its encryption method for each packet by including a special identifier in the header of a packet. The second approach in [585] is used at the physical layer
by modifying each device’s firmware. Other notable recent works include thwarting
selective jamming [586] and adopting software defined networking for implementing
real-world MTDs [587]. However, this prior art is either qualitative or based on limited
experiments, and hence, it does not provide quantifiable and specific MTD problem
formulations.
Recently, game-theoretic methods have been proposed as a suitable framework for
modeling and analyzing MTDs [588–590]. Because MTDs are built on the premise of
using randomization and inherently seek to deter attackers, the use of game-theoretic
notions, such as mixed strategies is apropos. In this area, the work in [589] proposed
a zero-sum stochastic game to study a feedback-driven MTD that works over multiple
stages. By using learning, the authors in [589] were able to implement an MTD based
on real-time data. The goal of the learning scheme for the defender is to monitor its
current state and update its randomized MTDs based on what it observes in the environment. Meanwhile, the work in [589] assumes that the attacker carries out a multistage
attack, and the defender responds at each layer. The work in [590] investigated an MTD
system in which the defender can use various platforms to run a critical service while
the attacker possesses different attacks that are usable against some of the defender’s
available platforms. The authors studied both static and dynamic types of attackers. The
authors in [583] proposed to model MTD games as tunable hierarchical games in which
the output of a game at a given level should determine the level of risk associated with
a game at a different level. Meanwhile, a series of works on game theory for MTD is
outlined in [588]. However, the various contributions in [588] do not provide concrete
approaches to derive MTD equilibrium strategies. Further, the works in [589, 590]
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abstract many of the details of the network and its parameters, and thus, they cannot
directly apply to real-world wireless systems.
In contrast, in this section, based on our work in [591], we consider the use of MTD
for securing a wireless network, in general, and an IoT-like environment, in particular.
Our main focus is to show how game theory can be a useful tool for randomizing
cryptographic keys and techniques, in order to thwart prospective eavesdropping attacks,
within the context of a single-cell wireless-enabled IoT network. To this, beyond presenting a new model for MTDs, we will also leverage a novel game-theoretic construct,
known as single-controller stochastic games, to analyze the effectiveness of MTD in a
wireless setting.

15.2.2

Moving Target Defense Problem Formulation
Consider a wireless IoT network that comprises a single BS serving several IoT nodes
(e.g., sensors). The IoT system is used for collecting data related to some physical
world in a specific geographical area. IoT sensors will collect data and use multihop
transmissions to forward this data to their serving BS while using a slotted Aloha
multiple access protocol. We divide time into equally sized time slots, and we set the
time slot size to be equal the time needed to process and transmit a single packet. The
IoT nodes are synchronized with respect to time slots. We also assume that the IoT
nodes generate continuous data, and thus, they will have data to transmit to the BS in
each time slot.
All transmitted packets are then decrypted using a specific encryption technique and
a shared secret key. All of the IoT nodes are readily programmed with a number of
encryption techniques, each having its own encryption keys, as done in practical IoT
systems [585]. The BS selects a certain encryption technique and key combination
and announces this combination by using a control signal. The encryption technique
and key sizes are carefully chosen so as not to consume significant energy during
the encryption and decryption processes. In particular, large-sized encryption keys can
require substantial amounts of energy, particularly during decryption [592]. Due to the
fact the BS is mostly receiving data, it can use more time for decryption rather than
encryption, and hence, it will be highly affected by the choice of a key size. In our
model, an eavesdropper is located in the coverage of the BS and can eavesdrop on its
packets. Because packets are encrypted, the eavesdropper will attempt to decrypt them
so as to extract the data of interest. The attacker can learn the encryption techniques used
by the BS, and thus, it can decrypt the packets using a brute-force attack that attempts
every possible key on the received packets until decryption is possible.
The use of multiple encryption techniques in an IoT-like system was studied
in [585]. However, in [585], each device individually chooses one technique for
encryption, and hence, the receiver can observe the used technique by inspecting
the packet header. Moreover, the authors in [585] used large-sized encryption keys,
which requires a significant amount of energy for decryption but secures the system
against brute-force attacks. In contrast, in the studied system, we use small-sized
encryption keys to save energy, and in conjunction with that, we enable the BS to
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change the encryption method in a way that reduces the chance that the encryption key
is revealed by the attacker. This is the main idea behind MTD. In MTD techniques, the
defender can dynamically change the attack surface [593], defined as the vulnerability
points of the system that could be attacked. In the considered model, the encryption
key represents an attack surface, and by changing the encryption method, the BS
will make it challenging for the eavesdropper to reveal the secret key and get the
sought-after information.
Clearly, the objectives of the eavesdropper and the BS are conflicting. On the one
hand, the BS seeks to randomize its encryption method to secure its data packets. On
the other hand, the attacker seeks to reveal the used key so as to successfully extract
the information from the network’s data. Game theory is a natural tool that can be used
to analyze the competitive interactions between the BS and the adversary in this MTD
setting. In particular, we can consider an MTD game between the attacker and the BS
acting as a defender. Because the encryption method can change dynamically, depending
on the attacker’s actions, we must use a stochastic game.
>
?
Hence, we formulate a stochastic game  defined by the tuple N ,S,A,P,U,β where
N is the set of the two players: the defender p1 , the BS and the eavesdropper p2 . S is
the set of states for the game, and A is the set of actions defined for each player at
every state. P is the set of transition probabilities between states. U is the set of utilities
that each player will obtain for a given combination of actions and state. We also define
0 < β < 1 as a discount factor.
The BS can select one of the N available encryption techniques or to use the current
encryption technique with one of the M encryption keys available for this technique.
Each game state is composed of the current encryption technique and key combination.
Hence, we have K = N · M states, i.e., S = {s1,s2, . . . ,sK } for our game. At each state
1}
s ∈ S, every player can choose among a set of actions Ai . Let A1 = {a11,a21, . . . ,aK
be the defender’s actions, which represent the choice of a specific technique and key
2 } be the action
combination among the available K combinations. Let A2 = {a12, . . . ,aN
set of the attacker, which represents the set of techniques that the attacker is trying to
decrypt.
At each state s ∈ S and for each action pair in A1 × A2 , there is an outcome (payoff)
for each player. This outcome depends on the current state and actions taken by both
players at this state. This outcome is captured via player-specific utility functions in U .
For given actions a 1 ∈ A1 and a 2 ∈ A2 , the defender’s utility at state si will be:
U1 (a 1,a 2,si ) = R1 (a 2 ) + T1 (a 1,a 2,si ) − P1 (si ),

(15.32)

where R1 is the reward obtained from securing a packet. This reward depends on the
attacker’s action as the defender will obtain a higher reward if the eavesdropper uses a
different encryption method. P1 is the power used to decrypt a packet, and it depends on
the technique (state). T1 is the transition reward that the BS will obtain by using MTD
and selecting a key-technique combination. This reward depends on the current system
state, the defender’s action taken at this state (which determines the next state), and the
attacker’s action.
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For given actions a 1 ∈ A1 and a 2 ∈ A2 , we can similarly define a utility function for
the attacker at state si , as follows:
U2 (a 1,a 2,si ) = R2 (a 1,a 2,si ) − P2 (si ),

(15.33)

where R2 is the reward that the attacker reaps from examining the encryption keys of
a given technique. Here, if the attacker can examine more keys, it will get closer to
revealing the actual key. This reward depends on the attacker’s action, current encryption
technique (state), and defender’s action. P2 is the power used to decrypt a packet that
depends also on the current technique.
From the definition of the reward functions, we can see that we have a zero-sum
stochastic game. This stochastic game also exhibits an interesting property related to
the fact that the transition probabilities in P depend only on the actions of the defender.
Moreover, when the defender selects an action at a given state, the game moves to
another state defined by the encryption technique and key combinations with probability p = 1. This class of stochastic games is known as single-controller stochastic
games [594].
This class of games is the most appropriate for studying MTD problems in which
the defender seeks to randomize its system parameters so as to increase uncertainty on
the attacker and deter this attacker from compromising the system. The defender must
choose the appropriate actions that can randomize its system’s configuration parameters within a reasonable time. Single-controller stochastic games naturally satisfy this
property by allowing the defender to control the actions and the game state that maps to
changing system parameters in MTD.

15.2.3

Single-Controller Stochastic MTD Game Solution and Analysis
The game studied is a finite stochastic games because the number of states and the
number of actions per state are finite. As discussed in the first part of this book, in
stochastic games, we often rely on the cumulative (total) utilities of the players over time
that can also be discounted over time. The use of a discount factor in the utilities captures
the fact that players value current payoffs more than future ones. For such discounted
stochastic games, the existence of stationary-strategy Nash equilibrium points has been
established in [595]. Meanwhile, the work in [596], developed a mechanism that can be
used to obtain a Nash equilibrium point for discounted noncooperative, non-zero-sum
single-controller stochastic games. The basic approach consists of creating a bimatrix
game (one matrix for each player). The columns and rows of each matrix constitute
the pure stationary strategies of each player. The elements of these matrices are the
discounted, cumulative utilities over all states for every pair of strategies. As a result,
any mixed-strategy Nash equilibrium of this bimatrix game can be leveraged to find a
Nash equilibrium of the stochastic game.
In the studied game, the defender acts as the controller that chooses specific actions to
move the game to a certain state. In consequence, the time steps of the studied stochastic
game are fully controlled by the defender. If the attacker has sufficient power, it will
be able to complete a brute-force attack within a time ti for i = 1,2, . . . ,N for each
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encryption technique. Then, the defender must select the time step t needed to take the
next action using the following rule:
t < min(ti ), i = 1,2, . . . ,N .

(15.34)

By doing this, the defender can ensure that it takes a timely action before the attacker
succeeds in revealing one of the keys.
The cumulative utility of player i at state s is then given by:
i (f ,g,s)

=

∞


βt−1 · Ui (f (st ),g(st ),st ),

(15.35)

t=1

where f and g are, respectively, the strategies of the defender and attacker. A strategy
specifies an action vector chosen at each state, e.g., f = [f (s1 ), . . . ,f (sK )] for all the
K states. Actions f (st ) and g(st ) are the actions chosen at state st of the game at time
t, based on strategies f ,g. The defender’s action at time t − 1 will determine the state
st ∈ S. We consider an initial state s = s1 for the game. Note that the utility in (15.35)
is always bounded at infinity because 0 < β < 1.
In order to design the bimatrix, the defender must calculate the cumulative utility
when selecting each pure strategy against all of the pure strategies of the attacker. The
defender, acting as a controller of the game’s state, can know the next state resulting
from its actions, and hence, it sums the discounted utilities at all states using discount
factor β. We define X as the defender’s cumulative utility matrix for all of the permutations of the defender’s pure strategies and all of the permutations of the attacker’s
pure strategies. We let F i. = [f 1,f 2, . . . ,f K K ] be a matrix of all of the defender’s
pure strategy permutation with each row being the actions in this strategy and similarly
Gi. = [g 1,g 2, . . . ,g N K ] the matrix of all of the attacker’s pure strategy permutations.
As a result, we can define each element Xi,j of X as follows:

(15.36)
Xi,j =
1 (F i.,Gj .,s),∀i,j,
S

where i = 1, · · ·
and j = 1, · · · ,N K . The attacker can only compute its payoffs at
time t = 1, as it cannot know a priori the actions taken at each state, and, hence, it cannot
find future rewards. Similarly, define Y as the attacker’s cumulative utility matrix, then
each element Yi,j of Y will be given by:

(15.37)
Yi,j =
2 (F i.,Gj .,s),∀i,j,
,K K

S

where i and j are the same as the defender’s case, and 2 (F i·,Gj ·,s) is only evaluated
at time t = 1.
The bimatrix solution can be derived using the Lemke–Howson algorithm [597],
which is shown to always find a mixed-strategy Nash equilibrium. This solution is then
used as in [596] to find the equilibrium of the single-controller stochastic game. Let
(x ∗,y ∗ ) be any mixed strategy Nash equilibrium point for the bimatrix game (X,Y ).
Each (x ∗,y ∗ ) is a vector of probabilities with which each player can choose each strategy in all the strategies permutations.
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Given that each strategy corresponds to the set of actions at all states, we can formally
define the equilibrium of the stochastic game, i.e, the probability of choosing each
strategy, as follows:
K

∗
Ei,j

=

K


xl∗, i = 1, . . . ,K,j = 1, . . . ,K,

l=1,i=Fl,j
K

∗
Hi,j

=

K


yl∗, i = 1, . . . ,N,j = 1, . . . ,K,

(15.38)

l=1,i=Gl,j

where xl∗ ∈ x ∗ and yl∗ ∈ y ∗ are the elements of x ∗,y ∗ that correspond to probabilities of
∗ of E ∗ and H ∗ of H ∗ is the probability
choosing different strategies. Each element Ei,j
i,j
of taking action i at state j for the defender and the attacker, respectively. The summations in (15.38) give the probabilities of one action i satisfying the condition. This is
repeated for all values of i to get a column that includes all of the actions’ probabilities
at one state. Different values of j give the remaining states. E ∗ is a K · K matrix that
gives the probability of each of the defender’s K actions in each one of the K states.
Similarly, H ∗ is an N · K matrix that gives the probability of each of the attacker’s N
actions in each one of the K states. These matrices are the equilibrium strategies for
both players.
The derived probabilities will dictate how the game evolves. At each state, the
defender selects an action (e.g., an encryption method) with a certain probability. Then,
the game moves to another state (encryption method). Again, at the new state, the
defender selects a new action and so on. Using this process, the defender randomizes
between encryption methods, which essentially corresponds to an effective MTD
approach.
Finally, the value (expected utility) of each player at equilibrium can be calculate by
applying the equilibrium strategies and finding the cumulative utilities of both players.
These expected utilities are computed using all the possible transitions induced by the
defender’s actions at each state. We define v∗i (s) as the value of player’s i at state s:
v∗i (s) =

i (E

∗

,H ∗,s) s ∈ S,

(15.39)

Because these values are achieved at equilibrium, then, by definition of the equilibrium, none of the players will have an incentive to deviate from these equilibrium
strategies. Any player who attempts to deviate, will in fact get a lower payoff. This can
be formally defined as follows:

15.2.4

v∗1 (s) ≥

1 (Ê,H

v∗2 (s) ≥

2 (E

∗

∗

,s), s ∈ S,

, Ĥ,s), s ∈ S,

(15.40)

Simulation Results and Analysis
To evaluate the performance of our studied game, we simulate an IoT system that
adopts two encryption techniques, each of which using two different keys. Hence, in the
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Figure 15.7 Defender’s expected utility at each state as the discount factor β varies. © 2016 IEEE.
Reprinted, with permission, from El-Dosouky et al. 2016.

simulations, we have a total of four states. At each state, the defender has four possible
actions. For the bimatrix, the attacker has 24 = 16 different strategy permutations, and
the defender has 44 = 256 different strategy permutations. For both players, we set the
power values to one and three, which mainly quantifies the power consumption ratio in
the two different encryption techniques. We set R1 and R2 to be ten and five, depending
on the opponent’s actions. We choose these values to be higher than the power values
in order for the utilities to be positive. The transition reward is set to five and ten for
switching to another state defined by another key or another technique, respectively.
Figure 15.7 investigates the impact of the discount factor the equilibrium utility of the
defender, at every state. Figure 15.7 shows that, at all states, the utilities increase with
the discount factor. This is because a higher discount factor implies that the defender
will put more weight on future rewards, and hence, the defender will select the actions
that increase those future rewards. From Figure 15.7, we can also observe that, at states
1 and 2, the defender’s values are higher than at states 3 and 4 because states 1 and 2
use the first encryption technique, which is less power consuming than the encryption
technique adopted at states 3 and 4. The difference is most pronounced in the first state
before switching to other states and applying the discount factor. From this figure, we
can clearly see that varying the discount factor significantly impacts the equilibrium
strategy, and hence, the game will transition between states with different probabilities
yielding a different cumulative reward.
In Figure 15.8, we compare the developed MTD approach with a scenario in which
the defender decides to use equal probabilities over all of its actions at every state
(i.e., all entries equal 0.25 when the defender has four actions per state). As a performance metric, in Figure 15.8, we present the percentage of increase in the defender’s
expected utility. Figure 15.8 shows that the defender has no incentive to deviate from
the equilibrium because the minimum increase in the expected utility is always nonzero.
Furthermore, for large discount factor values, i.e, β > 0.75, the percentage increase is
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higher than that at lower β values at all states. The percentage increase ranges from
5 percent to about 40 percent at β = 0.75, depending on the state, and it can reach
values between 20 percent and above 40 percent at β > 0.95. This is due to the fact
that, at higher β values, future state transitions have a higher impact on calculating
equilibrium strategies, and the defender considers more state changes in the future. This
makes equilibrium strategies differ more from equal probabilities. For other β values,
the percentage increase depends on how different the equilibrium strategy is from the
equal allocation scheme.
Figure 15.9 investigates how changing the power impacts the expected utility of the
defender at equilibrium. We consider three scenarios. First, we consider the previously
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studied case in which the power needed for technique 1 is less than the power needed
for technique 2. Then, we study two additional scenarios: (a) the case in which power
consumption is equal for both techniques, and (b) the case in which technique 1 needs
more power than technique 2. We let β = 0.75. Figure 15.9 demonstrates that, when the
power of technique 1 is less than that of technique 2, the defender obtains a higher payoff
at states s1 and s2 than at states s3 and s4 . This is due to the fact that, at states s1 and s2 ,
the defender starts by using the first technique (lower power), thus obtaining a higher
payoff. An analogous result can be observed when the defender gets a higher reward
at states s3 and s4 when the technique adopted at these states requires less power. For
the case in which both encryption techniques use equal power, Figure 15.9 shows that
the expected utility of the defender is nearly equal at all states. In a nutshell, the results
of Figure 15.9 primarily quantify the impact on the expected utility of the parameters
chosen at the first state.

15.2.5

Summary
In this section, we have studied the potential of applying MTD techniques to an IoT-like
wireless network. In particular, we have focused on the use of MTD randomizations
for the cryptographic techniques of the system. Then, we have cast the problem as a
single-controller stochastic game, and we have analyzed properties of its equilibrium.
Using simulations, we have shown how different parameters will effectively impact the
performance of the MTD game. In essence, the model studied in this section can be used
as a basis for many future extensions that can investigate MTD in other domains (e.g.,
at network-level, rather than cryptography) and that can also take into account the cost
for deploying MTDs. The developed single-controller stochastic game model can also
be extended to study a variety of other MTD and security situations.

15.3

Critical Infrastructure Protection

15.3.1

Introduction and Motivation
Critical infrastructure (CI) consist of cyber-physical systems that are considered essential to the operation of our modern economies and societies. CIs admit a broad range
of application domains. In the United States, the Department of Homeland Security
classifies CIs into sixteen sectors that include energy, communications, nuclear reactors,
transportation, water supply, and financial services [598]. This classification is largely
country specific, and no general rule to classify CIs exists. Each country will in fact
determine its own CIs. However, all CIs share one key property: They are critical infrastructure without which a country cannot properly function.
Owing to the central importance that CIs play in any nation, securing and protecting them from adversaries is a critical national security challenge. In this regard,
critical infrastructure protection (CIP) has recently been a subject of considerable
research [599–602], particularly following recent terrorist and malicious attacks that
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targeted CIs across various countries. One main challenge in protecting CIs is that
governments can only allocate a limited amount of resources, such as personnel or even
cyber resources, for CIP. Therefore, developing proper resource management policies
that can optimally allocate constrained resources to different CIs is a major challenge
in CIP. Such a resource allocation policy must account for the various criticality levels
and vulnerabilities of the different CIs. Such security resource allocation solutions are
essential for protecting CIs that are located at remote sites or in foreign countries. In
such use cases, government agencies seeking to secure and protect local and foreign CIs
will rely on a control center (CC) to monitor the vulnerability of these CIs and properly
allocate resources among them. One major challenge for resource deployment here, is
the fact that the CIs are often owned by different entities that consider their own CIs
to be the most critical. In the real world, every owner of a CI will inform the CC that
its own CI is the most critical and also the most vulnerable so as to acquire the most
resources. Consequently, determining the real criticality and vulnerability levels of each
individual CI is a key challenge for any CC. Despite this lack of information, the CC
must still be able to design efficient resource allocation mechanisms that can take into
account the prospective vulnerability and criticality of various CIs. For example, CIs
that are deemed to be highly vulnerable must be allocated more resources compared to
less vulnerable ones. Similarly, more resources must be routed toward more critical CIs.
However, as each CI will seek to acquire the maximum amount possible of resources
by claiming that it is the most vulnerable or critical, the CC needs to carefully make
security resource allocation decisions.
The problem of CIP has been recently studied in [599–602], including some works
that discuss the challenges of security resource allocation such as in [603] and [604].
However, this prior art is restricted to very specific CI settings and do not take into
account the aforementioned problem of lack of information at the CC. In contrast, in this
section, we introduce a new approach based on contract theory so as to allocate security
resources for CIP under asymmetric information. As explained in Chapter 6, contract
theory is an effective framework for analyzing complex, interactive scenarios among
different agents, having asymmetric and incomplete information. The basic premise in
contract theory is to develop effective approaches for enabling the CC to offer right
contracts to its CIs in a way to incentivize those CIs to truthfully reveal their information.
In the model that we will study in this section, the CC is considered to be a principal
agent that offers contracts related to critical infrastructure protection for different CIs,
without having exact knowledge on which CI is the most vulnerable or critical. For this
model, we will investigate the different properties of the introduced contract-theoretic
framework, and we will analyze the ensuing results and their impact on CIP.

15.3.2

Contract-Theoretic Model for CIP
Consider a critical infrastructure system composed of a single control center that can
represent, for example, a government agency that is interested in securing a set N
of N CIs by sending a number of CIP missions. The CIs can be owned by different
entities (e.g., foreign agencies, different government departments, etc.). The missions
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are essentially seen as security resources belonging to the CC and that must be allocated
to the different CIs to ensure their protection. A mission’s security resources include
cyber resources or personnel. Each CI in the set N admits a number of vulnerable points
that must be secured. The amount of security resources needed to protect a given CI
will increase with the number of vulnerable points of that CI. As such, we classify
the different CIs into different groups according to their level of vulnerability. The
vulnerability level can be captured by an integer number wi . We consider M different
vulnerability levels in a set M with M ≤ N. We then group the CIs in an increasing
order of their vulnerability levels, as follows:
w1 < · · · < wi < · · · < wM .

(15.41)

A higher w implies that the CI has a higher vulnerability level. The CC does not have
exact information on the individual wi of every CI i. Instead, the CC has a probability
distribution that quantifies the probability with which a certain CI can belong to a given
w type. Hence, we define pi,wj as the probability that CI i is of type wj . In addition to
its vulnerability level, each CI i ∈ N has a criticality level captured by a value θi . We
consider a set K of K ≤ N different criticality levels for the various CIs. The criticality
level is determined by different factors such as the services delivered by this CI and how
this CI interacts with other CIs. We also group the CIs in an increasing order of their
criticality levels:
θ1 < · · · < θi < · · · < θK .

(15.42)

A larger θ implies that the CI has a higher criticality level, and thus its protection is
more important to the CC. As was done for the vulnerability levels, we consider that
the CC does not have exact information on the individual θi of each CI i. Instead, the
CC can only know with which probability a given CI can be of type θ. Thus, we define
qi,θj as the probability with which CI i belongs to a certain criticality level type θj . The
criticality level allows the CC to decide on which CIs to protect, whenever the number
of resources available is not sufficient to protect all of the existing CIs.
We chose the values of w and θ in a way to make the resource allocation process
primarily dependent on the vulnerability level. The criticality level will still impact the
security resource allocation process; however, it does not supersede the vulnerability
level. In other words, the criticality level will allow a given, highly critical CI to get
more resources than a less critical CI but not more than a highly vulnerable one. As
a result, when combining the values of θ with w, we should maintain the following
condition:
θK · wi ≤ θ1 · wi+1,∀i = 1, . . . ,M − 1.

(15.43)

Consequently, we can view θ as a subtype under the vulnerability type w (even though
the two types are really independent).
To tackle the resource allocation problem, we develop an analogy between allocating
CI security resources and the economic problem of forming contractual agreements
between firms and employees that is analyzed using contract theory, as explained in
Chapter 6. Hence, we cast the CIP problem as a contractual situation with asymmetric
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hidden information between a firm, here represented by the CC, and a number of
employees, here represented by the N CIs (or the owners of the CIs). The asymmetric
hidden information property stems from the fact that the CC does not know the exact
vulnerability and criticality levels of every CI. To overcome this information asymmetry,
the CC must properly specify a contract defined as a pair (T ,R(T )) where T is the
amount of resources allocated to the CI, which can be viewed as the reward/payment
made by the firm to the employee and R is the reward obtained by the CC when securing
this CI. For this CIP problem, we define a reward function that is an increasing linear
function in resources T . Formally, for any CI i ∈ N , the reward function can be defined
as Ri (T ) = ri T where ri is determined by the vulnerability type wi such that ri is
higher with higher w’s. In other words, a CI that has a high vulnerability level must pay
a higher reward compared a less vulnerable one, if both CIs require an equal amount
of resources. This design of the reward function will prove to be very important for
designing binding contracts. By using this reward, the CI that claims to have a higher
vulnerability level to obtain more resources than it actually needs will be charged a
higher payment for those additional resources. The establishment of a contract between
the CC and a given CI represents an agreement by the CC to deploy a number of
resources to protect the CI, which in return will pay a reward Ri (T ) to the CC.
In the considered CIP system, instead of offering the same contract to all of the CIs
and wasting resources, the CC will attempt to offer different contract bundles that are
designed in accordance with different types of w and θ for the available CIs. For the
CC, we define the payoff obtained from protecting a given CI i ∈ N as the difference
between the reward obtained by the CC from CI i and the resource allocated to that CI,
multiplied by its type, as follows:
UCC,i (Ti ) = θi wi (Ri (Ti ) − Ti ).

(15.44)

Given that we have M types of CIs based on the vulnerability level w with probability
pi,wj and K types based on the criticality level θ with probability qi,θj , the total CC
utility can be given by:
UCC (T ) =





i∈N

k∈K

qi,θk · θk



pi,wj · wj · (Rj (Ti ) − Ti ) .

(15.45)

j ∈M

Next, we define the following utility function for each CI i ∈ N :
Ui (Ti ) = θi wi V (Ti ) − βRi (Ti ),

(15.46)

where β < 1 is a positive unit cost parameter, and V (Ti ) is an evaluation function
that quantifies how much a CI values allocated resources. V (Ti ) = vTi is a strictly
increasing function of Ti with v being a numerical value for the evaluation function. In
the considered model, we assume that, to reward the CC, the CI has to pay some cost
for negotiations or for implementation of the security resources. The contract offered by
the CC must be feasible for the CI, i.e., the CI must be incentivized to accept it. This
issue of feasibility is studied next in a more formal manner.
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Feasibility of a Contract
To incentivize both CC and CI owners to work together for CIP, the contracts represented
by the pairs (Ti ,Ri (Ti )) must satisfy two main properties:
1.

Individual Rationality (IR): The contract that a CI selects must guarantee that the
utility of this CI is nonnegative, i.e.,
Ui = θi wi V (Ti ) − βRi (Ti ) ≥ 0, i ∈ N .

2.

(15.47)

Incentive Compatibility (IC): Each CI must always prefer the contract designed
for its type, over all other contracts, i.e., ∀i, j ∈ N , i = j :
θi wi V (Ti ) − βRi (Ti ) ≥ θi wi V (Tj ) − βRj (Tj ).

(15.48)

The IR constraint guarantees that whenever a CI signs a given contract, the obtained
reward must compensate the effort spent by the CI owner for working with the CC. The
IC constraint enables the CC owner to overcome the problem of information asymmetry
as it allows the contract design to comply with the revelation principle [605]: A certain
CI of type i will always prefer the contract (Ti ,Ri (Ti )) that the CC designed for its type
over all other possible contracts. In other words, a CI i receives the maximum utility
when selecting the contract designed for its own type, and thus, this CI will have an
incentive to reveal its true vulnerability and criticality levels. A contract is thus called
feasible if both the IR and IC conditions are met. Using these conditions, we can now
derive the following lemma, whose proof is found in our work in [606]:
lemma 15.2

For any feasible contract (T ,R), Ti > Tj if and only if wi > wj .

Because wi > wj and, thus, θi wi > θj wj , we have V (Ti ) > V (Tj ). Recall that
V (T ) is, by definition, an increasing function of T , and thus, because V (Ti ) > V (Tj ),
we have Ti > Tj .
Lemma 15.2 shows that the CC needs to allocate more resources to the CI that has
more vulnerability points, i.e., the CI that belongs to a higher w type. This mathematically corroborates our intuition that more resources must be provided to more vulnerable
CIs. Using Lemma 15.2, we can observe the following monotonicity property:
Ti ≤ Tj if wi < wj ,∀i, j ∈ N .

(15.49)

Another lemma, shown in [606] and that can be derived from the IR and IC constraints
pertains to the utility of the CI:
lemma 15.3

For any feasible contract (T ,R(T )), the utility of each CI must satisfy:
Ui (Ti ) ≥ Uj (Tj ) if wi > wj ,∀i,j ∈ N .

(15.50)

Thus, a CI that has a higher vulnerability level will obtain a higher utility compared
to another CI having a lower vulnerability level. From the IC constraint and the two
shown lemmas, we can make the following observation: If a CI of higher type chooses
a contract intended for a lower type, the utility of this CI will be negatively affected due
to a lower amount of received resources. Meanwhile, if a CI of lower type chooses a
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contract designed for a higher type, the additional gains acquired from the additional
resources obtained cannot compensate the cost incurred on this CI by the CC. Hence, a
given CI can only maximize its utility if and only if it selects the contract designed for
its type.
We will further impose two additional constraints. First, the CC must ensure that
the sum of all of its allocated resources is equal to the maximum available resources:

Ti = Tmax .
i∈N

Second, each CI must obtain enough resources to secure its vulnerable points. In other
words, every type wi must be associated with a minimum amount of resources. Hence,
each CI will require a certain a minimum amount of resources depending on its w type.
This can be formally written as: Ti ≥ Ti,min .

15.3.4

Optimal Contracts
Next, we analyze how the CC can practically derive optimal contracts. Essentially, given
the unknown information, the only available information at the CC is pi,wj and qi,θj .
The objective of the CC is to generate contracts that can be used to maximize the
usage of its resources and, as a result, maximize its utility by solving the following
optimization problem:

 
qi,θk · θk
pi,wj · wj · (Rj (Ti ) − Ti ) ,
(15.51)
max
T

i∈N

s.t.

k∈K

j ∈M

θi wi V (Ti ) − βRi (Ti ) ≥ 0, i ∈ N,
θi wi V (Ti ) − βRi (Ti ) ≥ θi wi V (Tj ) − βRj (Tj ),i = j,
Ti ≥ Ti,min,

Ti = Tmax .
i∈N

This problem has a large number of constraints. For instance, we have N(N − 1)
IC constraints. To address this challenge, next, we develop a way to relax the problem,
inspired from the work in [607], and, hence, reduce the number of constraints to obtain
a simpler problem that can be solved.
The IC constraint needs to be relaxed because for every CI, we have to define N − 1
conditions. Consequently, we analyze local IC constraints. The first such local constraint
is the downward local IC (DLIC) corresponding to the relation between CIs i and i − 1.
The second type of local IC is the upward local IC (ULIC) corresponding to the relation
between CIs i and i + 1. We can now state the following theorem that was shown
in [606]:
theorem 15.4

With the IR satisfied, the local incentive constraints
θi wi V (Ti ) − βRi (Ti ) ≥ θi wi V (Ti−1 ) − βRi−1 (Ti−1 ),

(15.52)

θi wi V (Ti ) − βRi (Ti ) ≥ θi wi V (Ti+1 ) − βRi+1 (Ti+1 ).

(15.53)

for all i ∈ N are sufficient for global incentive compatibility.
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Our contract-theoretic optimization problem also has a total of N IR constraints that
can be reduced as well. Without loss of generality, we assume that the CI 1 is from
type w1 . By using the IC constraints and the IR constraint of the first CI, referred to as
I R(1), we have:
θi wi V (Ti ) − βRi (Ti ) ≥ θi wi V (T1 ) − βR1 (T1 )
≥ θ1 w1 V (T1 ) − R1 (T1 ) ≥ 0.

(15.54)

Thus, if the first IR constraint of w type-1 user is satisfied, all the other IR constraints
will automatically hold. As a result, we only need to satisfy the first IR constraints and
reduce the other IR constraints. After this constraint reduction, we obtain a new problem
that is equivalent to the problem in (15.51) but with the new relaxed constraints in
(15.52) and (15.54) instead of the full IR and IC constraints. Note that design parameters
such as the reward function R, θ, w, and β must be adjusted by the CC to guarantee that
constraint I R(1) is met.
To solve the relaxed problem, we first observe that there are now only 2N inequality
constraints and one equality constraint. We can use Lagrangian analysis along with KKT
conditions to solve the problem. The Lagrangian of the problem is:
L(T ,λ,μ) =





i∈N

k∈K

+

N


qi,θk θk



pi,wj wj (Rj (Ti ) − Ti )

j ∈M


μi θi wi V (Ti ) − θi wi V (Ti−1 ) − βRi (Ti )

i=2


+ βRi−1 (Ti−1 ) + μ1 (θ1 w1 V (T1 ) − βR1 (T1 ))
+

N

i=1

μN+i (Ti − Ti,min ) + λ Tmax −

N


Ti .

(15.55)

i=1

In order to find all of the T values, along with μ and λ, we can use a Lagrangian
approach based on the KKT conditions. Solving this problem is challenging because its
complexity increases with the number of CIs. As a result, we derive the solution for the
case of two CIs, in order to demonstrate that the problem admits a feasible solution. For
the case of two CIs, the Lagrangian will be given by:
L(T ,λ,μ) = p1,w1 w1(r1 T1 − T1 ) + p1,w2 w2(r2 T1 − T1 )
+ p2,w1 w1(r1 T2 − T2 ) + p2,w2 w2(r2 T2 − T2 )
+ μ2 (θ2 w2 vT2 − θ2 w2 vT1 − βr2 T2 + βr1 T1 )
+ μ1 (θ1 w1 vT1 − βr1 T1 ) + μ3 (T1 − T1,min )
+ μ4 (T2 − T2,min ) + λ(Tmax − T1 − T2 ).
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The KKT conditions for this Lagrangian are the relaxed problem constraints along
with:
p1,w1 w1(r1 − 1) + p1,w2 w2(r2 − 1) + μ1 (θ1 w1 v − βr1 )
+ μ2 (βr1 − θ2 w2 v) + μ3 − λ = 0.
p2,w1 w1(r1 − 1) + p2,w2 w2(r2 − 1) + μ2 (θ2 w2 v − βr2 )
+ μ4 − λ = 0.
μ1 (θ1 w1 vT1 − βr1 T1 ) = 0.
μ2 (θ2 w2 (vT2 − vT1 ) − β(r2 T2 + r1 T1 ) = 0.
μ3 (T1 − T1,min = 0.
μ4 (T2 − T2,min = 0.
μ1,μ2,μ3,μ4 ≥ 0.
This problem admits only one optimal solution: T1 = T1,min and T2 = Tmax − T1 .
This optimal solution is only feasible if the following condition are met: T1,min +
T2,min ≤ Tmax . This implies that a low vulnerability type CI will obtain its minimum
required resources while the remaining resources will be allocated to the higher type
CI. This result is intuitive, and it aligns with contract-theoretic results in the economics
literature [605]. For scenarios having more than two CIs, the lower type CI will get its
lower limit, and the remaining resources will be given to higher types depending on
their probabilities while maximizing the utility of the CC.

15.3.5

Practical Implementation
Beyond the design of the contracts, the CC must communicate with the CIs, determine
which CIs to secure, and implement the contracts. To do so, we propose the mechanism
shown in Algorithm 17. In this scheme, the CC starts by having the initial information
such as the set of vulnerability levels M, the probability pi,wj with which a CI i will
belong to each of the M levels, the set of criticality levels K, and the probability qi,θj
with which a CI i will belong to each of the K levels. The CC also knows the minimum
amount of resources needed to protect a CI at each vulnerability level as well as the
total amount of resources available. Thus, the CC declares that it will offer resources
to secure some CIs and starts receiving requests from those interested in CIP. Then, the
CC will design the appropriate optimal contracts for responding CIs.
Algorithm 17 highlights the importance of the criticality level. When the CC cannot
protect all of the CIs, it will prioritize CIs based on their criticality level because it is
more beneficial to protect CIs of higher criticality. This is done by removing the least
critical CIs from the contract design process. However, because the CC only knows
the criticality levels probabilistically, it will remove the one that belongs to the lower
criticality level with a higher probability. The CC repeats this process until it has enough
resources for the remaining CIs. When CIs receive contracts, they will evaluate them and
inform the CC whether they are willing to accept a contract, i.e., receive resources and
return reward. If not all CIs accept a contract, the CC will reconsider any less critical
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Algorithm 17: Optimized Contract Implementation of CC for Resource Allocation
Input: M,K,pi,wj ,qi,θj ,Tmax,Ti,min
Output: (T ,R(T ))
1. CC declares its willingness to protect some CIs
2. Receive requests from CIs seeking to be protected
3. Solve the optimal contract for current infrastructures
if The program has a solution, i.e, the available resources are sufficient for all
users then
Contracts are ready, proceed to step 4
else
Remove the least critical infrastructure (start with higher probability)
return to step 3
4. The CC Offers the contracts and waits for feedback
if All CIs accepted the offered contracts then
proceed to step 5
else
return to step 3, for any previously excluded CIs
5. Sign contracts with CIs and allocate actual resources

CIs that were excluded due to lack of resources. Once this process is complete, the CC
will start allocating its resources based on the contracts.

15.3.6

Numerical Results and Analysis
We simulate a CIP scenario with three vulnerability levels, four criticality levels, and
500 available resource units. We consider a reward function that increases by three for
each w type. The evaluation function is assumed to be double the resources. The lower
bounds related to the w types are set to 20, 60, and 100, respectively. We first check
the contract feasibility. We assume that all CIs require protection and accept the offered
contracts. We find the utility of the CC when it uses the proposed approach and for a
baseline in which it allocates resources equally among CIs.
In Figure 15.10, we present the changes in the utility of the CC as the number of
CIs varies. Here, we normalize the CC’s utility to the baseline case of equal resource
allocation. Figure 15.10 investigates two scenarios: scenario in which all CIs have a
fixed amount of resources and a scenario in which we increase the amount of resources
each time a CI is added. When the number of resources is fixed to 500, Figure 15.10
demonstrates that around 75 percent increase in the CC utility (compared to the equal
allocation baseline) can be achieved for three CIs. When more CIs are added, the benefit
compared to the baseline will vary between 10 percent and 20 percent. This is due to
the fact that, when the number of CIs is small, the CC has more resources than needed,
and thus, it will give them to higher types and hence it gets higher rewards for the
same resources. In the second scenario, the amount of resources increases by 30 percent

CC utility nornalized to equal allocation scheme
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Figure 15.10 The utility of the CC when using the proposed approach and the equal resource

allocation baseline case, with fixed Tmax and with a Tmax that increases by 30 percent with every
added CI. © 2016 IEEE. Reprinted, with permission, from El-Dosouky et al. 2016.
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Figure 15.11 CIs’ utilities resulting from the proposed contract-theoretic approach and the

baseline case of equal resource allocation. © 2016 IEEE. Reprinted, with permission, from
El-Dosouky et al. 2016.

(compared to the initial amount) each time a new CI is added. In this case, the utility of
the CC increases with the number of CIs because the CC allocates the more available
resources to higher types in order to get higher rewards.
Next, we add a new vulnerability level with a lower bound of 140, and we increase
the amount of available resources to 650. We consider 4 CIs that are of different w
types arranged in an ascending order, i.e. CI 1 is within w1 and so on. The CC will
only have knowledge of their probabilities and not their exact types. In Figure 15.11,
we show the utility of CIs when they use optimal contracts and for the baseline equal
resource allocation case. Figure 15.11 clearly demonstrates the monotonicity property of
the proposed contract as higher types CIs get higher utilities. Figure 15.11 also shows
that, for the contract-theoretic case, higher type CIs obtain higher utilities, and lower

15.4 Summary

500

Utility of infrastructure

450
400
350

457

Type−1 CI
Type−2 CI
Type−3 CI
Type−4 CI

300
250
200
150
100
50
0
1

2

3

4

Contract types

Figure 15.12 The utility of each CI while accepting the contract designed for its type or other

contracts. © 2016 IEEE. Reprinted, with permission, from El-Dosouky et al. 2016.

type CIs obtain lower utilities compared to the baseline equal resource allocation case.
However, the lower utilities of the low-type CIs is not a concern for the system because
these CIs will get more than the amount of resources needed for their protection.
In Figure 15.12, we show the CI utility as the contract type varies (while using the
same parameters as Figure 15.11). Here, we measure each CI’s utility if it used the
contract designed for its type and contracts designed for other types. From Figure 15.12,
we can clearly see that each CI is better off when using the contract designed for its
type because this choice maximizes its utility. In fact, CIs can obtain more resources
by choosing higher-type contracts, but such a choice will require them to pay higher
rewards as reflected in the decrease of their utility.

15.3.7

Summary
In this section, we have studied the potential of using contract theory to allocate security
resources to protect critical infrastructures. One of the key features of the model studied
is its ability to decide on how resources must be allocated, without knowing the exact
vulnerability and criticality levels of the critical infrastructure. We have studied the
optimal solution of the contract-theoretic problem formulated, and we have derived the
necessary and sufficient conditions needed for such resource allocation contracts under
asymmetric information. Using simulations, we have shown that the proposed contracttheoretic approach maximizes the CC’s utility while guaranteeing that no infrastructure
will ask for another contract, despite the lack of exact information at the CC.

15.4

Summary
In this chapter, we have studied a number of emerging cyber-physical security problems using a plethora of game-theoretic tools. First, we have investigated the cyberphysical vulnerabilities of a drone delivery system, and then we have introduced a
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game-theoretic framework to analyze the impact of those vulnerabilities on the delivery
time of the system. Then, we have incorporated notions of bounded rationality, via
prospect theory, to study the impact of subjective perceptions on the security of delivery
drones. Subsequently, we have turned our attention to the concept of moving target
defense, which relies on randomization of a system’s configuration to deter adversaries.
In particular, we have shown that single-controller stochastic games can be a suitable
tool to model MTDs in wireless networks. Finally, we have introduced a contracttheoretic model to analyze infrastructure protection and resource management in the
presence of information asymmetry. In a nutshell, this chapter has provided guidelines
on how to apply a variety of game-theoretic tools for security scenarios while also
shedding light on important recent topics in the area of CPS security.
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[95] T. Başar and G. J. Olsder, Dynamic noncooperative game theory, SIAM Series in Classics
in Applied Mathematics, Philadelphia, PA, Jan. 1999.
[96] H. Yu, K. Meier, M. Argyle, and R. W. Beard, “Cooperative path planning for target
tracking in urban environments using unmanned air and ground vehicles,” IEEE/ASME
Transactions on Mechatronics, vol. 20, no. 2, pp. 541–552, Apr. 2015.
[97] H. Zhou, H. Kong, L. Wei, D. Creighton, and S. Nahavandi, “Efficient road detection and
tracking for unmanned aerial vehicle,” IEEE Transactions on Intelligent Transportation
Systems, vol. 16, no. 1, pp. 297–309, July 2014.
[98] J. Hu and Z. Xu, “Distributed cooperative control for deployment and task allocation of
unmanned aerial vehicle networks,” IET Control Theory & Applications, vol. 7, no. 11, pp.
1574–1582, July 2013.
[99] S. Lakshmivarahan and K. S. Narendra, “Learning algorithms for two-person zero-sum
stochastic games with incomplete information: A unified approach,” SIAM J. Control
Optim., vol. 20, no. 4, pp. 541–552, 1982.
[100] M. K. Ghosh, D. McDonald, and S. Sinha, “Zero-sum stochastic games with partial
information,” Journal of Optimization Theory and Applications, vol. 121, no. 1, pp. 99–
118, Apr. 2004.
[101] M. Takahashi, “Stochastic games with infinitely many strategies,” Journal of Science of the
Hiroshima University Series, vol. 26, pp. 123–134, 1962.
[102] M. A. Fink, “Equilibrium in a stochastic n-person game,” Journal of Science of the
Hiroshima University Series A-1, vol. 28, pp. 89–93, 1964.
[103] A. S. Nowak and K. Szajowski, “Nonzero-sum stochastic games,” Stochastic and Differential Games, Annals of the International Society of Dynamic Games, vol. 4, pp. 297–342,
1999.
[104] A. Jaskiewicz and A. S. Nowak, “Nonzero-sum stochastic games,” in Handbook of
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